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« 500 £ 1000 fuftMAZE : £/0 32 GB icEE

« 21X 1,000 ifERE : £ 64 GB &gk
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ERECAEEEREBERENEAEHEMSE - A FRBNIESRSOERERS
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« BFE3I% : BEMRIE (B0 : ClamAV & McAfee) TEESAR T - BRISBEBERS TN E
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 MailPlus AERER : EMERAPIKEBENEGRRFHGERE - DS ERE MailPlus
Server B ZEFBEK - BERAZHE1B1B Synology NAS EmBREERWRABR LHEAE - &£
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Synology SSD B1{r2A SSD - EAREMIRA NAS BIEMITE - LBREAHI EERE MRER
B Synology Z#EREE L - JH:% LL%E‘EE’] I/O R - SREMESHEER - REANE - R
Synology SSD B REFIRE LHZ % SirEE AR

B% 7 Synology SSD - Synology TRAIFE & e H it =75 SSD - SSD ROMAEE O] SE R EE M 22 -
LR RESHRBN SSD REEEES SSD WEH - F2EUXE -

SSD REVAK/NEE

SSD BRIV B A/ NECAR B EEE LHNABRES - BE/DEEmM SSD LIAEM RAID1/5/6
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i2 € DNS

1% A Pl AE B 1B AR R AR BE 15 B4 AL TH 25 35 2 MailPlus Server - BRZ—EAME S MM EE
2iE - BFHFIMIE2MENS - UR @ FRAFAEAERZHE - BHASEEEE - BEIK
i Alex WEFEHHIIERE "alex@example.com s - A4 ZTEEIS Texample.com . - BE
REFHHAHIMUE "alex@example.com s BESIRLINUTEE TR - WA E MX ELEELUR A RCEE - &8
S DAL i FEPS PR IR (A0 DNS EIAREE FiETraoss -

MX Foz

MX E08% - SiFEEHF IR ECE# (Mail Exchanger record - MX record) - #2484 S FEUN(AT B 1B
BEEEFE (Simple Mail Transfer Protocol - SMTP) i$EFHEES| ZEMIM - §—% MX &2
REAE 2 THIBEABLIEFHE  ITHEBEHBGEIKENEREGRSE  BEEFYMEIRLS
ERBENER  BENEEEELENS -

HENEERNAZHGERES - BoB1ZE MX it - TREEBTIEFEE - T26 KR
MELIEFBERRRE (FIW : 0) - LUERZIHERGFEES —HEOERK - EXEAMER
CIFEREKRE - BRARESRBELSIEFHENSE Z—eulBUBENEMERES -

BHIZER - B EWER alex@example.com BER IS ER(F - MR MX RLifiEEmAEER
example.com WA EIREE - BLL - FEHREPHASIER ERBA - WiF MailPlus Server
M EHBRIERIEOHEA - FT2ARBNVEEIRFHERSNIINRE -

ES &M@ B5lEr

example.com mail.example.com 0

Mit—23R - example.com ) MX rCix&E %5 RENZE mail.example.com -

2 MX BRI BHEARRIE  PREARSHTEEUN IP UUREUBGNSEENM - Eit
MBERBHERFRTE A FTEE -

A FCi%

A FCEE - SFENIIACEE (Address record - A record) - ARG AT S F 431 iam £ IP it - EF
B RMRAE S ER - AREKEEER A SCERRYFE 1P (it -

P alex@example.com £ - mail.example.com & example.com 8974815, - MEMR BH T
MailPlus B Synology NAS -

ErBTE f5[a IP ik

mail.example.com 111.116.172.181
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Type Name Value TTL
A mail.example.com 122 116.172.181 600 seconds 7
K
.
K4
.
K4
7
,
.
K4
=
m
MX
Host * Pointsto * Priority *
example.com mail.example.com 0
TTL *
1 Hour v

%m&uwfm@ﬂ%%%zm BRHEEEA DNS CHREN EHEBAR - HIEERE DNS ik
BRI - BRAATAREHERD -

FRE K[ DNS

% DNS fC#ttEmA 2B BEESIEMR DNS - Uig4E 2 fEism ERAEMRES - 28m - BR 7 1E
B DNS Z4 - BERETRONRE - HHAKE DNS -

f+EE /@ DNS ?

21w DNS E21E[@ DNS 48/ - IE[@ DNS 28481 / F 2 HEES IP il - Mm@ DNS Bl 2848
UEROE A (JRED IP i) B ARt / E1% 218 - /@ DNS 7Ral /A IP iU S EHE ER 48
/EHETE  EtEREERE DNS &5 - EHEEEEAOKGE DNS BRELERE - BIalER IP it
BHEER -

2@ DNS f{ER 2T ?

[2[a) DNS 2REBUH ARV EREZ— - BEARBRIRBH - MHAEBBAHRIR IP AL2E
RHEBRENRYEEHE | 55 P ABLWIFRBR ISR - EIEILIEE - FRORBREHE
ARERARE KB DNS - {EAMMEMH AR RAMN BB ST WAR D ETEZEFEHHEFIIH - BHERE
EBITRERD DNS - B3R NISEBRERE - FHES —{E SMTP @ARSUEES LG - &2
EERABK SMTP @Az - URESFSEIBHRBERDALRE A M H -
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gnfeRg E /M@ DNS ?

- EFECHERK ERERTE DNS | KERBREHED IS RESIBRUEMBTRERD
DNS - f&o]{&eq DNS fafRes LAY PTR AC#R SRR E @ DNS - PTR fC#REH AR IP A SN
BEEE - HFRERAEKRRE DNS - 855 PTR THRNBEMNIERENERIEES - PTR
iR ENER@BEAN IP - #5E% in-addrarpa -

BIRTRMAIRIRTS HEERERE DNS : SHAERBHEBESESST IP AR EMEN - 206
— O3B0 PTR RESRRYENL - MOIAEREZ B PIRAS - DUEFT/=IB) DNS R7E °
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27 MailPlus Server

653 DSM 2§ Virtual DSM 52 Z 2 MailPlus Server % - BITJBAETTRE - A TERZED - FHM
BN BME YL RE SMTP (S BEERIBE) - HER - UTHEEHRSE  SHWEEREESE
BFFIARE -

1. AIEEMHDIOZEE MailPlus Server °

2. BIRI MailPlus Server - BEIZRIMMNEEZFARETI—BEEHFNEG24%  BRT—SUES
HBE - B - MO LURIEHR AR Z LR Mail Server EHERERN TR NG R4 - B2
B LG FE P 20 B3 2k 7 AR UN{aT 78 Mail Server B % MailPlus Server -

MailPlus Server Setup Wizard

Setup the Mail System

The wizard will guide vou through the creation of a mail system in a few steps.

The mail system can be created in two ways:

@® Create a new mail system

Create a new mail system by migrating data from previously installed Mail Server
package

Create a new mail system by importing configurations from Microsoft Exchange

Next Cancel
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https://www.synology.com/knowledgebase/DSM/tutorial/Collaboration/How_to_migrate_Synology_Mail_Server_to_MailPlus_Server
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3. MAREBEUREWZTE (FQDN) -

o HERE . AETEECWREHERNEFIMAL - FHERZAEZEE DNS REPH
MX R8RS -

o E#278 (FQDN) : THEEZMAH MailPlus Server il - B ZEHZHEE DNS BES
B ARBREE -

MailPlus Server Setup Wizard

Configure basic SMTP settings

Account type: Local users - o
Metwork Interface: LAN 1 (192.168.1.102) -
Domain name: example.com
Hostname (FQDN): mail.example.com
Volume: Volume 1 -
Back Next Cancel

4. WOMKERIBL T HRRE
o WREREAEY : EIFOILUEA MailPlus FRFEAVEREIRSTEREY (Kith - LDAP ~ fAEIFERE) -
o MEENE : 2 MailPlus Server ERMAAKIE -
- REFZEME ; BEERMHT MailPlus Server REERIREFZE[ -

5. RF—SRBEREME - B —TERRTHRATE -

6. YR ESE MailPlus Server % - IO DIBIENIRSRIRER E Ol FE BB RIFNERE - BBE=
B AMU EREREZEEREINEARERS - 8 7HEZ MailPlus IZEEFINERR - B2%E
MailPlus {Z#EH -

E

ol

HRTARGE T AEAE MailPlus Server WERRENER - ANEZEHSSBRRRES T
& MailPlus Server F3B(F - BB AR RBTNE) - FFAMEN - FSFERMENIRE -

Ea—1_]]

 BESE MailPlus Server % - Z#& B E)1% MailPlus HAER I8 E Synology NAS - %H#
R PlnfEAE T LURFIFE MailPlus - 2B RIRIWEIRS ERMERTRR - ARFELAT
I ENREPRAERE -
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FAEERETEBEENEFIRILEE Synology NAS L&

MailPlus TR7eEF AT 22 {E POP3 1RSE - #EILEW LR GEREECE FEHRZNAS (Bl
Mozilla® Thunderbird® - Gmail + Office 365) -

22 MailPlus

1. AIEEH#DOZE MailPlus -

2

< > C || £ search

&8 All Packages

! Installed

[ &
A& | O search
@ DHCP Server

Security
~ System

0 Info Center
3 Theme

© Regional Options
a Indexing Service
@ nNotification

Task Scheduler

4 Update & Restore

~ Applications

=. Privileges

Package Center ? — B8 X
Manual Install Settings
Install Install
Log Center Mail Server
tilities i Utilities, Productivit
Install Install
! Mail Station
M 1 Utilities, Producti it
Install Install
MailPlus Server Media Server
Business, Productivity, Collaboration % timedia
Open Install
2 Moments Ll Note Station
; ultimedia / Productivity, Collaboration Suite
EnYas 2y PAN 25 Ean—] \ H > Jae [a]
2. FIEESIE > H#RRERE I LIFI MailPlus RIfERE AL ERSE -
Edit Permission Viewer
Applications
FTP
File Station
MailPlus
MailPlus Server
rsync (Shared Folder Sync, LUN Backup on supported models)
MailPlus
User Group Default privileges
Local users hd £ search Y-
Name 7 Allow Deny By IP
admin
quest
I hector vl I
Jitem(s) @

E Application Portal
T, Shared Folder Sync

B Terminal & SNMP

Cancel

Sitem(s)
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#1T MailPlus

1. OB EmES X AIE MailPlus EAER :

o FIfEEEE > MailPlus °

2 @

Con.rol Panel File Station EZ-Internet DSM Help

= = W

Package Resource Log Center Security Advisor
Center Monitor

* M =

Support Center MailPlus MailPlus Server

- ZBEAERIAORGFE MailPlus - AR E2RA9481L 5 E A Synology NAS #I=27 -
BE "/mail s - HI80 : EAAY Synology NAS ##8%& mydiskstation - BIEi A mydiskstation/
mail - FZRUHRPXEN T BNTRABRAEIAD -

==/ M mydiskstation - Synoles X |

<« C f ID mydiskstation/mail/ IH

Welcome to Data Center

The most secure place to centralize and
manage your valuable information

mydiskstation
- 5
a

B Remember me

Sign in

P4

Synology DsM 6.0

2. WAL DSM EAERSE R BBRE
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M mydiskstation - Synoloc X
\

€ - C # | [) mydiskstation/mail/

Welcome to Data Center

The most secure place to centralize and
manage your valuable information

mydiskstation

1 hector

ﬂ e e
. Remember me

Sign in

M4

3. BFEZEE MailPlus Bi2 52 MailPlus Server A58 - MailPlus Server #J SMTP

FAZERE > SMTP -

REFEHE

Feb 06

(_to_move._or_copy_photos_from__

Feb 06

DSM.

Feb 06

/_to_mov.

Feb 06

/_to_move_or.

Feb 06

Feb 06

Feb 06

[enews][km]34} SAI: Synology RS2818RP+ XL
lation NAS RP+(ntips:/www.synology.comk 18RP+) Synology Moments: 215] 2% ALl &2 M(http Ik
[enews][spn]Nuevo lanzamiento oficial: Synology RS2818RP+ IEIEIEN
ackStation NAS de 3U de Synology: RS2818RP:{htip: RS2818RP+) Synology Moments: una solucion fotografica para uso personal totalment
General Add || Edit || Delete || Default ynology.com
Theme Customization Edit
Auto Reply/Forward SMTP sarver: synology.com
Mattadt SMTP port 2
Shared Mailbox 5
Authentication required
Filter
Usemame: elizalin
0 Priority Mailbox (https
Password
SM
s ection (TLS) reqir |
OpenPGP Secure connection (TLS) required Fotostht:
Nofication Secure connection (SSL) required
Sender email. synology.com |
Sender name elizalin
o Jology.

ow_to_move_or_

Feb 06

/_to_.
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F=REFIHEAFIK

EBE fthEFE 4 FIRFE Synology NAS ERYER 4

Synology NAS ERIE FE IR S oliEEZEABEHRFN - AId : Microsoft® Outlook® &%
Mozilla® Thunderbird® - £ F 7 &I+ - KR MBI ER Thunderbird® 2R7FEX Synology
NAS EREBFHAIRS -

1. BRI MailPlus Server - BIERIFE EZRELE IMAP & POP3 -

R/ MailPlus Server e L IS

Network Interface
€l server Management

Network Interface: LAN 1 (10.11.13.38) -
E Threat Monitor

IMAP/POP3
@ Domain Enable following client protocols to receive mails via mail clients, e.g. Outlook.

. i " Enable POP3
Mail Delivery
+ Enable POP3 SSL/TLS

« e

" Enable IMAP SSL/TLS

vo Security + Prohibit plaintext authentication over unencrypted connection
— Advanced
== Queue
Full-Text Search
E Auditing
When full-text search is enabled, the system will index mail contents. The clients (e.g. MailPlus) supporting this feature
can search for keywords in the mails to enhance the searching accuracy. Enabling this feature may increase system
M License loading
«f Enable full-text search
2 Account

Allow character search for Chinese, Japanese, and Korean mail

A character segmenter will be enabled to help you find specific characters in Chinese, Japanese, and Korean mail
contents.

Apply Reset

2. RIBNARMEERE Thunderbird® - #%—NEFEHLRAMARBERBHIRIFRE -

B Local Folders ‘ ®# B - o x
[ Get Messages v #" Write v ) Chat /R Address Book ‘ O Tag v W QuickFilter |Search Ctrl+K> Q| = | events < > X
:E-jmhﬂm "0 hunderbird Mail - Local Folders 1 7 J'::imm Cv:} o >
s £ v
I Accounts v Totay
%ﬁ; View settings for this account > Tomorrow

> Upcoming (5 days)

(“3  Setup an account:
ZhChat | Newsgroups |5 Feeds

[ Create anew calendar

I Advanced Features

O\ Search messages

<l Manage message filters
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3. BIARH - MailPlus 1R5% -~ DSM EFREZH - 2 — H 44 -

Chapter 2: Getting Started with MailPlus Server

Set Up an Existing Email Account

Your name: | Heather | Your name, as shown to others
Email address: |zather @ .com| Your existing email address
Password: |----------| |
Remember password

Manual config

LContinue Cancel

4. Thunderbird® ZFBESMNEFEFIRS - FRELEHRE - E— NG

5. RETAME - BHI MailPlus 1REFEE HIREARERP - &

Bt

X AE °

WA ITENRSE _ EIZ WM T 2R R B PR A Fh 4

E-
B .com ‘ = E O x
[7 Get Messages v # Wiite v CJChat R AddressBook | 5 Tag v 57 Quick Filter  Search <Cirl« K Q= Events < > X
> 5l | om (~4776) : ) 17 Fri <0 >
5 heatherl (@ com| Thunderbird Mail - S sn o gm-COmM o 2020 CW3
(%) Inbox [ New Event
v B | ocal Folders [ Email
& Trash v _Today
(™, Outbox [, Read messages > Tomorrow
> Upcoming (5 days)
|=_J Write a new message
Accounts
iew settings for this accoun
v ttings for th it
(% Setup an account:
= Email ) Chat () Newsgroups (3 Feeds

Create a new calendar

[ Advanced Features

O\ Search messages
<« Manage message filters

o9 Manage folder subscriptions

-

Offline settings
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FEREHEAR

Rt EREAR MailPlus FIEENTEUWSEE 754 ?
1. F18E MailPlus 89 SMTP ~ DNS ~ MX iC## SR EESEEE -
2. B Synology NAS (BRI R B - AILEHIE > BIEE - ARMEET - 926

NTP kgL - BiZ— FUBIEMZIMMIREHBRELS SR - FERDMIN - RRKREL
-

.E Control Panel T — O X

@& | O search Language NTP Service

Current Time

Security
Wed, Apr 1 2015 13:52:29
A~ System
Time Zone
0 Info Center
Time zone: {GMT+08:00) Taipei -
@ Login Style
Time Setting
© Regional Options Manually
Date: 2015/4/1
@ Media Indexing
Time: 13 w |:]| 52 - |:| 29 -
o Notification @ Synchronize with NTP server
Server address: pool.ntp.org -

Task Scheduler

Update Now

&' Hardware & Power

E External Devices Apply Reset

3. FRERMRNERIRREEEIERE -

4
i
al

4. i5% Spamhaus EFERY IP LU E BHWE B UK EH35E - B IRRY IP ik B R A8 A

ITIHZEPRBIR -

ATEREZEEFHBUHRPIRWEEF M4 ?
1. FREMEECHA IMAP £ POP3 #E -

2. FREEAERREATIEESIEME -
3. & MailPlus B9 SMTP » DNS ~ MX fieit S8 E 2 & IEFE -

4. FFtE Synology NAS AR ER A IERE - BIEIERIS > BEEIR - ERBEEE T - ’Uiﬁiﬁi
NTP fEAfggEEL - BiZ— FUBEMIZMMIREHBRESEILEME - BERDMI - RRKRE
-

5. BN E MR ERIBREZEIERE -

6. &%) Spamhaus EFAW IP it BEWSISHERIAEEE - BZ - HRAM IP I8 ZALE
I HZEPBIR -
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Chapter 2: Getting Started with MailPlus Server

RtBEHEAWBRE R E A EIREE (B4 © Gmail) BYEFERHF ?

1. F5TEE0 DNS WEREIETE - @FH#F MX G082 A sL#t¥E@ Synology NAS - EEE MR E¢-E1 AR 28
BE#X 2 Synology NAS -

2. FBHERD Synology NAS EBEIE IP izl - BB EMERMAE - N EBEREEZHEY EEERE
& P fizd -

3. % Synology NAS 2738 NAT i KiEsl i B SARAEE - AERERREARERSLE
& - 80 £ CanYouSeeMe #HIGE AGBHIE 25 DIFERB IR ERRE -

4. IRARENE  FEERERONHGAS - THRERBENRA -

ATBESEIFELRBEHRSE( H1L : Gmail 1 Hotmail AYIRSE) - EFEH 4
MEWERE ?

HLZRENEFHBUHHEREZRE DNS REMUUEE - MERIGOIEESE - HEH9 DNS &
OEFERAFTHNREZEAT - CHOBUMERERLD - BRCHEEREHED (ISP) B4 - 01
BUERR IP A WA ASBRIBHHHBFE S - 552 Spamhaus EFMRR IP A2 EBERHH -
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BI3IE . HpHUBHE

/
%3 F iz E

MailPlus Server REFHEZ TH - BEEHRT - BIOHE3E MailPlus RE4EIARES (BI40 -
Microsoft Exchange & IMAP ¢4 ERReS) si5E =75 R (A4 : Gmail & Yahoo Mail) #7875
-

RIS Microsoft Exchange BB E 2 MailPlus Server - fEFIAZ AT « FFICiERRA
BT EETLE

- MEFRIEHY Synology NAS % DSM 6.0 SUEERTAR A - W23 MailPlus Server (BB #iE:E RILE) -
« 21 Synology NAS 525k MailPlus Server 227 - FRLER B Rt E ¢+ EAR=S -

o ERERRIRIEAEAE ZHE R BHALEN MailPlus tRIEEH -

#£ MailPlus Server $71% &84 #5275

& A MailPlus Server - RIE ERREE > BHFRE > FIEREUEHBEERE - KS=EHRFU
Microsoft Exchange 7% -

bz
o BZ 7 RRIMAHREMAGR (10 : Gmail 2 Yahoo Mail) B EH - FF2RILRIAXE -

e

ET-REBRE
1 AT AMREEE > BU-BE - x— TR -
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https://www.synology.com/dsm/packages/MailPlus-Server
https://www.synology.com/knowledgebase/DSM/help/MailPlus-Server/mailplus_server_mail_migrate

MailPlus Server I N =T S

Mail Monitor Server List Mail Migration Configuration Import
cl] Server Management
Edit Delete Start £ search

[E] Threat Monitor Task

@ Domain

Mail Delivery

Status Information

& Service
% security
1= Queue

E Auditing
M License
2 Account

No data

. FEBREREN—MREET  REZEGRSFERERS Microsoft Exchange - IR AR
Microsoft Exchange AR RN EE T

ROl UFE 2R Microsoft Exchange fEAR2R AR E P E] IMAP BRIEAIERS -

. BIER AR E RS LA CERSE - mﬁsﬁgﬁﬁﬁﬁxlﬁﬂlﬁﬁﬁ’]*WTHYT IR - BEFEBREIR
%ﬁ*%ﬁﬂll{q:jﬂﬁ/\%’w%ﬁ’\]mﬁ%ﬁﬂﬁﬁﬁ% - BIo] BB IRR B ERG - AFIISSEAIRIRSE A FHE
PR -

- BELURIB AR E RS O EE NI SRR E B I ERTB EBRIIRIRE -

Migration Settings

Gen User List Filter Notification
Task: Microsoft Exchange Migrate
Select the server type: Microsoft Exchange -
Server address: mailtest.synology.com
Port: 993

+" Enable secure connection {SSL)
" Verify SSL certificate

IMAP path prefix:

Test Connection

+" Migrate mail with the delegate account

Account: mail_admin
Password: ssssssse
Accounts to migrate per time period: 5|

+ Schedule email migration

From 00 - @ 00 -

Save Close
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BI3IE . HpHUBHE

EAERESE
L KRB TRRE - EHE—HEREEE -
. BEXFREREM CSV BRBANEREEE -

o —HRI—FERERFKEM

o REES - AREBEGEREIL NIEN  ARIRSE - ACRRSRVEE - HER MailPlus Server

RSE -

- BRES () HREEBRWER -

E=1113

o ERCREIRERBEEE S Microsoft Exchange W R E B IZIRSRBEEG - 2SR

SEROZRES (BN : AR _MRSE_X,,MailPlus_Server_B&5%E_X) °

B

» Google Workspace 1E5%ZELL FQDA (B1 " A= &M @ AEaHE , WE ) RISE -

2. BHMEREBERAMOD

R _MRSE 1, 2R _ RSE _1_ 225 ,MailPlus_Server_ 1RSE _1
R _RSE 2, BE _iRS% _2_ 25 ,MailPlus_Server_ 1§3% _2
FE _WRSE 3, 2R _ 0RS% _3_ 225 ,MailPlus_Server_ 1RS% 3

FOR _RSE N, SR _1RSE _N_ 245 ,MailPlus_Server_ 1&3% _N

3. FIEERAERMRIIREHRENSE - FAEBAANIRIEEMER - SEA

Migration Settings
General Filter Notification
Delete Check 0 search
Source Account MailPlus Account Result
Nodata

21
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F3E . HUBE

REETHHREHESRESR
1. EERERE - EEREREB U BICRARS LR E B RIAE -

Migration Settings

General User List Naotification

+ Discard mail received before the date: 2017-01-01
Discard mail received after the date: To
Skip trash mail

+ Skip spam mail
Maximum size per email (KB): 10240

+ Enable mailbox filter
® Skip mailboxes by keyword

Migrate mailboxes by keyword

Set Keywords

Save Close

2. ERZBMRTFHECHE  DEMAGHERERIEZHEN N (KIFFARFIRBEGHENK
REARFBEEHE) -

3. B— NEREMRBET  EMEEEPImANT
c BRT  BAXFE  ZAAEZREBRRENGESXNEERTHNENE -
o BISMENR : MAXFE  2RESTHEBFTHEGE -
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4. BOMESEMEBALREZR - M5 EAMERE (Bl : /ER_RrR)

Set Keywords b4

Keyword

I random I

Misc x

Exceptions

I Enter text here I

survey x

Set keywords or regular expressions to filter mailboxes. When you set
a regular expression, add a slash (/) before and after it
(e.g./"~RegExps/).

REEBEM
1. ¥ MailPlus Server -2 2R SMTP (5 IRE) - MEXEMAS -

2. EBAREEHEF - RE MailPlus Server EERHEAZIRFNEBRER - UREBEEQER
R -

Migration Settings
General User List Filter Notification

+ Send success notification

To the source acccount

To the corresponding MailPlus account

To the system administrator via DSM desktop notifications

« To this email address: admin@aaa.bbb.mail

+ Send failure notification

To the source acccount

To the corresponding MailPlus account

To the system administrator via DSM desktop notifications

+ To this email address: admin@aaa.bbb.mail

Save Close

23



MITHEBBEE
1 EAREEE > BEBWLEREEE - 2 THARLT - ARGBERREHESR  #2EY

MailPlus Server £ IMAP / POP3 827 + SRIEARIRER(- G AR es 28 / MIBRER -

cff] server Management

(4

[&] Threat Monitor
@ pomain

Mail Delivery
«* service

% security

I= Queue

E Auditing

M License

2 Account

Mail Monitor
Task

To_MailPlus

MailPlus Server 7 — O
Server List Mail Migration Configuration Import
Edit Delete ,0 Search
Status Information

@ Taskinitialized .

1litem(s)
ey e ymase s — AR VN =
2. BM—NEHAEM CHER) REEBEREBNRTER KB -
Information X
Task Summary
Task: To_MailPlus
Status: o Migration complete
Result: 1/1 email accounts migrated
Failed count: 0
Logs
Export L0 search Y
Time Level Source Account MailPlus Account Event
2017-03-27 22:02:38 Info admin admin Mail migration for folder [Junk] complet...
2017-03-27 22:02:38 Info admin admin Mail migration from [admin] to [admin]...
2017-03-27 22:02:37 Info admin admin Mail migration from [admin] to [admin]...
2017-03-27 22:02:37 Info admin admin Mail migration for folder [INBOX] is abo...
2017-03-27 22:02:37 Info admin admin Mail migration for folder [Junk] is about.
2017-03-27 22:02:37 Info admin admin Mail migration for folder [INBOX] compl...
|

b

« #t Google Workspace BB EHHE - SKEM Google IREERBIESS -
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i% Microsoft Exchange %452 EE A MailPlus Server

WA LUiE Microsoft Exchange M a8 E K AIZE L - B E AR MailPlus Server #/&FH -

fit Microsoft Exchange BBt %458 E K 5l &
1. #IE T E<1E (ExchangeConfigExport.psl) -

2. FE#1T Microsoft Exchange fAlR25HY Windows B £ - UAFEREZMNE
3. B EREFZA Windows &R -

4. 7£ Microsoft Exchange f@lARE8 £ - £ F Windows PowerShell #1715 <18 -

Administrator. Windows PowerShell

‘ Open

=
— Run with PowerShell

(& Editwith Notepad+ +
Openwith,

Share with
Restore previous versions

Sendto

Copy

5. ERMIRNEEERNT IR - B2 Yes KAITIHZ »

6. HIT5CALE - Microsoft Exchange EIARES &% R M8 ELE L4
SynologyExportedExchangeConf.xml % - & qﬁi—JEJ%EﬁZ% SynologyExportedAlias.txt

*aw °

7. REERN xml BEK txt BREBESHEMAREEN -
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https://global.download.synology.com/download/Addons/MailPlus/ExchangeConfigExport.ps1

F3E . HUBE

BE A 2458 EZ MailPlus Server
1. BB TIE—FREA :

» = MailPlus Server @R #IA(ERS : FRL MailPlus Server - ##£1E Microsoft Exchange EEA
FRE RSB ILFTAIER A 2048 -

o & MailPlus Server 258 ¥R {ER : FERX MailPlus Server - BIEERZBRERE > EARTE > [E
AREE -

2. B—TBRIERRAEEIEA SynologyExportedExchangeConf.xml 1#28 -

Mail Monitor Server List Mail Migration Configuration Import
cll] Server Management
You can import system configural Configuration Import Wizard

[£=] Threat Monitor ek e,

Import Configurations - -
@ pomain Import Configurations from Microsoft Exchange

Note: After the configurations ari

Mail Delivery

Export system configurations from Microsoft Exchange (See instructions). Then, import
q." Service the configurations to MailPlus Server from below.

’5 Security File Path: SynologyExportedExchangeConi| Browse
1= Queue

E Auditing

M License

2 Account

Next Cancel

3. BF—4 - BE—MRERE (B : SMTP RZEMRTE) BIRMG (Bl : BARE) - B#—MEA -
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BAE . EREEE

/
4B EHEERE

MailPlus Server FEAEHNREHE S BE LR EIF - FIFNREHSRCMEIRRHEME -
MailPlus Server JRsg et A AH R BRI IAHIRSE - EREBNMEZEAE - RRINEERE -
MUTIEEASFAREHE :

o (FRRIREE | AR BBEINRECUSERZHNEST -

o BRIA  ARAIZIAMIECTFENERERFE - FItESAERE & ogh 2B RAN
75 .

- MEEE (BSEMMAE) : MailPlus Server IEZHEER - FILERSHENITAFTREINEE
R -

o RERIEEIRE 248 DSM £RE : B - BRI 4R S LDAP £RE - B ERELR
TEFARERE -

BERE

MailPlus Z# 2% 5 {82k 20 EIRSEA—#4 - oJ4ASH Synology RIELHEEE - M7 MailPlus %
RWEFAEN - F2H MailPlus EZH#EH -
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https://www.synology.com/wheretobuy/locate_synology_partner
https://www.synology.com/products/MailPlus_License

e

£ 23
WAREMENERLBBET BEES - ASETHISE

1. BUERE - 3 — NS RHARIA R -

R/ MailPlus Server

Server Management
License key License Quantity Activated Date Expiry Date «

E Threat Monitor

@ Domain

% Mail Delivery

DEFAULT FREE LICENSE 5 T

«* Service
%, security
1= Queue

B Auditing

_p cense

3 Account

Total: 5 Used: 3 Unused:

Status

Validated

o

2. FEERMIEEEREN MailPlus Server BEEH - BRLEEASE  H—FEE -

[

Add
I; Server Management

License key License Quantity Activated Date Expiry Date -
[5=] Threat Monitor DEFAULT FREE LICENSE 5 .

@ Domain

Mail Delivery

Add License x

Check License Agreement

¥ Service Please read the following license agreement for MailPlus Server before proceeding.

%, security

Thank you for purchasing the license for MailPlus Server. Please read the following agreement
" — Q statements:
:= Queue

B Auditing

l Account

This license key can be applied to only one DiskStation server at a time.

This license key cannot be distributed or provided to any third party.

If the license key is not activated and lost, no replacement will be issued.

This license key and the information of your DiskStation, including serial number, MAC address,
and model name, will be sent back to Synoclogy for validation. We will not collect any personal data
during validation.

If you agree with the terms above, click Agree to continue.

Total: 5 Used: 3 Unused:

Status

Validated
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BAE . EREEE

3. & A Synology IRFI#ZF—5% -

EE

- BEREREFIISEE - BBEA Synology IRE LU KT SIRRE -
R/ ’

Add
¢l server Management

License key License Quantity Activated Date Expiry Date - Status
[E5] Threat Monitor DEFAULT FREE LICENSE 5 £ validated

@ Domain

25 Mail Delivery

X

Add License

Link with Synology Account

.." Service Add licenses to your Synology Account for easier management.

% Security

Please log in with your Synology Account credentials to activate your licenses. If the activated license keys

— Q are lost, you can retrieve them by signing in to the Synology Account website.
1= Queue

B Auditing

1 Account

Back Next Cancel

Total: 5 Used: 3 Unused: 2

4. IFEFR7R - AARETIE R IRETS I ARERRU P - RS ERE - A UIR— TR
BI7R (+) ZRATIBEZRAENEHML -

(4

Add
|; Server Management

Add License x Status

@ Threat Monitor validated

@ pomain Enter License Keys

Please enter the license key(s) displayed on your card(s).

Mail Delivery
& Service License key o1 =
’5 Security

I= Queue

E Auditing

=You can pasts multiple license keys here.
'p License

Back Next Cancel
l Account

Q Personal

Total: 5 Used: 5 Unused: 0
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https://account.synology.com/support

BAE  ERERE

5. ERLTENEEMSURERENESR - ERERE BT —DRTHMERE -

(4

Add
|; Server Management

Add License x Status

@ Threat Monitor validated

@ pomain Confirm License Information

Please confirm the details of the licenses.

Mail Delivery

Account: @gmail.com
¥ service
Total licenses: 10
%, security License key License Quantity Status
L3 Validat
1= Queue
=0 5 Validat

E Auditing

Next Cancel
1 Account

Q Personal

Total: 5 Used: 5 Unused: 0

6. FIBRER  BYLEIEEREREMIRRSERENFAB TR -
o IRRERS
- BERERENSFBAREHE
o BEMEBHB
o REBHHEB
o BEANIRE

7. B4 - BHEEEE N EERZE MailPlus Server BRIPABBEFERNEERE - DIRESHEAMN
NEMAIREHE -

F MailPlus Server P - o x
Add
cli] server Management
License key License Quantity Activated Date Expiry Date » Status
@ Threat Monitor DEFAULT FREE LICENSE 5 R Validated
Y 5 2018/09/06 2018/10/06 Validated
@ Domain 5 2018/09/06 2018/10/06 validated
. 3 N
Mail Delivery
& Service
ro Security
1= Queue
E Auditing
$ Account
@ Personal
I Total: 15 Used: 5 Unused: 10

ERERRE

FIBSEEER - MO LIATEIRSE > EREBIEENMERIRS - B2 FBEHMALR - BLRREIR
i -
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E5E ;IR

/
%58 REaE

=
Fil

RS 248

MailPlus Server ] DSM RIIRSE 24t 2R - E LT ITE MailPlus Server £Ei&E) DSM IRBIR
SROPAYE R EIRSE -

BRY ARHERESN - MM T DI EI 481 / LDAP 1RSE &4t EAOEFZ RS - (14 DSM > #ZHl& >
#815 / LDAP ZR#87E LDAP B33t FAINRSE) - 28 - E% DSM —RRBEEI—TEB 2 R#ERES - ALt
MailPlus Server # AR 5 [E2 2% 1&E B #E AR5 -

b

o BURIRSRARAL D - MailPlus Server —RABEEE—TE(FREAZIRIRAR : At - LDAP - 4815 -

ECaReREE
IR T OIS BIRT AR E |
1. EADSM -

2. FIEIERIE > 485 / LDAP S EER B I3RS - BELEARMEREERIRIREE - BB

3. BHRX MailPlus Server -
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4. FBIERRTS - EIRRER NN ESPEEZEMANIRKEE(EERH/RSHE DSM LRERNE Bk
#%) -

F’ MailPlus Server P — = X

SMTP
cll] server Management

Enable SMTP to deliver and receive mails.

[E] Threat Monitor " Enable SMTP

Account type: LDAP Users {synology.mst) -
@ Domain

Port: Local users
Mail Delivery  Enable SMTP-SSL LDAP Users (synol

port: 465
<« Service

«f Enable SMTP-TLS

%, security Pait: 587

= iiaiie Network Interface

E Auditing
M License

1 Account « Enable POP3
+ Enable POP3 SSL/TLS

Network Interface: LAN 1 (10.11.13.38) -

IMAP/POP3

Enable following client protocols to receive mails via mail clients, e.g. Outlook.

] Enable IMAP
« Enable IMAP SSL/TLS
« Prohibit plaintext authentication over unencrypted connection

Advanced

Full-Text Search

Apply Reset

5. B—NERKEABEFRFNVERERS - 0 NEFTR - BEUEXRHERERE LDAP ERE
gEEERE B TERETLRERRES -

MTP

141

|; Server Management
Enable SMTP to deliver and receive mails.

E Threat Monitor 7

@ pomain

Enable SMTP

Mail Delivery  Enable SMTP-5SL
Port: 465
¥ Service B . R
 Enable SMTP-TLS
%, Security = =

e Do you want to migrate the mails from local account to LDAP/domain account?

1= Queue Note: SMTP and IMAP/POP3 services will be suspended during the migration.

a Auditing

Yes No

ﬁ License

Enable following client protocols to receive mails via mail clients, e.g. Outlook.
1 Account +" Enable POP2

+7 Enable POP3 S5L/TLS
e Personal " Enable IMAP

+ Enable IMAP SSL/TLS

+ Prohibit plaintext authentication over unencrypted connection

\pp Reset

b

« ABAERIRFEEEE AR - RIS ERRHE N NERERAERHNG - EERE
iEREBENIHER E LDAP ERENMEERE -T2 - \,\7151%A$§$9{‘E$iﬂlﬂﬁﬁ A §%
BR#% R & B IRIRROE - HRARNEREIRS - 2REDEENIREZIRS -
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RAENIRIR

TR ZASTTE MailPlus Server ERIENEMZIRSE - T REEMUREHSEARE - Bt - TEFER
SRR B ERBURBIIRS - FERERBRERZRK TRESEM -

FRELMBETERE - BES2FEREHEE A DSM i FEL MailPlus / MailPlus Server - s51ER.
RERCFERAZERAZESNETE7A MailPlus 8 MailPlus Server FU1EPR - ZE 7 R E L AR A%
BEABENEN  #2EILEXE -

RREN 15 FA & IR SR

RIENMEREZFTRRCHREHNE - FSEXERAERERERTREZEN - BIRR NIDRAIME
FRERSE :

1. BUFESRSE > ERERE -

2. BEEMENERE - AEAZNMENEFERBNU N SMNZISRERDE  AZERERER
REE - BLERRIREL Y RFAEN - DEREZERE  JAEERERERD -

F/ Synology MailPlus Server T = <
Group | Seftings | Userbolicy  Delegation
I; Server Management
Clear Data Set Quota Existing user ~ || £ search Y
(] Threat Monitor Name Mailbox Us | = Activate Deactivate  Activation Info DSM Status Info
admin 0 bytes Deactivated Deactivated E
@ Domain =
bwdsm6 0 bytes [ Activated Normal B
Mail Delivery guest 0 bytes Deactivated Deactivated B
myadmin 0 bytes Deactivated Normal B
& service Test 0 bytes Deactivated Normal B
Username 0 bytes s Activated Normal B
W% Security
i= Queue
E Auditing
ﬁ License
Q Personal
6item(s) ¢
Max. User Number Limit: 5 Activated: 2
Apply Reset

3. MBEMBUEBNZERERRESECERRE -

4. IREEM A ZERLA T DSM ERENE | IER - FH - ERAEIWARE -

B

- AEERBENSERE - BRERERR - ZEREZBEIRFEREARY - REELEEH
BIRSRE RO REFERER MailPlus #IR - SEAEUIZFISPHIRE -
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https://www.synology.com/knowledgebase/DSM/tutorial/Collaboration/Why_is_MailPlus_stuck_on_the_loading_screen

5. BZEFINEREERE - GUEZERERZE TR — M RERFIETUIRE :
* MailPlus Bc8g : RREBAERIA/NIRE -
o MRZEREMN  RELSEELIEMNERE R ERFERFETZ=ERG -

6. Z— MEERUEMRERENRE -

User Group Settings User Palicy Delegation
I; Server Management
Clear Data Set Quota Existing user || O search Y
Threat Monitor
= Name Mailbox Us = Activate Deactivate  Activation Info DSM Status Info
admin 0 bytes Deactivated Deactivated =]
@ Domain .
bwdsm& 0 bytes v Activated Normal =]
Mail Delivery guest ¢ User Quota fvated B
myadmin t Bl =
i MailPlus quota: By default MB - ?
¥ service Test ( al =]
Remaining capacity notification: By default MB - =
Username ( al =
B Security
I= Queue
E Auditing
P License
@ Personal
Sitem(s)
Max. User Number Limit: 5 Activated: 2
Apply Reset

7. BUEBRNRZERENRERCERSE -

8. B— TN ERRMBERER -

B

- S EEREENERS (AW ERBET )  BULUEIZERE I — N ERE R R
HIHRIEARE

RAENEE 4

MO EREME NERERERHE  BREZEMREZHATNE—UME - FSETINISHR
1. BUTENRSE > ERERFANRRE N FHEA -

B

- B2 SREERERRVIEFHESIES  ERABIRMRRE  FRABHERTE - FRRE -
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F/ synology MailPlus Server A = d

User Settings User Policy Delegation
I; Server Management

Set Quota D search Y

Threat Monitor

E Name MailPlus Quota Activate Deactivate Description

administrators By default System default admin group
@ Domain

http By default System default group for Web services
Mail Delivery users By default System default group
¥ Service
%, Security
1= Queue
E Auditing
_,P License
e Personal

Jitem(s) &
Max. User Number Limit: 5 Activated: 2
Apply Reset

. BUDAEEE B ERTEEER  SENBRAFATR - T RERFEAETUNRE !
* MailPlus Fc&R : SE B ERIANRE] -
- MREBBEA . RELSEELIEAEME AT ERR ERIRFERRE -

3. B— MNEELERERAEEER -

4. B—MNERRRMENEFAPIERSE -

TRERAR AR

ERFEENRERE P - BULRRIARNRE - BRAERESEREHAME N FHRERESRIE
EHEREBIRSE - FEETIDR

1. AUENRSE > RE - BEEEAREERMEMAERENRAHEREREREZIUILR -

B
TERRIEOIREEHRAE R  FRIAMTERHNEEYE -

35




User | Group I Settings | User Policy  Delegation
cli] server Management

I " Activate all users by default I

E Threat Monitor Users without individual configuration and not belonging to any configured groups will be activated by default.

Enable default user quota
@ Domain

The following settings will be applied to users without individual quota and not belonging to any quota-restricted groups.

Mail Delivery MailPlus quota: 10 MB v
Remaining capacity notification: 1 MB v

4 service

B2 Security

1= Queue

Auditing
_ﬁ License

a Personal

F’ Synology MailPlus Server P -

o

Reset

2. B—TERMURERE -

MIEERERE

RIENEMEN AR  CULURRENEREAFHEZUSHBHRBRE - UFSHEMFEX -

SETHTRARFIEEAERE
1. RIEENRSE > (EFAERE -
2. Z—MSRER (+) RFIEAREE -

£
R

F/ MailPlus Server =

User Group Settings Delegation

& |t 0~ search [ disable quota

cli] server Management

[&] Threat Monitor

+ [ disable quota

Mail Delivery
@ Domain

B Default policy Disable auto forwarding

% Mail Deli
ail Delivery Daily sending gquota (number)

Daily outbound traffic (MB]
«* service v (mE)
Single attachment size (MB)
Securit . .
’é Y Send mail to internal users only
1= Queue Service
. Enable IMAP
E Auditing
Allow login only from LAN via
M License map
Enable POP3
Alow losin only from LAt v
POP3

Enable full-text search

Yes
By domain
By domain
By domain

No

Yes

No

3. AIMERED  IEERAERETNBERUBARLEE -
4. WEen MIUEEPEERGSNES S ENE -

B

o MBRLCHFFME - FSEHEBERAAERE -
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E/ ‘ Create x ‘

User Policy Target User
el server Management
General juota
[&] Threat Monitor
Name
ry
@ Domain Color [ ] -
) . orwarding Yes
- | Deli Mail Delivery
Mail Delivery quota (number) By domain
Disable auto forwarding By domain -
d traffic (MB) By domain
"-’ Service Daily sending quota (number) By domain
nent size (MB) By domain
N Daily outbound traffic (MB) By domain
’é Security nternal users only No
Single attachment size (MB) By domain
1= Queue Send mail to internal users only No -
~ Yes
B Auditing Service
Iy from LAN via No
R Enable IMAP Yes -
p License
Allow login only from LAN via IMAP No - Yes

Fnable pors e T prfrom e "

tt search Yes

5. RZIBRERERE  EEZEMIRSNERENFA - G LUEB AR RSRARE
SHEHE -

E/ l Create x ‘

User Policy Target User
el server Management
Choose target users and groups to apply the policy to them. uota
[E] Threat Monitor D search
—- f
@ Domain User -
« | admin rwarding Yes
¥ Mail Delivel
v alexI111 Uota (number] By domain
‘-_’ Service Andrewtan traffic (MB) By domain
dieselt ant size (MB) By domain
i normalboy
’é Security ternal users only No
I= Queue
~ Yes
a Auditing
| from LAN via No
M License
Yes
admin %
l Account t from LAN via No
search Yes

6. Z— MEERTHRE

7. FEERE  AONEEREREEETRECHENEE - BERBETEANERDEEE
HBERERE -
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FI MailPlus Server ? — B8 X
User Group Settings User Policy Delegation
cl] server Management
4+ I | it £ - search [ disable quota
[&] Threat Monitor
~ [l disable quota . .
Mail Delivery
@ Domain
alexl111 B N
Disable auto forwarding Yes
4+ .
Mail Delivery B Default policy Daily sending quota (number) By domain
‘-_’ Service Daily outbound traffic (MB) By domain
Single attachment size (MB) By domain
’é Security Send mail to internal users only No
1= Queue Service
-~ Enable IMAP Yes
E Auditing
Allow login only from LAN via No
M License A
Enable POP3 Yes
Alow losin only from Lt vz "
POP3
Enable full-text search Yes

SEFERERSGELIER

—EAECBEEERZ RN - AME—IRFHS C ERM-IRRSEEHRIZKERERE

RSEIRFME - aa/"Q%"FEIJ*ﬁ%mX%EﬁﬁH%%ﬁ%ﬁE@@%lHEFﬁ :
1. BUAERRSE > ERAERE - NE=sErRBErSEEERERE / #E

2. IFRENREBLREEEESNE o (BIE0 : B REBNESLIEFBESEES ; Old
policy ~ New policy ~ Default policy - ElLEIRERER Old policy TIE New policy -)

F/ MailPlus Server Tl i
User Group Settings User Policy
I; Server Management
+ EI it L - search [ New policy

E Threat Monitor

~ [l old policy = ”
Y A ) Mail Delivery
Mail Delivery
. admin i A
Disable auto forwarding Yes
Q Service v M New policy Daily sending guota (number) 500
’é- Security £ admin Daily outbound traffic (MB) 2000
B Default policy Single attachment size (MB) 1000
1= Queue Send mail to internal users only No
E Auditing Service
‘p i Enable IMAP Yes
icense
Allow login only from LAN via No
-
Enable POP2 Yes
Q Personal Allow login only from LAN via No
PCP3
Enable full-text search Yes

3. B—NERFEERRREBRTIEF

~
il

 BERFERAEERRESRS  FRIAZIBERBNBTIRFSREMBRE -
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%5558 IRSERE

(4

clil] server Management
E Threat Monitor

@ pomain

Mail Delivery

«* service

% security

I= Queue

E Auditing

M License

User Group Settings

+ &
B policy 2

[ disable quota

MailPlus Server

D ~ Search

User Policy

[l disable quota

Mail Delivery

Disable auto forwarding

Daily sending gquota (number)
Daily outbound traffic (MB)
Single attachment size (MB)

Send mail to internal users only

Service
Enable IMAP

Allow login only from LAN via
IMAP

Enable POP3

Allow login only from LAN via
POP3

Enable full-text search

Yes
By domain
By domain
By domain

No

Yes

Yes

4. BBEBERBNE

)

5 #%—T¢&

-

(B 5788 Bl 7R 2R B B I DO AE -

R AIEE N E
EIAE

HEFSHMUE -

EE

o TRERIREEAI B ITHEK

FERERAE -

IR MR ERERE

O] LUB R EREEE
llER e E=pk

BN MIBRERRLVERE - EoURHHERS

1. BUAENRSE > ERERE -

2. BBEEB

Fmﬁﬁﬁ%%%%ﬁ%%ﬁﬁ°

fhimERRE L - KT HIRMERT -

IR R — T &

°

eI

FESE NSRRI REN

- SiE—

[

Clil] server Management
E Threat Monitor

@ Domain

Mail Delivery

4." Service

%, security

1= Queue

E Auditing

'P License

User Group Settings

+ & |t

» W poliey 2

» [l disable quota

[l Default policy

MailPlus Server

User Policy

,O' Search

T - O
M policy 2
Mail Delivery
Disable auto forwarding By domain
Daily sending quota (number) By domain
Daily outbound traffic (MB) By domain
Single attachment size (MB) By domain
Send mail to internal users only No
Service
Enable IMAP Yes
Allow login only frem LAN via No
MAp
Enable POP3 Yes
Allow login only from LAN via No
POP3
Enable full-text search Yes
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TRERIREE

FRERERBRIRBNERE  HSEMRRRRE - WRABUL—FEMEE - CEERE - Bk -
EMREBRTIRRS - FLE NIRRREHFAE

FHREBES FRR B IRIBHEERE -
BHHERE (HE2) TR B IRIRFEBERTE -
BHEZRE (MB) AR B IRIRMEBEIERTE -
BE—IINMEERA/N (MB) TR B IRIBHEERE -
EUFRBHHRANEERE BRAE -
EZA IMAP BB °
ERFFILRISAEZEE IMAP BA FRRAE -
B2 A3 POP3 BRA/RE °
ERFHtREAEEER POP3 & HBRAE
RMAZEXmER FRRARE

ERBERABEEMZIMEERE  RERBNRGE IEATEENTRY - BEAHERERSIE
M - RIZRIEFRZIRE -

FR &0 35 AR B PR
Fik FHED RR#&ER ERER RIS ER TE
N FREREEEE FEAREYLBEEE R RIBAEER
= B
01 FRBEEES =E M - =EE - =.
b
o IFRF AL EFFHES -
Hms FREn BLA&ESR FHRER I ER E
02 EBHS RS (& FERESEIER FRESEHER HEEIRIB AR
£2) 2=PRF - BEERS - TE -
ba

o BERMAERLAMBIEENG ASETARHE -

o ERHERLEABORE - AISFTARHE -

- BMRRENREELHMEENAERHTEET  SHRFERRNSAREREENRE -
REEROF - ERESAZRE -

o AR EEREEE > —fR - ZERIA SMTP BRFEZEUI1E -
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%5558 IRSERE

4RI R BAGER FR&ER RIBHIFERE

EHREBRLARER | RETREMER
= -

03 SHBERE (MB) | EREARESMRA - "

AR

o ERHEELRIMWIEENE - FEFAFEHE -

EBHEELBTHERE  AIEStAERE -

FERARBHNREEARRERNASREEET  SHEENSHRE LR (MB) R EEHEE -
HEEROR  FHABRKAZEH -

o MINERTEERAEEE > —A% - ZERIA SMTP BB ZEUA 1R -

w5k FHEE RMB&ER FRER RN E

04 BMERA/N | FEERENERE | CHEZRENERE | REZRIEMEER
(MB) BANBRA - BAEKX/NES - TE -

b

s

- RRRHNREELAHGHEERREEN—REED - E—FHA/NRE (MB) REEHERE -
o TRRRREAIEREE BRI IMBARLE

HmR R BEEEES FR&ER

05 SR A ggz%a%%ﬁ#é@W%B Z%ﬁggggi%ﬁ%ﬁiiﬂ#
kT gk RAER FRER

06 BLF IMAP EFRZTILUER IMAP - EREMEER IMAP -
EE

» ZIRFFEE IMAP/POP3 @B HIRIA IMAP ZEUG SRR 2% - RIFEER IMAP IR%5 - &
RERBOASTEN  UASEREHERSEREMA IMAP ZiecEH IMAP -

Fto FREE RB&R EFRER

07 ERFRETERER FRERERTFREEES FEAEE A MailPlus IR
IMAP & A IMAP ZE A - SRS -

b

» HIRFFEE IMAP/POP3 @R HIRIA IMAP ZEUS AR 2% - AIFEER IMAP BRFS - &
BEREBOAZTEN  TAZRHEREREREERHLEERBMIZZER IMAP BEATLAEZEB
IMAP Z A -

* MailPlus A5 R s A 32 58 E PR -

Y|



4RI gk B A&R FR&ER

08 XA POP3 EAETLIER POP3 - EREAER POP3 -

FE

- ZIRFFEE IMAP/POP3 &8 NHIRIA POP3 #ZEVAG AWK 22 - AIFARER POP3 7 - &
RERBOATEN  UAZRBERERLRERMM POP3 Bt POP3 -

iR gk RAER FRER
09 ERFTRRIGAKER AT R FHEER EAEE A MailPlus A
POP3 A POP3 EA - PR -

- HIRFEEE IMAP/POP3 (& 1 N ORI POP3 #ZHVS SRR 2 - RISIEER POP3 fR% - f&
RERBUATEN - WASEREAERAREEAFEEAMIEEB POP3 EAMEES
POP3 &

o IWANBEREIMERAREEE A MailPlus(MailPlus 23E38 A B A8 &R B - EAR=S ) -

HRSiR gk BEECES FR&ER

ARGERSIERENET | ARSAERSIERENE

010 | MAZXHE i e

B

 ERBEETEXHRRELR NWRAEXXMBRZISEAKZE - AIEAERBORERY - B
IEAERS I EUERENHBEAS -
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IR IRREE

EEEBRREET  TOLEAEMERERBAIERNEIEZIRER - 2KEIE MailPlus Server &
AREEE L Domain Admin 5

EERARERE - Bl 22 Bz mﬁsﬁ(xa}x’f)ﬁgﬁﬁﬁ QRE ©
Bl -

1. BUEENRSE > EREIR - 2— N EFMRE -

F/ MailPlus Server

User Group Settings User Policy Delegation
el server Management

N | D~ search
E Threat Monitor

» [ Admin

@ Domain

+ . N

Mail Delivery

& service

r. Security

1= Queue

B Auditing

P License

[ Admin

Domain
Alias

Auto BCC

2. E?ﬁﬁ?ﬁE’\J"“iiiifgwﬁﬁ}\%%%”‘* c AR ERBMEENEERIER - BERNETHE
I8 - BROEFECENE T HAE—EIR - SRETIRSEE - B2

B, -

EWXER T RELSEIRER

F/ Create

Mail Delivery
Server Management

"-’ Service Mail Monitor Server List
Mail Migration Configuration Import

" security 9 g "
Threat Monitor Service

1= Queue Mail Delivery

E Auditing Domain

. General User/Group
p License

~ Auto BCC

" Alias
Queta uezae pecmer

Delegation Target User
cll] server Management
General
E Threat Monitor . .
Name Domain Admin
@ Domain Color [ ] -
Delegation profile Domain Assistant -

Cancel

BN : F®E Domain Admin EIZRIGEE  ERLSRRGBNEREMEE
TE - 28 - BF18% Domain Admin EiZIGENE - ERWZIRRENERE R

BNEBTEHRIRRE -
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https://www.synology.com/knowledgebase/DSM/help/MailPlus-Server/mailplus_server_license

%58 IRIKERE

3. I EREREREREEZEMZ VRSN ERENEHE -

& Create x ‘

Delegation Target User
cll] server Management

Choose target users and groups to apply the policy to them.

[E] Threat Monitor £ search
@ Domain Lok
admin v
4+ i
Mail Delivery alexi111 v
Andrewtan
«* service
dieselt
p. Security normalboy
1= Queue

B Auditing
P License

4. B—MREMDRERTE -

EHERIRNE
1. BUFEIRSE > BEER -

2. ¥ Domain Admin - IERATIDUGAR - #REE ~ MIEREZAREE -
3. o RUER £ TBARIZIA AL R EBTCREERIRRE
- REREBBEIERF :

. BT eEHEERRREEEIES -
« $2—T Domain Admin - T EHEMEREHME - BEAE—EAE / HEARESAER

R AMERBETERIBEFEEHNRHBEREZERE /34 -
- BRI/ WAERRE : Z—TE€=_mFE~RKERINSBIRERE /#4E -
« BERREHE T LHONESHUBARSRERNEERE -
- FEZEIKRH REZIREHNBE - REKEMAE -
o HRIBEZIRIRE | I— N IEETRRRERL -
o MERZIRFRE : % — PHOREERRMERAREE -
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F/ MailPlus Server P — 0
User Group Settings User Policy Delegation
el server Management
+ & |t I 0~ search I I Domain Admin
[&] Threat Monitor
+» [l Domain Admin] »* @&
Domain
@ Domain @
» B Admin General v
4+ .
Mail Delivery User/Group v
Ali v
«* service e
Auto BCC v
pé Security Quota Usage v
1= Queue Disclaimer v

E Auditing
M License

EIRER

MailPlus Server FI#EBRERE B DSM MIHEPRERERL - £ DSM T EREBE S BAMMERE T oY

ZHY MailPlus Server IFFBRRE ; M—MEAEESEINBAERR (T E) -

& Synology MailPlus Server P - B

Personal
@ Personal

Enable the following options to apply auto-forwarding and auto-reply functions.
Enable auto-forwarding

Forward mail to:

Keep py in the Inbox
+ Enable auto-reply
Time range: 2020-04-24 2020-04-25
Subject: This is an autoreply...[Re: $SUBJECT]
Message: Dear $FROM,

Please note that T am away. Your message regarding $SUBJECT

will be read when 1 return. Thank you.

You can set up other Auto-Reply messages for specific mail demains or addresses in Advanced Settings. Synology
MailPlus Server will use the default message if no rules are matched.

Advanced Settings

B

* MailPlus Server TEIEHI BRI IRRE B AR AR - MBI HEEF S MailPlus Server
MR - SAIEGINEECIRE S S IRAl -
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EIRACEE

MailPlus Server :#EE 8 o] DI E I & RS (8 A& A RF AHAVACER

1. BUFESRSE > ERERE -

2. BECIERTELRBANEMRE - Z— MRERBEDETUIRE :

¢ MailPlus BC8 : RREZHERIA/NRE -

° HERERER

o FIRZEREH - RELSRELUBHERE B4 ERNFED EEZ=ERE -

3. B— MREELERERENRE -
4. EMMUSBRZERENEENE DSM PHEEREE -

Info
Shared folder quota: Mo limit
MailPlus quota: No limit
Used capacity
Mailbox: 0 bytes
Configuration file: 80 bytes

5. BEERERFMNIE - FiR— MEAT T LMD -
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dir

6 & | MERRE

\qRr

MailPlus Server Rt &P EREHRAE B ERERENNE - BRI / BRS @M B ERE
IR - EFRAECRSGNBENE - ARBNBENRES T EREERFOEIMNEF - FHEER
EGFEHNEK -

MailPlus Server RUBRFS ER LT BRI - EMERE LERIBIRAMR MailPlus Server BISMIE fth
AR -

$HE EIRIBRET BEAE
SMTP 25~ 465 - 587 ~ 10025 - Tcp
10465 - 10587
ICAP 1344 TCP
Dovecot sieve 4190 TCP
KBE 5252 TCP
Redis 8500 - 8501 TCP
Memcached 8502 TCP/UDP
#ln 8503 - 8504 TCP
Redis for rspamd 8505 TCP
EEHRERE 8506 - 8520 TCP
DMARCS 8893 TCP
HiEs 9526 - 9529 TCP
Memcached 11211 TCP
Rspamd 11332- 11334 TCP
Dovecot B9 Postfix BCEEiREE | 12340 TCP
Dsync 24245 TCP
Director 24246 TCP
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SMTP

SMTP MR HEFE B =EEFIE - 7 MailPlus Server R FR%E SMTP (GE#IE4RSE : 25) ~ SMTP-
SSL (GEiEIB4RSR  465) - SMTP-TLS (GE#IR4RSE : 587) - E=—EBENBEDFIE

« SMTP : SMTP 28 EEWINBE M R T AN BEFAIIZERE - MailPlus Server £ Postfix -
2B RIIEE STARTTLS RERIBBEZEAR - MBI ARHINNE SMTP - t7ZANE -
BESERE -

o SMTP-SSL : SMTP-SSL Frsz I E A SMTPS - B/ DSM RB X8 SSL 1% - AL MailPlus
Server REEFE R TLS 48 = SMTP-SSL -

b

« REHR SMTP BEZEE STARTTLS 2KNN% - SMTPS M AEEFEELNEHE - EREEH
EHEETEE - FESEMER FEEZEM -

i

» SMTP-STARTTLS : SMTP-STARTTLS Frz BRI E 4 SMTPS - 13538 STARTTLS #ETN% -
SMTP-STARTTLS FZ#ETE DR - RIEBEERRESAFRE MSA ZBHNAEHE

iR E SMTP

BRI T ILRIRERE SMTP REHFERERIE ¢

1. AUERRT > EBAIRE > SMTP - ZERLA SMTP &ZEU5 31 -

b

o SMTP A EMR=RERNEZHE -

[ Synology MailPlus Server ? - @ x

Protocel
clil] server Management

SMTP

[E] Threat Monitor ; - <
Enable SMTP to deliver and receive mails.

@ pomain + Enable SMTP
Account type Local -
Mail Delivery Port: 25
+ Enable SMTP-SSL/TLS
& Service
Port:; 465
W%, security « Enable SMTP-STARTTLS
Port: 587
1= Queue
Network Interface
E Auditing
Network Interface: LAN 1 (10.17.29.125) -
y License
IMAP/POP3
2 Account Enable following client protocols to receive mails via mail clients, e.q. Outiook.
+ Enable POP3
@ personal « Enable POP3 SSL/TLS

" Enable IMAP

« Enable IMAP SSL/TLS

2. BO LI ERRR D 2 EE IR R -

B

o BEFHIRE - ZECEARR 25 FHIE -
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https://tools.ietf.org/html/rfc821
http://www.postfix.org/postconf.5.html#smtp_tls_security_level
http://www.postfix.org/postconf.5.html#smtpd_tls_wrappermode
https://tools.ietf.org/html/rfc2476#Abstract

FO6E  HERE

3. IEEI IR LT AR

BRI SMTP-SSL/TLS : ‘AEULEIRER TLS 1% MailPlus Server BB EA-E ARz A~
IR SMTP 248 -

o EYFI SMTP-STARTTLS : Z#E |t I8 2R 65 F STARTTLS /2% MailPlus Server E2E fth 34415 iR
22 IR SMTP #4R -

4. B—TERMURBHERE -

IMAP / POP3

IMAP £2 POP3 S EEHME A AMEREIR - FUEE £ ANEZERZIE - £ MailPlus Server 735
& IMAP (ZEEIRRSE © 143) - IMAPS GEEHIRARSE : 993) - POP3 (E#HIRARSE : 110) - POP3S (&
BHEARTE  995) - MO UB BB LEHEUARNIBHRFIFES MailPlus Server EREREFEH -

b=

el

- MITEIRE S STARTTLS #1T/1% - A DSM A48 SSL INZE4R - PGB AR ZERE SSL
MNEZELR -

« IMAP : IMAP 2EEREFNE K ARG LEFNERERRERE - IMAP BRIREEEEXL
ARG EReE CE Y - BIENNIBGERGERIZE IMAP BFHNVEHEE - RItFRAEE
EHEERRES AR ERE

« POP3 : POP3 EEEME TR ARSE L MERRERE - POP3 AFRmEEE ¢k
MNEBGRIAIE - RUIH RN EE T A S E LR EEERES

iR IMAP / POP3 1€
FLETILRIREEE IMAP - POP3 REIFERVIERE ¢
1. AU7ERRT > IMAP/POP3 -
2. fZolA7E IMAP/POP3 RIRPFREDIFRE !
« RIA POP3 : ZELInFF AR IR IR ERES B8 POP3 IWENER 4 -
 BIF POP3 ZEEMR (SSL/TLS) : AELIFFEE SSL/ TLS fRi& POP3 P ImEL
o B IMAP : GELIAFFRPIREAEREZEE IMAP WHIERAG: -
o RIR IMAP ZZE3E#R (SSL/TLS) : ZELIoaHE18 SSL/ TLS 1R:E IMAP FIFIRE4R -
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https://tools.ietf.org/html/rfc3501
https://tools.ietf.org/html/rfc1939

FI Synology MailPlus Server T — B8 X
Protocol

el server Management

IMAP/POP3
[&] Threat Monitor
Enable following client protocols to receive mails via mail clients, e.g. Outlook.

@ Domain " Enable POP3
" Enable POP3 SSL/TLS

+ ,
Mail Delivery + Enable IMAP

S —
¥ Service
" Prohibit plaintext authentication over unencrypted connection

’6 Security Advanced

I= Queue Full-Text Search

wWith full-text search enabled, the system will index mail contents for an accurate keyword search. All the dlients (e.g.
a Auditing Synology MailPlus) supporting this feature will provide keyword search in mails. Please note that enabling this feature may
increase system load.

p License « Enable full-text search

2 Account

Allow character search for Chinese, Japanese, and Korean mail

A character segmenter will be enabled to help you find specific characters in Chinese, Japanese, and Korean mail

rontants
Apply Reset

3. B—MNERURERE

AT E

BYEESUHAEE - EEZE MailPlus Server i BT A% - MailPlus Server Z 818N E4)
E - AiRES LR EH RSB ETESENRABNE L -

MEE T ESIE

& MailPlus Server £ B & Ra: LETHE - ORI MailPlus Server B2 &I 481 - PPPoE S&E 5
E’Jnﬂﬁi; TEI#EE - & MailPlus Server T;E.—JTEH LETETR - MO MailPlus Server #& 343
NAEEGHBEBENESE - BYLUEBFEREMAREHARRIGZAR NN EN IP i -

EE

o —H MailPlus Server B SHABNEHE - EFARFMEBENES - EZIVEREEES
WABNHE - SEEEFHEEN B EERZEE MailPlus Server -
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https://www.synology.com/en-us/knowledgebase/DSM/help/DSM/AdminCenter/connection_network_lan

F6E: MERE

EEMENE
1. A DSM -
2. BRI MailPlus Server °

3. BUERRTS > WA E - EABENE MITVEEDREE H -

F’ Synology MailPlus Server ? — A

Protocol
I; Server Management

Enable SMTP to deliver and receive mails.

@ Threat Monitor & Enable SMTP

@ Domain Account type LDAP Users (esthertest. test) -
Port: 25
+ N
Mail Delivery + Enable SMTP-SSL
Port: 465
+* Service
« Enable SMTP-TLS
%, security Port: 587
1= Queue Network Interface
| Network Interface: LAN 1 (10.17.28.44) - |I
E Auditing

IMAP/POP3
M License
Enable following client protocols te receive mails via mail clients, e.g. Outlook.

1 Account « Enable POP3
" Enable POP3 SSL/TLS

Apply Reset

4. B—TERMURHERE -
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5% 7% : SMTP &

/
% 7= SMTP & 7E

)d”
A

ELZEMERTTH MailPlus Server EARER - MUEEFEHHEAEEAREW / FEHBHE - &
TEARRIRY SMTP PR -

AR5 52 E
ST LB B R SRR T BRI B -

MailPlus Server It RERE FBHNRFREEE - 25 ¢

« SMTP #REI : o7 MailPlus Server I8 =21 - EAF IR Telnet #&0m1#% _E15E SMTP
BiE - MO REWEIBEHRA - fINE—EFEHX/NRS - WEAB LIRS  #RbBEAZER -

o EXBE  MULIRAEXRRINEEARAEHIAANE - IETHEERE MailPlus 495 F3 Bl $ £6
HETRS] - MEEUPX - HX - BXFES - AREXNRREHMANBHATETRS| -
OIEEEIRMER=NESE - MIUBTRESEMAEXRRIE - A FARFERRBNER
RINEE - S EMEERAZRER TREZEM -

R E SMTP RAl

SMTP RAIR MailPlus Server i E 452 EE M E - EARZRAVREN -
1. BUEERAERE > —fi -

« X% (FQDN) : % MailPlus Server A FQDN XM ST - WD ILZTEE DNS @
FRER PR IP AR -

« SMTP #&i& : BIASHIRE SMTP BFIRR) Telnet #&imtk ERISCE -

o BB AR LR | REZWASEBEMBOREAR LR - BBIHENBGSHIE

o ERERRIERE (hop) BL LR : SREZW A SEIMARAVIER: (MENEAEE) S IR - 818
ICRIERE A ZHIBAE -

o B—BHX/NIRE (MB) : REBWASEIHMBERAN LR - BRIHENEHSHIE
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FI MailPlus Server P — 0O

General Delivery Relay Control Security
el server Management
'« Enable SMTP Authentication

E Threat Monitor Skip authentication for local network connections from terminal
" Check if the senders’ email addresses belong to the login accounts

Domain
@ Skip the check for sender’s email address to see if it belongs to the login account for emails sent from

- trusted networks
5 Mail Delivery
" Prohibit plaintext authentication over unencrypted connection

‘_.’ Service Hostname (FQDN): mail.synology.mst
SMTP banner: default

’6 Security Max recipients per message: 1000

e Queue Max message hODSl 50
Maximum size per email (MB): 10

E Auditing External Postmaster

M License
2 Account

Apply Reset

2. B—MERMFEERE -

SN ERERFEIRE

SNRER ¢ IR FEIE 4R AR S E Mailer- daemon F Postmaster Bl 5 # E4 -
1. AUTEERARER > —#R -

2. B FONEGER AR -

3. DERASMIBUEREZITI -

4. F—FIMRE / FBARMASMD IS DEOBAF ML -

(4

General Delivery Relay Control Security
el server Management
" Enable SMTP Authentication

E Threat Monitor Skip authentication for local network connections from terminal
" Check if the senders’ email addresses belong to the login accounts
@ Domain .
Skip the check 1
External Postmaster
o trusted netwol
] Mail Delivery « Enable external postmaster
~  Prohibit plaintext auther
Please configure the email address for the external postmaster to
‘." Service Hostname (FQDN): receive postmaster and mail-daemon system mails from other mail
servers.

SMTP banner:

B2 security 2 admin@synology.mst - | — ==
o Max recipients per message:

. Max message hops:
1= Queue e hop
Maximum size per email (MB

M License

2 Account

Apply Reset

5. B—MEEMURERE -
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5% 7% : SMTP &

BENER

FAEXMRNER - ARFEUBHENEE - FHA - WHA - ACETRS| - EEYMNEBX
EUSTEEMN A PG (B0 - MailPlus) BSRRT - BARGERIHIRE

b=
o BERUW RS - AL IO AE 2B MERRRE -

il

1. BUERRTS -
2. BOEEXBRERBHELUFRE !

- BMAEXEBR  DEIEIRER  ColSEMEERERENR 7 BHFAENR - BUlERAEE
ERENERRINE - DREGRSEH -

o RN AX - BXHHETFTRER  EILERE  SRAFIEBESHP
HX - BXBUPREFEFTT

F/ MailPlus Server P — B8 X

I; Server Management IMAP/POP3

. Enable following client protocols to receive mails via mail clients, e.g. Outlock.
[&] Threat Monitor

Enable POP3
@ pomain Enable POP3 SSL/TLS

Enable IMAP

+ .
Mail Delivery Enable IMAP SSL/TLS

" Prohibit plaintext authentication over unencrypted connection
+* Service
Advanced

r. Security

Full-Text Search
-E Queue When full-text search is enabled, the system will index mail contents. The clients (e.g. MailPlus) supporting this feature

can search for keywords in the mails to enhance the searching accuracy. Enabling this feature may increase system

. loading.
E Auditing 9
Enable full-text search
p License w Allow character search for Chinese, Japanese, and Korean mail
A character segmenter will be enabled to help you find specific characters in Chinese, Japanese, and Korean mail

1_ Account contents.

Apply Reset

3. B—TERMREERE

SMTP Z&E#RF

MailPlus Server BB EMEES - BAKM - BHRE - MRBHERSNZS HREEY -
FERERERE - BRTARLE MailPlus Server AR AR BB @RS - MRSIAL
e -

« SMTP B8 : B SMTP Egigi2 - w2 BRARGEAIMGR - EREFH A DSM IRSE R ZIGHRE
ThReE -

b=

il

AEZRRTBRETENRE  B2H F B2 AREFAMIDRIHEE - F2E IR XERI
SEZEAM -

diw >0
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RBEHEOZE  HENEARSSARIMBRIEY - COUZBERZEPREFTERIRIER
REFERBEHERY - 5—77E - MailPlus Server E1TFEFH - B2 MENEMITHINEE
W - CIReEER SRR - EILER T - BYLUERBRBERRBL MR EMRRERIAE50
RINFE -

AR  CULUREFRGREBLSROB AN RERENTHAMIL -

ERRE | MO DIRTIRB #EM SO BEIE A MailPlus Server BERI A Fln EHIER -

EREER  CERERERBRNES REMERRTE  BLRERREN TREZEH -

RYF SMTP B8

SoBEUMEIEBEERENRENIEEARSERIBRIE - 23 ARA SMTP BRBINGE - &
REBBDRENEREZRZBEZMMOEBNE  BRENERSFIIARZE -

b

* MailPlus Server RIBRDINEE (BIWN - BHECEE ) BEBE D BB EER -

1. AIERHER > —fir - BEEZEEMA SMTP BBEZIUILE -
2. BAERF SMTP BB ZEU5 3 - MO LUE—DRBUTRE !

- REAKBOESARERTBETSHRE | CABTARERIB BE0ERETRET
SHBRE -

. WETHANBE 2 EBREAES  SREUEERBREEAEROET BT
I -

b

o BRE—REFETORESHE AN 2FEIREAIRKZIUIEE - MailPlus Server 8]
REEEBREEERENEY - AULE—REH  JERBERERGSENABTHNELGS
T AEFHEMUIEBREARIBZI LR ERE - HEDE—REBEPHREELIHEAY
B AR ERARETEDE - MailPlus Server i A E I R B BB IEA 4 -

F/ MailPlus Server ™

General Delivery Relay Control Security
cl) server Management

~ Enable SMTP Authentication

[&5] Threat Monitor Skip authentication for local network connections from terminal

@ Domain

& Mail Delivery

« Check if the senders' email addresses belong ta the login accounts

Skip the check for sender's email address to see if it belongs to the login account for emails sent from
trusted networks

" Prohibit plaintext authentication over unencrypted connection

& service Hostname (FQDN): mail.synology. mst
SMTP banner: default

% security Max recipients per message: | 1000

i= queue Max message hops: 50

- Maximum size per email (MB): | 10

B Auditing External Postmaster

p License
l Account

Apply Reset

3. B—TMERDREERE
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MIBERERE

2P EHFERABRERGENIE RN EBIOEF - MIUSETISRRINERAZERA

b

s EHEMERTERBELRZENRYG - ARERENELIRFSRARE - 2SR
N - EEERRENGIAEREESE -

1 BIAEBGER > 22 B—TRIAQBE -

2. MU ER A BRERETEERZERAQZE - WREBUERBRESRM -
o RBE  RERRIKIERE / BETENIHAR -
- BRE  RERWKAFFENBHASR -

3. ERBEEH IR —THE -

General  Delivery | Relay Control
I; Server Management

Blacklist and Whitelist

Threat Monitor q _—
E The blacklist and whitelig Blacklist & Whitelist

giteds Whitelist
@ Domain
Blacklist & Whitelist
Edit Delete O - search

& Mail Delivery

Sender Policy Enabled Name Rule Do this
& service Reject senders with
Reject senders using
W% security
Connection Policy
;= Queue Reject unknown clid

When senders meet any
E Auditing
Keeping more concy

M License 50

Sending more mess|

2 Account )

Priority: Whitelist > Blacklist

4. EEBWMUPRAR (B) BERRAEHE -
5. BEERARER
o AN EFUHANIBEUTSIRER - REBREISEEF -
o WA BRH ARSI S IRER - ZABREISEF -
o IP: EFSHAN P ABLF SSRGS - RFHREISEEF -
o IP/FHBES . ESHARN IP LR FEBESHTEIREE - 2ABRIUEESF -
o A ESHABEFERGE  2RSRIVEESF - LEREBRARBRE -

FE
o FHEARNE I ZHEENE MAIL FROM &3, -
o Ugt AR9ER (It 2 HEERES RCPT TO Bl »
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cl] server Management

E Threat Monitor

@ pomain

ﬁ Mail Delivery

4 service
%, security
I= Queue

E Auditing
M License
2 Account

General

Delivery Relay Control Security

Blacklist and Whitelist

The blacklist
criteria.

Blacklist §

Sender P¢

Reject |

Reject |

Connectia
Reject |
When sende
Keeping

50
Sendiny

1]

Blacklist Whitelist

Blacklist-Create

Name: I

Synology MailPlus Server will deny all the mails that match the following rules.

Sender w || admin@synology.com
Recipient Discard it
i
IP/subnet mask
ollowing two ways:

s Single address: admin@synology.com
s Wildcards: *@synology.com, admin@*, *@*.com

Pr

6. RHEERRRBRBARG - REBABLRKFED - FHEARNRGE AT ZERTTR

7. HEMAT MIUE

spE oo

pes3==1

PEETSREREREENF -

*) -

R

- BREMNFFEREREGUWT  RItERERASHRERRE

o B4 . SHEASWREEEA -

BE  SHALSWREREEM -

[

cll] server Management

E Threat Monitor

General

Delivery Relay Control Security

Blacklist and Whitelist

The blacklist
criteria. Blacklist Whitelist
@ Domain |
Blacklist §
1 Blacklist-Create
&+ 4 =
5 Mail Delivery Sender P¢ Name:
«* service Reject]
Reject | Synology MailPlus Server will deny all the mails that match the following rules.
’é Security Sender - Itest@synn\ogy.mm I
Connectig
1= Queue Reject |
Do this: Discard it - I
When sende
Keeping .
You can specify the address in the { Rejectit
-p License 50 | = Single address: admin@synoloQy-CoNT
Sendin| = Wildcards: =@synology.com, admin@®, *@=.com
3 Account
0 Pr
o ==l at—)
8. H—THEERTHHEE -
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fmig R MIFRE & HBE
L R & OREREL LANESHUBA BRI ESOREUNBEEAAEE -

2. WO ERMAZIS I - R AN EFERZRU AT R MR R ERAREPRE) -

3. BEBERENEMRESERA - BILENZRA - BER— MEEMERZHE -
4. B— T RELURFERE
General Delivery Relay Control Security
cll] Server Management
Blacklist and Whitelist
E Threat Monitor The blacklist Blacklist & Whitelist
criteria, Blacklist Whitelist
@ pomain —]
BIaCkIISt’E Create l ,O' Search I
Sender P¢ " Enabled Name Rule Do this
el 7 Example test@synology.com Discar..
& Service Reject]
Reject |
%, security
Connectia
i= Queue Reject |
When sende
E Auditing
Keeping
P License s0 |
Sendiny
1 Account 1 o = T
[1] Priority: Whitelist > Blacklist

B & ERYER AR EL PR I

nn-‘-n.—‘—‘ N

HREREIR

BRM

~ DKIM ~ DMARC #ag8l -

EENARZERNMNERG - IS - IIBREHRE A S S Bk DNSBL ~ SPF ~
NRETRARBRE

EREFMIBIZZMERA

smtpd_*_
DNSBL SPF kL] DKIM DMARC
restrictions
IP firik v Vv % % v v
Igg/igga v v v v v
FHA v v v
U A v % v
48 v % v v v
B
- BERAIIEE BEREFANEN - BFEERABRZIEA  BEWEE - flu . EF4EE
admin@example.com FIBHRZE - AR FH A AZIE DNSBL - DKIM + DMARC - ALt
WZE35E38 DNSBL - DKIM - DMARC 89438 - A XA EHIEE -
s BHEMBMARETITHRAIER - BRAORESRERRZIEERS IP A1l -
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T ARE
1 AT BB > B2 -

2. EEHAREERY  RERGUEREH - HEES TIRE

- EERATEMAEAE (FQDN) WFHA : E5 4 AR MAIL FROM Ef S 9488 & 2 RFC
MREPAY FQDN B AF - EERKEHRMD -

. EBEAROENNSEA | & MailPlus Server IR & - TEZ#A MAIL FROM
PRI BTEE DNS A 28R MX R8#FAT - & MX R R ERE - EREEEE
-

[ MailPlus Server ? - @ x

General Delivery Relay Control Security
cli) server Management

Black and White Lists
[&] Threat Monitor

@ Domain
Black & White List

S
[0 e bzlizsy Sender Policy

Reject senders without fully qualified domain name (FQDN)

The black and white list allows you to control what messages are allowed, rejected, or discarded according to specific
criteria

4+ service
Reject senders using unknown domains
W% security
Connection Policy
1= Queue Reject unkr lient hostnames

When senders meet any of the custom rules, they will be blocked by IP address.
B Auditing
Keeping more concurrent connections than the limit:

P License 50

Sending more messages than the limit in one minute:

2 Account B

Apply Reset

EARIRE
1. RIEREERE > 221 -
2. REHREEIE PR ERGRIRGE R PR ERN SR E IR P A - REEZ FIAE -

o BRKRMWABEIKEHSE . SHABE/N IP A T#ETEALR / AFER - B8EZAE
#42% MailPlus Server -

- A-BEEEREBELR  CTNREE—AEHEREANENERNE  BE— P i
ERERBE BB LIRE - B E0ERERES  HIMERMIEN LRER 788
WSFRTRAR A -

- —HEASENBERBHBEE LR  ATNREE-RERIRE—HENTSEOEA
BEWE - BE— P UUE—HBRFENEBBI LIRE - A% P 0B EEH—
8 -

- —HENBINERNEEELR | CALRE—HEANSAERNE - BE— P IiE—
HERERBE BB LRE - EERHBER—E -
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(4

el server Management

[&] Threat Monitor

@ Domain When senders meet any of the custom rules, they will be blocked by IP address.

Keeping more concurrent connections than the limit:
4+ - .
5 Mail Delivery s0

MailPlus Server T B X

General Delivery Relay Control Security

Connection Policy

Reject unknown client hostnames

Sending more messages than the limit in one minute:

«* service
0
’3 Security Building more connections than the limit in cne minute:
0
1= Queue
Advanced

E Auditing

Reject unauthorized pipelining requests

P License Reject HELO hostnames without fully qualified domain name (FQDN)
Reject unknown HELO hostnames
1 Account Block any IP emailing more non-existent accounts than the limit:
b1 (A=)
EREERTE

BIEBHER > REH -

2. EERREREPCOULGRAETHEERERNZEURE

E#BRIZHEM pipelining 355K : IBBIFE X SMTP ST RUIELR -

ERRATEMERME (FQDN) 89 HELO £#=1§ : B/8EZ HELO / EHLO < HAE R
BAEZENERER

dt

ERRMAVHELOE M 218 | B4BEH2X HELO / EHLO dn< ER B DNS A f#Esl MX FRE#RY
FHRER

SEBUERFENIRE (BEEBLIR) 15 - UAIHHE IP : HE— IP AP E—RRAF
ZEAE MailPlus Server EAFEMIRSEEEREE - ZBPH IP FRIHE—X -

TrREERMNIRIESE LR | BHE—ZERR - L,\EE’JFH5Hﬁ’§*ﬁiﬂ§§ﬁ1§ﬂ@iﬁi&?'§% (7RED
NOOP - VRFY - ETRN ~ RSET) - &+ {ENIRIE S EEHIHEHEE — e

r

MailPlus Server 5 =]

General Delivery Relay Control Security

cli] server Management

Keeping more concurrent connections than the limit:

[&] Threat Monitor

50

@ Domain Sending more messages than the limit in one minute:

0
+ . N
% Mail Delivery Building more connections than the limit in one minute:

0
«* service
Advanced
’3 Security
Reject unauthorized pipelining requests
:E Queue Reject HELO hostnames without fully qualified domain name {(FQDN)
Reject unknown HELO hostnames
Auditin - ’ -
E J Block any IP emailing more nen-existent accounts than the limit:

) 100
M License

2 Account L0

Max junk commands per session:

Apply Reset
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EHEEE

FEEBEMARSTERYG  AESBEMEIRBUCEREE - B DIREEHERE - SMTP B
7] BREMZEHRTE -

W B

AR TE [E AL
EEERHED - MOLIERE MailPlus Server 22 1BMEEREEREET U - BB S HRITHE
EENERIESE -
1. AUAEERMFEER > E5% > EIARTE
2. BERAIEE
o EERRIARRFEEY  AAEHEEE) MailPlus Server Fit -

o FREMMHBERE—THRERIYE  MAGEHZERMENSRENEZGAREFL - EEAMRK
B PR AEERERSN P s =R - WEERERUPEABEERENERRR
5% o DEILEEIRGE - NS MR MERTE

o EAZRELR (TLS) : MailPlus Server #§ &% STARTTLS 2REZABMNZEL - & MailPlus
Server 2% EIMREE - FFLELLE - MailPlus Server 19 TLS 2 B4R TEEZE may °

- BEEDRE BELNEBZORSEMAE D RE - FELBABZECRSBNIRERES
DUERZa R R=s A -

FI Synology MailPlus Server T — B8 X

General Delivery Relay Control Security
el server Management
Relay Settings

Threat Monitor
E Choose one of the following methods to deliver the outbound mails.

@ Domain ® Send mails directly from this server

All mails are sent through a single relay host

ﬁ Mail Delivery Server:

Port:

& service

Always use a secure connection (TLS)
r. Security Authentication required

Account:
1= Queue Password:
E Auditing Relay Exceptions
p License Set up relay rules for specific addresses or domains.

Relay Host List

2 Account
Apply Reset

EE

o STARTTLS &2 SMTPS BFA[E - B Al MailPlus Server W8 AR HRE SMTPS WEH - &5
E{FEF SMTPS - 2% wrappermode RETRE °
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MU ATFTEHERA  UEBREENEXARETL - Bz —TEEBS T
ANEBRARGEERMRBRERGERFHERR -

F/ Synology MailPlus Server B = 4

General Delivery Relay Control Security
cll] server Management

Relay Settings

Threat Monitor
E Choose one of the following metheds to deliver the outbound mails.

Send mails directly from this server
@ Domain ® v

All mails are sent through a single relay host

& Mail Delivery Server:

Port:

«* service

Always use a secure connection (TLS)
’é Security Authentication required

Account:
1= Queue Password:
a Auditing Relay Exceptions
p License Set up relay rules for specific addresses or domains.

Relay Host List
£ Account

Apply Reset

o HERA . SEEEEMANEENBGEEBEENEREAREFTE - WHERANE
TIRFERSHERA -

- FHERA  HEEHUTAEFENBHEEBEENEZARSZFE -
a. ¥B— MG - 4REE - MIFRZEIAREIRNH B RFHERR -

E/ ‘ Relay Host List
General Recipient Rule Sender Rule
el server Management !
Choose g I Create Edit Delete I 0 search

E Threat Monitor Sen| Enabled Name Server Rule

Allg
@ Domain

Sery

%5 Mail Delivery Port

«* service
% security
i< Queue ® sen
B Auditing
P License

£ Account . -
Priority: Recipient Rule > Sender Rule

=

B AIRR 2 I S T i A el AR a BB RIR -

EEE TSR EWGESE - BRI RS T RE R E I AT
W -

N

d. #—MEREMRERTE -
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~ |
General Recipient Rule eoder Bule
cll] server Management { Recipient Rule - Create
Choose g Create Edit
Name:
E Threat Monitor Sen| Enabled Nal
Server:
Alln
@ Domain Port:
Sery
Always use a secure connection (TLS)
+ & m
Port
[ Mail Delivery Authentication required
Account:
& service
Password:
% security Recipient List
o Email address w || admin@example.com e
1= Queue ® Sen|
i Email address
R .
B Auditing | Domain
M License
2 Account = =
Priority: Recipient Rule OK Cancel

e. M—TMERMEHRE -

RRE AR
SRR R EH B MailPlus Server (R E - BEIANBSEMUHRARBUS S -

EEEHMBGARSKTEE

1. BUEERME-ELE > BEREH -
2. B—TIMREHERENEEEE -

R/ MailPlus Server e L= e

General Delivery Relay Control Security
I; Server Management

Relay Outbound Mails

Threat Monitor
E For MailPlus Server to relay outbound mails from other mail servers, please click the button below to edit the trusted list.

@ Domain Trusted List

+ wail Deli Relay Inbound Mails
¥4 Mail Delivery

To receive mails by MailPlus Server on behalf of another mail server, please add the domain of that mail server to the

‘_» Service domain list. If you need MailPlus Server to relay inbound mails back to that mail server, adjust the DNS Server priority
settings. For more information about DNS Server settings, please refer to DSM Help.
'_ Security Domain List

1= Queue

B Auditing
P License
1 Account

Apply Reset

3. B—THE  MARRIRTE - ARG EARERAY IP ks FAERKIES -
4. B—MEEMRERE
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R

o BERABE—REBPHOREST AN IR EBREAMRIKZESG R - MailPlus Server &
AESEBREFERENGY - AT —RER  JEREREHEEMNABRFENELGS
HEAEFEHHMIR BB EARIEZIT SBRPBRE - HNDE—REEPHRELIREN
EEERERATETES5HE - MailPlus Server iFAEH#HR B @ HADREAED 4 -

EHth B4 RS U E

IRFTETRE DNS ok - FREBE I ARG AWEY - GBS BT IRE R - 528
B ERE MRS o WEM—EIMNIERSET—EAERERA -

1. % MailPlus Server 2 E 5N DNS @ ARE: - &L Bluehost® %l -

2. B A Bluehost® % - (BT E ; 19N DNS ER2SHY MX SR8 A BHABE 25 - 15
MailPlus Server B9 IP iIEEA E A 5082 - 40Ub—2K - EthER¢4EE AR 2374 ol DUk BB 32 L DNS #Cé%
BEZHZE MailPlus Server -

Zone File Records

A (Host) whar's this?
Host Record Points to TTL ACTION
mail 61.216.79.120 14400 -] o
CNAME (Alias) whars this?
Host Record Points to TTL ACTION
WwWw mailplustest.com 14400 -] ]
ftp mailplustest.com 14400 o )
cpanel mailplustest.com 14400 -] w
webmail mailplustest.com 14400 o i)
imap mail.mailplustest.com 14400 -] o)
pop mail.mailplustest.com 14400 -] w
smtp mail.mailplustest.com 14400 o o)
MX (Mail Exchanger) whars tis?
Email Routing: Automatically Detect Configuration: Remote | mgre »
Priority Host Record Points to TTL ACTION
0 @ mail.mailplustest.com 14400 o o}

64




3. % MailPlus Server &7 Synology ML DNS AR #a 25 5| = Z=E - EARER -

4. fEAEB DNS EARESA MX Rt AGAROAIE 24 - WA o8R8 AAIEAY IP fzdt -

fEARes LAY DNS RoEr B EIEFE /RS 59 ED DNS fEAkes L9 DNS oz ©

557 % : SMTP &R7E

TEAER DNS

ﬁ DNS Server
Create = Edit ~ Export zone ~ Delete
Edit Resource Record Status 1
ﬁ] Resolution Create + Edit Delete Y search Enabled
Name Type T Information 1
B o mail.mailplustest.com, A 86400 172.22.1.16
’ ” mallplustest.com. MY 86400 10 mail.mailplustest.com.
eys
Edit Resource Record MX
Views If left blank, the name of the resource record will be the same as the domain name.
INENE: .mailplustest.com I
Settings
a 4 TIL: 86400 seconds
Priority: 10
Host/Domain: mail.mailplustest.com
OK Cancel
Finish
1item(s)
Create ~ Edit ~ Export zone ~ Delete
Edit Resource Record Status i
ﬁ] Resolution Create - Edit Delete Y search Enabled
Mame Type TTL Information i
a Log mail.mailplustest.com, A 86400 172.22.1.16
’p Keys Edit Resource Record A
If left blank, the name of the resource record will be the same as the domain name.
Views Name: mall .mailplustest.com
L 86400 seconds
£ settings
I IP address: 172,22.1.16 I
4item(s) €
Finish
1item(s)
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5. AI7E DSM > #ZHl& > Mg > —i - AEFERTAINZEERE (DNS) 2515 - £EH
DNS fIBREsHMIE A AEE DNS @hRE:RY IP il - M 7EE K DNS =EAR 23 B A5 ASNES DNS 13
AR=EEAY IP 4t - B4R MailPlus Server A EREASMNERE 4R &5 1F & 32 AF - MailPlus Server WX &4
% ZWEMS DNS EREHN MX i2ft - WRBESEREBEIEFRERSHNEHEMRSS -

.E Control Panel 2T = WS
ﬁ p Search General Network Interface Traffic Centrol Static Route DSM Settings
File Shari
< File sharing ~ General
|B Shared Folder Enter the server name, DNS server and default gateway information.
N Server Name: MailPlus_demo
LN File Services
Default gateway: 172.22.1.254 Edit
Y IPv6 default gateway: -
am User g Y

« Manually configure DNS server

)
aa Group Preferred DNS Server: 172.22.1.16

Alternative DNS Server: 22.1.
A pomain/Loap ernative erver: | 172.22.1.15

Advanced Settings

~ Connectivity

~ Proxy

& QuickConnect
Connect via a proxy server

@ External Access Address:

Port: 80

4 Network
- Advanced Settings

Bypass proxy server for local addresses
&) DHCP Server

—_— -
o Wireless Apply Reset

6. FIRL MailPlus Server W AT EHFEEE > EEAEH - ERIBHERRD - - MIEHBE -

FI MailPlus Server e O LT PP

General Delivery Relay Control Security
el server Management
Relay Outbound Mails
Threat Monitor
E For MailPlus Server to relay outbound mails from other mail servers, please click the button below to edit the trusted list.

@ Domain Trusted List

& Mail Dl Relay Inbound Mails
24 Mail Delivery

To receive mails by MailPlus Server on behalf of another mail server, please add the domain of that mail server to the

‘_-D Service domain list. If you need MailPlus Server to relay inbound mails back to that mail server, adjust the DNS Server priority
settings. For more information about DNS Server settings, please refer to DSM Help.

% security Domain List

1= Queue

B Auditing
M License
2 Account

Apply Reset
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7. B—NEmE%E -
8. AR B ERES -

(4

cll] server Management
E Threat Monitor

@ Domain

& Mail Delivery

& Service

r. Security

i= Queue

B Auditing
P License
2 Account

General Delivery 1

Relay Outbound Mails
For MailPlus Server to relay g

Trusted List

Relay Inbound Mails

To receive mails by MailPlus §
domain list. If you need Maill
settings. For more informatiq

Domain List

Create Edit Delete D search

Enabled Name Domain

Domain List - Create
Name:

Domain: example.com

Cancel

9. B—TEELHE

ks
il

°
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58 E  ERE

3
@)
it
\or
ol
)

EE

o MABNEGRNARNTE  BNEEZ2HEREMNIDRBEFFSERETEZEMRTE - LIBRIL
BB -

e HRNZEMRTECH - MO MENEEE > Z2MIEMEZBE B G HE G -

. FTEARBINARERMNENRR -

#0833

R O] DIE B — MailPlus Server EZREGZEE G - ETEEBFEAZLAEZNE G - MM BE
BEREEIE - BERGRIK - BEMRE - £E5EH
7 MailPlus Server $riZ4@is

& A MailPlus Server AT AR AT 1G4S - AZEETELL synology.456 &l -

1. AU - 12— T HRigRss -

F/ MailPlus Server P — B X
Add Edit Delete Primary
el server Management
Domain name Description User Number
[E] Threat Monitor synology.mst (rimary) .

synology.456 test 2

Mail Delivery
& service

% security

1= Queue

E Auditing

M License

2 Account

2. WAMRIE & synology.456 At -

3. FBRE ZMEET - MailPlus Server 2R IR TR E FEMHF I E AVRR EARILIRIE R AL INELE
Al - IRIZARTE > SMTP > IRSREFRIAVERE - Mol DUERIRIRBE - BR21E - BHIER - E1H
3N =HII
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FE IR R AE N BB F Bt -

E/ Create Domain Wizard

cll] server Management

Complete the following domain settings. User Number

E Threat Monitor 4
@ pomain )
Domain name: synology.456
Mail Del\'very Description: test
Select a variable to use the values from your account system as the default email
4." Service addresses of users in this domain. For example, if the variable is "Account name”, the
email address of the account name "andrewlin” will be "andrewlin@example.com”. For
B more information on customized settings, please refer to DSM Help.
B2 security
&
Default email address format: ‘ Account name - ‘
Display name
Auditin
B 9 Mail nickname
R Email
M License
Custom
$ Account
Next Cancel
F/ MailPlus Server  — O
SMTP
cll] Server Management
Enable SMTP to deliver and receive mails.
[E5] Threat Monitor + Enable SMTP
I Account type: Domain Users (SYNO.LOCAL) - I
@ pomain
Port: 25
Mail Delivery + Enable SMTP-SSL
Port: 465
& Service
~ Enable SMTP-TLS
%, security port: 587
= Queus Network Interface
Network Interface: -

B Auditing

ﬁ License o ) o
Enable following client protocols to receive mails via mail clients, e.g. Outlook.

1 Account «7 Enable POP3
+ Enable POP3 SSL/TLS

IMAP/POP3

Apply Reset

PURFAB3IH MailPlus Server 23 ARFERAERHATARRE

IREEHE FERRER

RSE 1

A EREE HLHETE

IREE

LDAP /& BT

MRS HE R
N
e
BrEH

R ERE
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4. BT EERS  SOoPUEREI B S2RBUBAZE - FRBRREFIGMULER -

PUF R H MailPlus Server ST 38R0 2] -

Eod Value

<a> IRERZ 78

<g> 7F

<i> TEEEFE

<s> ®EK

<d> BAREE

<m> FRAFAETE

xas FEAREEEMNA x BFE - Wl . Ex=2"
Al AIRSE 2 BRI MEFE -

xes FERHENA x EFE - 4l . Zx =2 8IfF
BHENEIMmERS -
FAEFHR xE@FE - flM . Hx=2" 8lfF

<Xg>

RaFHEmEFE -

< B2 >

O E DU A AR AR SRRV R - RN
BV FERYE -

MailPlus Server STIEREHEBERT > SMTP BEMNRSERRMAPA AR - HSELTFRERT

MEZER

2 i ERE LDAP {EF# REERE
<a> O @) )
<g> X X )
<i> X X o)
<s> X X )
<d> X X )
<m> 0 o) o
<xa> 0 o) 0
<Xs> X X )
<xg> X X @)

< BRI EE > X o) @)
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5. EAECMNAEBEGHNERBMALMAEZIUIE - EMENERENEEEMALR
1% - MailPlus Server 2iR1EFRE B FHA MU B INEIEN - (EHFERENBF AL -

E

cli] server Management

[&] Threat Monitor

Mail Delivery

«* service
% security
I= Queue

a Auditing
M License
£ Account

[ Create Domain Wizard

Complete the following domain settings.

Domain name: synology.456

Description: test

Select a variable te use the values from your account system as the default email
addresses of users in this domain. For example, if the variable is "Account name”, the
i mple.com”. For

email address of the account name ", 1" will be "andr

more information on customized settings, please refer to DSM Help.

Default email address format: Account name -

I « Add new users automatically to this domain I

Next Cancel

User Number
14
2

6. RETME  BFERT—F -

7. BERBMEUAS - F1ZT—F5 KRR synology.456 THIRE -

E

el server Management

E Threat Monitor

1 Create Domain Wizard

Select the members to add to this domain.

User Number

,0 Search
+ 7 7
Mail Delivery User -
> admin
Service
© alexI111
i Andrewtan
% security
dieselt
1= Queue dilystai
jakechen
E Auditing i
milesc
P License
normalboy
1_ Account Oliviachen
nadraint
Back Next Cancel
e N neo
8. - MERMREERE -

71




e

MailPlus Server A& ERGHNEREE M FERAERMLUTRE :

—8  CELREEEEENERE - BRERET B - I EMEE - HEE
HERLA DKIM B - B Catch-all RBK SR E R BN KN ZAA R 2 BT B0
# -

ERE  MYLBHAENEEE  TAZESNERERERS - NENEEZEN—RERE -
A CULSEHENZREE - HFAPHERZNERBRENBERE -

BB BB —EESERG AR —ER®  EEBAHSEUEIEE - GIR2EBE8ICETE
EERBANMAERAE - RlRt o U IMNEE FEAALILE -

BHEZRGEE : COULEEZARBESFUEA - WHASPIEMENGRY - BFE—NBGEIAZEE
ML -

FERHESHRE . CYMURFERENSTLEGHETLREREEE -

SEBE : LOURCERGERRNESE NS RERRRE - LHaSBER - fI8EN
BT - RABIES OISR B BN L R EEE -

AREB AN —ARER RE

E—REE  CUREREEN  EUOEREFBAUIEN - BEEMIEAZEMA
synology.456 -

F/ ‘ synology.456 x
General User Group Alias Aute BCC Usage Limit Disclaimer
cll] server Management
Domain name: synology.456 Additional Domain
E Threat Monitor Description: test

@ T _ Select a variable te use the values from your account system as the default email addresses of users in this domain. For
omain . . iow " . " PR
example, if the variable is "Account name”, the email address of the account name "andrewlin” will be
"andrewlin@example.com”. For more information on customized settings, please refer to DSM Help.

4+ .
g Mail Delive
v Default email address format: Account name -

‘_.’ Service « Add new users automatically to this domain
Advanced

’6 Security

1= Queue

E Auditing
M License
2 Account
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Bl AmigE Mt

EEMAERED  SolRESETHERIINNPLEEE BTG - HitEENRES KR

s

synology.456 IR TE °
1. BITE4ALE > synology.456 > —f% - #&— NE 4@z -

2. B—FHEANA R AR - BCRERENMREE - FENCHEREEE  BRHENE
SIEFTIRIF -

3. ;EMMAEER S - BYILUREERUMNAEMMEETE - DI DRSS - B 7ER
synology.456 @HAEHIN - BEMBHBESEWGASD - BT RRZAHOES -

4. B—PEHURERE -

E

General User Group Alias Aute BCC Usage Limit Disclaimer
cll] server Management

Domain name: synology.456 Additional Domain
E Threat Monitor Description: test

@ T Select a variable to usg Additional Domain in this domain. For
example, if the variabl E
I Create Edit Delete I

"andrewlin@example.

Mail Delivery

Default email address: Domain name
other.example
«* service " Add new users al
Advanced
p; Security
i= Queue

B Auditing
P License

RO pEE BRI E DNS @R LAY MX Foé% -

ECE RS R E
1. AUEE#RSEL > synology.456 > #REE > —#R - i — TIEMREL R -
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2. EEMERTENELIRE SR - @O BUBH synology.456 §9 DKIM £2 Catch-all 22 7E -
« DKIM : O] IR DKIM BB G EHEERETHEN 25N EFER -

a. ERBEHAHEEILFENIMGLLIEEMAEREHNS D - 57 DKIM B 2= i #
FHAVERE R DKIM #E - W82 DKIM BREMH ¢

o DKIM EMEAEF S : DKIM RENRIEF S - Mo KEAZFER] DKIM ZEEEE
BF& -
 PREH  AHEZRAST - B DKIM RERARBLAHRERBENEESH - 2AEE

b. #B—TEELARSBIPRESH —ALAFBENT R  AREENSRERS
2048 AIT(FEAR) DKIM £ BREE - RSB REZES 1024 5 512 fur) -

R

- RNEE AR RRME  RAENS RS WMER -

General User Group Alias Aute BCC Usage Limit Disclaimer

Domain Name:

Description: DKIM

Default email addr ~ Enable DKIM signing on outbound emails

+ Add new user DKIM key length:

DKIM selector prefix:

Public key:
Generate Public Key
Catch-all Generate Public Key

Enable this fung  The DKIM key will be generated. Please update the public key to the DNS records.
enabled in thed  If you want to continue, select a DKIM key length.

Enable cate  DKIM key length: 2048 -

Specify cat

. B—THEEMRBERE - 55 SefIHInE R MUEFERE DKIM 25 - SUAA
B2 DNS TXT fC#22K:E DKIM 22 B IEREMF -

TXT A8 ERHEL : v=DKIM1; k=rsa; p=[DKIM AR & ]

LFIZEER - 7 MailPlus Server 8943155 example.com - BEEEH) DKIM EEERIE
FHEE abc - RHEEENABREE MIGIMAOGCSqGSIb3DQE - BI TXT e T -
o TXT ##% &% : abc._domainkey.example.com

o TXT #28%18 : v=DKIM1; k=rsa; p=MIGfMAOGCSqGSIb3DQE

« Catch-all : B{H Catch-all 2B —E A& IRIER S Catch-all 558 - AUBERSEEAFE
RN EZAIS R Z EF B AL EH -
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I ERE RS ZAE

1

2.

3.

4,

BUE#ALY - #EY synology.456 Wii%— T #mEg -

AIEERERE - %— Mg -

EEEE IR -
AN A Z B -

#m B8 EA TS IR (5 A R SR

1

2.

BUE#ALY - 22EY synology.456 i1k — T #mES -
EERAEEHEN—(ERSE - 12— T 4RiE -

. EREEREREREUMRE

c AR WTUNEEPEERS -

o MEEEE  HEEEEUDESBEE U ARRAEZIMNIFFBRE -
 —RIEAE | —MEATLIEHANSEER -

o IRERBHERRRE !

o ST - WA UEASEE F I

IRSEISAS -

R ZEREMBRAHERTE -

B EELE TN EEEREREL

=

~ '

General User Groun Al Auto BCC Lisage |imit Dicclaimar
cll] server Management | Edit User

Add Edit [ _

1 Account name: admin@synology.mst

E Threat Monitor | ]

Account name fion Info

Role: Regular User vI

admin@synology.mst ivated
@ Domain Preview: Regular User

alexI111@synoclogy.m ivated
Mail Delivery Andrewtan@synology You can add email addresses below for this user account. Messages sent to these fivated

addresses will be delivered to the mailbox of this account.
«* Service Email address
admin @synology.456 — =4
’6 Security
I= Queue
E Auditing
M License
2 Account
Jitem(s)

4. BEEBREAEIRT

 EINERERELZ— T MERZE -
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TR SR

1. AUEEAEI - BEHY synology.456 % — T 454 -
2. BUEBHAEE - dix— TS -

3. EEERAENAE  BRT-$ -

4. BRHENET B - B TER -

fmig BB IRE A
1. AUEEABI - BEHY synology.456 % — T 454 -
2. BIEBHAEE - BIAARIEN0E IS BN R — T 4REE -

3. EREHARET  CUlEAe MINEEEEERNNEESE  EEFENNEREEIHE
AR EEERR -

1t
]
it

F/ [

General User Group Alias Auto BCC Usage Limit Disclaimer
el server Management
Add Edit Delete View members D search
E Threat Monitor Group name Description Role Activation Info
Directory Operators@synol.. Regular User Inactivated
@ pomain
users@synology.mst Regular User Inactivated
£ 5 e administrators@s Etivated
Mail Delivery Edit Group
copywriter@synol ctivated
Account name: users@synology.mst 3
‘_-D Service facebook@synolaf ctivated
Role: | Regular User -

Directory Clients¢ ctivated

r. Security Directory Consum Domain Administrator ctivated
Regular User

1= Queue

= n_ Cancel

B Auditing

M License
2 Account

7 item(s) &

4. O PUEREVR B IRAE AT R AR — MRIRRRE -
5. oPlig— MR mE R - SEBRIFENERE ZE AEILEEP -
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g Rl &

WO LUIERIS - FEREUMUKBRE—RIE  REBUHERSTELASAREA -
1. B4 - #EY synology.456 iz — T #wEE -

2. FIERIRILIZ — Mg iRE -

3. REIBBBHEUBMARZRME -

4. RPN uNEEDPRR R - ERERS - EREHE - SMEERE -

[

l; Server Manag _ s & T
General User Group Alias Auto BCC Usage Limit Disclaimer

[&] Threat Monitd | cred Create [

Alias|  Alias name: |
|
Member |

Mail Delivery

User - O search bYZ
‘_.; Service Name Status
alina Normal
E. Security amber Normal
darren Normal

= Quese
E Auditing
M License
3 Account
@ Personal

3item(s)

Nodata

5. DEZETRAGEER BEEENERE -
6. MULIFREESENRFNERE S ERERSE - EREFA - EfhlR -
7. B—TEEMURERE -

#m s B ER B =

FESEL NS RARRELMIREE

1. AUEARIE - Y synology.456 Wiz — T #wEg -

2. AIERIBEERENNAZ (T I IEBA LANESRIESHIR) -
3. B— MEEMERZHE -
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EEA /EELBIE

HITIBEASE L EEARIRIE

s

BE

SSTATEMMRIRIEE

1. B4 - #EY synology.456 iz — T #wEE -

2. pIERIRNZ— N TR -

3. BEEEANELAS :

o EARIZ  BEEANRIBERBNRIRESE

- ELRIR : EELI M Postfix HTURIBIRIEEE -

ZERBIRAETWEA - IATWER -

E

Mail Delivery
Q." Service

% security

'= Queue

E Auditing

P License

£ Account

o

Alias

Add Edit Delete Primary
cll] server Management
synology.456 x
E Threat Monitor General User Group Alias Aute BCC Usage Limit Disclaimer
Edit Delete Tools ~ DO search

Import aliases

Export aliases

No data |

i B e AR AR

BEEHEIR

AN ol

ax [E

SENITRATIE BB HEIRRA

BEERBHHAN - WEASFENSNEYG - SE—0BHEIE

1. B4 - 2B synology.456 i — T 4REE -

2. pIE BB MR R IZ— M SR -

3. FEBHFEBHEIRRY

o TRE:

-
. HE.

HY

o W EE  ERAREHASHN MAIL FROM B BILE#W ANERER - BEEH

SRBHRL -

MRS ERGEGASN RCPT TO BEMALEMANENRRT - FEEBHFE

TR -

o FRAEMR : Ry ARRRELRBENIHES 2R EEHRAERGSEEGRRZEE

it -

4. EFRABHRIFZIHI BUPWABSSFSEBHEARNE R -
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5. Ol A BAE - FERERSE - BIE -

E

Add Edit Delete Primary
cll] server Management

E Threat Monitor General User Group Alias Auto BCC Usage Limit Disclaimer

Create Edit Delete Tools ~ D~ search

Criteria
Auto BCC - Create

Mail Delivery

Apply this rule according to the below criteria:

«* service @ ‘From:' address contains username®@domain.com
) ‘To:" address contains username®@domain.com
’é Security
All messages
1= Queue
Send BCC to this address™: username@domain.com

E Auditing
*You can specify the address in the following three ways:
= Single address:admin@synology.com
ﬁ License = User:admin

= Alias:all_admins
2 Account

c

6. M—MREREMURERE -

fRIsEMIBR B EN Z G RIAIRA
BEETNITRKGEIRREBSE4RIARA

1. B4 - #EY synology.456 i1z — T #wEE -

2. AIEEEERGRI AT EECEENN BB R GEIARER -
3. B— MREE MR -

EA /ELBEEEAFEIFRA

BHSE TS RREANE LSBT AR AR
1. BUEEABI - J2EN synology.456 65— T #miE -
2. A EEBGRIA L — T TR -

3. BEEANELFHASBLEARE -
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F_/ synology.456 X
General User Group Alias Auto BCC
el server M3 |
Create Edit Delete Tools ~ 0~ search ber
E Threat Mq Criteria Import sender rules
Import recipient rules
Export sender rules
Mail Delivl Export recipient rules
«* service
% security
1= Queue
E Auditing
M License
2 Account
No data &
xR
- IEERLBRMKEA / ELFRAMERAIEER  RAESENESEESE Postfix WEZRE XM

A - 2% Always Bcc °
o IEAh - FETERDEE ARIEZ A Postfix 1830 -

R EFEIRFI AT HECEE
1. B4 - #2EY synology.456 % — T #wmiE -

N

. AIERERFIEE -
3. EHEERFEIERAZUTRE !

o BE—EHA/NRE] (MB) : RESUCEAESLE—HAARAKIA/N LR -

o BAE—MERNRE . REE-MMEHRIANRE] - WE FFHIAN LR (MB) #uP@mA L

RIE -
- FREHES
4. TEHREERAZLTRE

- MASATERE  REUSUEAEZESAISFSENBGHE -

- UASAYFLMNEFHERELR  RESUCMESHIFSHABNEBAR) -

- FRERE  RRENERENTEERS -
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F/ ‘ synology.456 x ‘

General User Group Alias Auto BCC Usage Limit Disclaimer

clil] server Management
Sending Limit
E Threat Monitor

Mail Delivery

Maximum size per email (MB):

10

Enable size limit on single attachments

Size limit (MB):

Disable auto forwarding

10

q." Service Daily Quota

p < 't You can enable the following limits on each user's outbound mails and view their outbound usage.
% Secny Enable daily sending quota

E Queue Daily quota: 500

Enable daily traffic limit on outbound email

a Auditing
M License
2 Account

Daily traffic limit (MB): 2000

Outbound Usage

Cancel

SEERE

BELEI RIS T ERERE - H#EABECEISAFTERE - JLUBRLERIGEZERE

4y 2

4
,,\Ems—_r = °

1. B4 - 2EY synology.456 1% — T #RiE -

2. AIERERFIBELIZ— NFRAERSERME -
3. KABRTEERRBERME - AUULEBA LANESHIIRESERE -
ik EEMEEHAE

4. B—NERZIOEREMENSEERE s N EEERIRIRE

BREMERENERSH -

r :
General Lser Groun, L Auto BCC Usage Limit Discl
cli] server Mz 1 Pavren ERT
Sendit ber
Clear Clear All Y Search
@ Threat Ma -
aximy User name Number of Mails Total traffic
v Enj dieselt@synology.mst 4 314.53 KB
Siz alexI111@synology.mst 2 926.51 KB
£ . 5
2 Mail Deliv) Di¢
& Service Daily (
i You can
’é Security
+ En
i= Queue Da
« En
Auditin
= g od
,D License (O | )
2 item(s) (s ]
1 Account

5. B— NEMLUERRE
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i B

SEEPETMEHEFEREESHNEGRRNLLBIIXFRS - B2E NI SEIMNILREE
A :

B

- MUl EZEREERKRAFR  B2—HEREER-RIREER -

1. RITE#ANE - #BEX synology.456 iz — T #REE -
2. AEREBREETE — M giRd -

3. ARSI BIRE PrORAIEE -

E [

= Create Disclaimer

Genen}
I; Server Management { Rule Content
Creats
1 Name:
E Threat Monitor £

Do not append this disclaimer when all recipients are from this domain

@ poman
Matching rules:

Mail Delivery Al ~  match the following rule:

Sender - Username, femail - = 4
& Service

Exception rule:
% Security Sender - Username, femail - = 4

1= Queue

E Auditing
_,P License
1 Account

You can use a wildcard (*) in the email addresses as the examples below:
= Example:*@synology.com, admin@, *@*.com

4. ERBEUPHAREZPENNE -
5. BEEANEEMBWG AEREILAEE - MM REZRZEUILER

b

- BEARSHEBEGRNEEST (SHEMAREREZ) K - mAZMLEREER -
s EEE—WHEANAZABERE  DEMNLEEER -

6. BBLUTNEER TR

o EEEHRAI . BELLHWIEE | 2HHE—IE - HFENEM - ALATSHAERAY - 7E8MER
HER , FENE-E  REFGEEIRR - mEMLREER -

- FETIRA  BEEFSHEANWEAESMINRERRKE - LEREIEERGNR () -

o BISMERIMESCIRR SHREEERA - ZEEDBESFSUHEAIRE NZIFISMNER] - BIEFSEEH
RACASHMREZRR -

7. B—FMSRER (+) A2 ELEE BRI HISMRAI ; 2— FmsRER (-) RBERRA -

8. RMARETHE - IEABEHNRE HTML XFRAXFAR - BEARXFRBSEAFKIMUIE
HERER -
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- [

Create Disclaimer
Genen
I; Server Management | Rule Content
Create

HTML text
E Threat Monitor

E

| T-T~-A-A-B 7 U S XX &

Mail Delivery

¥ Service

’6 Sectnty Plain text

Copy from HTML text
1= Queue

E Auditing
M License
2 Account

9. ELFEMXFHE HTML XFABHME - Mo LUIR— T HTML XF#EH - 2§ HTML XF4R
ERPHARERIEXFRES - WBRAA HTMLIZE -

10. #Z— PREERTAHRE °
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#m EE A PR e H 2 A

EREARERBETIRFERREREN - B 7 REAMBRREZRPEMUS - G REEBELIER - 5
SEPTTRAGIEREER :

B
c AERHLEM MEEREEZBNERKE  —BXFaKE  E2ERZREEBIERELEE

[

1. B4 - BN synology.456 12— T #wig -

2. G RBREE - HFEBNEREBLBEEEES0ELIET - EEENBLIES - BF
REBHNEAENE -

3. EEZRANREBRRA -

4. EELZEUNREBRARR - BiR— T REMERZE -

E/ synology.456 x
General User Group Alias Auto BCC Usage Limit Disclaimer
£l Server Management
Create Edit Delete Save
E Threat Monitor ~7 Enabled Name Rule

E " test 1 Sender: admin@synology.mst
@ pomain

Mail Delivery
¥ Service

%, security

I= Queue

E Auditing

M License

2 Account

5. B—MREBERERRE

84

$8E  MAERE



BT BEHUR

/
F29F .3k

|—

J1L ==
< B

l|

MailPlus Server WZ =M INEEMEL T IUALERR : BHIREH - isiEH - BHRE - ABREH -
O] DAt $95 E 4R R TE B AR E UG8 (RAE -

411 3R BR 4
MailPlus Server RISHIR B RIS L4514 - IR ESHIEHIRBLEAOER] - F5U% MailPlus Server 12
BT HIRBEIAE -

o BRYIsRER © M Rspamd & SpamAssassin {ERBIRIREBHSIZE - 15 - BEBEEEBLURNL
REBAFEIZRHESI - MailPlus Server BT LUK & B 55 BE 15 BSR4 -

« Postscreen : RIBARNARSZERAREHERSFOS N ERIBEIRF AR ERES - A
DR RIREA AR -

o RBRE  RIBUBREHRRGBNFENGHERRETRIRFITNE - BREAKBEGHELHFEER
£ - RUBICINEERIEH b 7 AR E BRI -

R4 P B 311 3R EB 14

MailPlus Server f&F Rspamd {E&RBAHIREBH 512 ER SpamAssassin ERlERFRA - 5 LIEAER
HIR M PIE D BUBIBHDRES - EREHRERENENRRE - EMEZRAFMEENSE - 2
RMBHBBUBREFIE S BT - WEGM SRR AUIREY - FF2E T AT RRBUAMRIRE
#

1 BIERZEN > BHRBARBELUTRE :

o DERARNIREMGSIE  BE 7 BRESHENABRIBA I EIENERN - FEREMUIRE G
FrRERRAI - BRTHIREREEIE - BENB B ENIRERHOIHRERE -

« ‘7)3% DNSBL (DNS-based Blackhole List) DR 1E 5 B AR 48 1 4319 2 8 AR 75 (DNS) Bt AviL
REE -

B

o BIEERERAMRIRIASIZE - Rt S ERBEARE G -
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E

I; Server Management

[E3]) Threat Monitor

@ Domain

Mail Delivery

Synology MailPlus Server

Antispam Antivirus Authentication

Antispam Engine

Content Scan

Data Protection

' Enable antispam engine (recommended)
Engine:
Version:

Update Settings

Rspamd -

1873061 (Error) | 03/13/2020 20:31:54

1

it

qa

filt

& service Spam control:
Add the following to spam subjects TEXTEGDAMTEERT
W2 security
i Auto whitelist @
i= Queue Encapsulate spam as attachment
As plain text only @
B auditing Custom Spam Filter || Advanced
f License sSpam deletion:
 Delete spam interval (days) 30

1 Account
a Personal

DNSBL
Enable postscreen protection against spam

DNSBL Settings | @

Apply Reset

BT HIIRE AR Al

°

IBERE R EIBHUBRE IR R CRAIR F B EINEE R R RA - FBEE NIIDE -
1. AIERENY > FREY - DEEMRERHMERMUTRE :

- BENEMUIREBARERR  ABIEIRDREEHHE - ARS8 HERE SpamAssassin
B NEENNNERBAERRR -

o FENER R MU AIERNCR I ERAIRA - %8 EANSIEERARUS B RRE—
REMPFE - DUK B ATHDERE AR RIA AR A -

E

Antispam  Antivirus Authentication Content Scan Data Protection
cfi] server Management
Antispam Engine

E Threat Monitor

@ Domain

Mail Delivery

+ Enable antispam engine (recommended)
Engine: Rspamd -

Version:

Update Settings

" Automatically update antispam rules | 02 w |: 45 w

1873061 (Error) | 03/13/2020 20:31:54

& Service z
Update Settings

% Security
Engine information

1= Queue

Rule version: 1873061

Last updated time: 03/13/2020 20:31:54

B Auditing
B License
2 Account
£ Personal

Manual Update

;

ErTEDTEpUSTSTTEeTT

Cancel

TETTSTEETT

DNSBL Settings | @

Apply Reset
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BT BEHUR

HIsK ER - EIERR TE

PR INRE R BET 2 B REEIR - B LUKEA B RKBEPABRIHSI1ZE - 52

AREENDR M EERTE
1. piEZEY > BHHHIRBHIEELFRE :

EPINEERR

o EHREBHESMATIIAS | EFBH D BEBPIEMERER/IRIGE - CoEZES
BIIMAREARSR - RENERE - IEENRBGESMATIIATZIG R - WENRRFT

7N

- BEIBRE : ZRE MailPlus IF B RIEBRISNEPE A it 7 SMFRINBRE 42 B Nl -

o IFHIRBEHERBMG | WHAEHARBAZEHSRIESMYE  BFELWHFA - BB

EMNTFENARBRAEERABRIERE -

2 Synology MailPlus Server

Antispam Antivirus Authentication Content Scan Data Protection

cli] server Management
Antispam Engine

[E] Threat Monitor ' Enable antispam engine (recommended)

@ oomain Engine: Rspamd -
Version: 1873061 (Error) | 03/13/2020 20:31:54

s .

Mail Delivery Update Settings

¥ service Spam control:

Add the following to spam subjects R —
¥ security
Auto whitelist @

= Queue Encapsulate spam as attachment
As plain text only @@
Auditin
B 9 Custom Spam Filter || Advanced
P License Spam deletion:
Delete spam interval (days) 30
2 Account
DNSBL

@ Personal

Enable postscreen protection against spam

DNSBL Settings | @

Reset
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BETHIREHBIR

RO ARR EE LA S AR HTR ER AR R SR B F O RE TR 44 ¢ I3 8 BB AR
2 A2 E N RAIE DRI A BIEES
1. IEREMY > SREHE - % — N ETRREERIE R -

2. FIEERTHIRBHRIERE PROMIEBIREE - 12— T Higirid -

° WEMRIE A TR EETBIE

Custom Spam Filter
Address Filter Attachment Filter

Edit Delete Tools

Criteria Do this

D- Search

No data

Save Cancel

c

3. SHHHFH ARG AR ERYE - EHRERS
WA ST IERERE (%) -

=

E==]

4. AT MU BEEPRERKANIRE R B IRHIRERH -

5 EUHERITRSUERBH IR I -

A

o ZMERIBABREH D BMEEANTILERENENE -

Black & White List - Create

Create a rule to automatically mark certain messages as spam or non-spam.

® 'From:' address is username@domain.com

To:" address is

Do this: ‘ Mark as spam - |

You can specify the address in the followin

. . Mark as non-spam
» Single address:admin@synology.com

« Wildcards:*@synology.com, admin@®, *@*.com

0K Cancel
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BT BEHUR

6. RIEMHBIRE B Z— MngR -
7. WARBEEBPUARWHESE -

8. M—MREFLITAHRE -

Custom Spam Filter

Address Filter Attachment Filter

Delete P search

File Types
ani

bat

35item(s)

Note: The attachment filter will reject emails that have attachments in the above file types.

Save Cancel

RS HIIRED B E AR Al

SpamAssassin #3 8l
1. BIEZEEM > BHHIREM - 2 — NEMRRTERH -
2. I ERRERE PN —MREE - 2 —T SpamAssassin FRRIZEH -

3. &— T ARG SpamAssassin 38 -

R

c EARNEREERLAR ".cf, - RAEAREZEZERA - U2 % SpamAssassin 2
ROFRAN - SERIER AR AGHTIZARRY -

SpamAssassin Rules

Import Export Delete

Enabled SpamAssassin Rules
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https://cwiki.apache.org/confluence/display/spamassassin/CustomRulesets
https://cwiki.apache.org/confluence/display/spamassassin/WritingRules

4. BEAZEFEENRA - ETRA  EL - MERSRE -

5. B— NEMLERRE °

FASEFIBIE
1. BIERENY > BEREY - 12— NERRERTE -
2. pIEEMERERETHN—REE - Z— NRBFBIEZME -

3. BT EMERERIMAHIBEA - MULRES @R AR B BIER T IkEF RS

o DERA N RRET SRR RIS F R E A A
o BEMIE - RiE - MREA  FEEFALR—T EHTBEI PR -

4. MIBEIEERE - MBS NN EE PEIUERETERIAE -

Keyword Filter

Edit Delete Group setting IGroup: Default group - I

Enable Target Keyword Score

5. —MEME MR ERTRA
o BiR MO BR MUUEEPEESBIBAEIR

EIF AR
(£ EHIRE
AR (FX8) EHRIASARE

- FRT  BAZBENRARY JEAERREN FSELEENR TBES ERFREAN

& -

o NE  RESHHGESUHRFR - NS ODRRERIMEIE L -

b

o BADRBA D BABNBBIBRIHPIES S - ZBAEWITC ARG -
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https://en.wikipedia.org/wiki/Regular_expression

BT BEHUR

Keyword - Create
Target: Contents (including Subjec w
Keyword:
Score:
OK Cancel
R
c BURTEE  BUHAREEHMAZNIRIHPIES S - AL ZIREEHIRIBHFERERE PR —
WREE  ARCHIE - MBI EHS - AINERBEHERERER - SHRATSRFAE R
REE ; PIEDEEIE - RINDREGHEEERNEY  EHRESEHATR/IRE G -

B 812 B R FR A O IR E

PR ER M SR Ia AT R - B IR MR RIFTEREE AR MailPlus Server - FEIBRIBAHE
RIENNEE - B8 2B ERDBRBAE LRSI BRI AR AR ERY  WEATSEAR

- BEBE  EHIRBASIZEAMBREGHERT  2RERBEHNIE - BHRELFTSRK
HHEHE  E—SOWHESEE -

o HREHEIR : BRI S I ZARK UBERERA L RBREY - SUERIERE4RARIREH -
IERs e & O DUE B HIR FR - O 45 - #8 BIEE D SN EHRIMA BRI H5IE51E - #H
EHEH -

FESELUNSRARRE BB EBENIRIA O

1. BIEZEN > BBREMY - 12— NERRERTE -

2. IEERRERETNEHBBEE -

Advanced
General Auto learning

Auto learning o

Mark as spam if score is higher than: 5 (Standard)

Learn as spam if score is higher than: 12 (Strict) -

Learn as non-spam if score is lower than: -1 (Strict) -
Enable spam reporting @
Forward spam to: @syno.local
Forward false spam to: @syno.local

You can check reported spam here, and allow the system to learn for better spam identification.

Reported Spam

Set daily schedule for learning reported spam

Daily schedule: 05 w [:| 15 -
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3. EEEBEE AT RRBEINRE
o DEERLEEFRARERIREY KOS —REEPRENVIBRB4HFIEDH -

o HERNUERILHAFAK/IBREH AN GR - HENZINDBSRIRERE - AR
REHSIZEE—S N A PNRERT - BERIBREGS | ZNER EIIEESZHEES - H
BEABGLIRARFRFRRE SWHAERIRE Y -

o HRBERIEEFRIKAIRMIREH | RARDRBHER - HRAFND BUERIEREE - BIF
ABREHSIEEE—S AN EBHPNRERT - BERDIERBGS I ZMNER EIIEESRZEEN -
HgEAIH IR AR R AR A SR RH KRR -

1
W
qa
it

B

* MailPlus Server FE 2 /D& 200 HRBREM RIFRDBREA LI - 7 Si% BB 28 RRERARL
REBAAEA -

4. )RR RNIRE MBI AZ N PR B LU MR E ¢

b
o ORI ERENRBEEFEERLUETES - EIBRMELREHIRAE  FRBTMUE
BT e 23R E R AR B4 K IR B
o EEMAEMFA MailPlus ZRUE - A EAERTEES 5 - FHAEREN MailPlus 1E7R 113K
F4F - 5% MailPlus E@iﬂﬂﬁﬂ#@ﬁ%%#’rﬁnﬂﬁéFiﬂi}ﬂBﬁEEDT
- EEMAEZEBRE=-ABMERPIRKUE  RINEZBURETRERNENMEESING - RKIEER
BHEMMEFERESTE N ARENCEREH -

o BEMRBHE  RE—EIHMIL - BEMEBBSE =77 MY PRSI Z R R AR
% - RIGEHESUMETAESEUES -

- BERRIRIBEE  RE—EBGHL - EEMEZBE = AHERPHEE - WEHEAE
HHRERARIBREER - REEHEEUNGTEABSEIER -

. Iﬁlﬁﬁﬂli}iiﬂﬁ: R — T EERIRED 1% SR 2R AR AR B A B RO RDR F ¢ B IERDR F A - RS

BEREEEHNE - NEBRE - USRI S I ZH N IR EHREREESD - B8

BENEHBESHMER - AOLGER RS S HOR A RERRAIRBH AR EHETRRES -
52 MINBRBMANEES N

nIIP

T A
i BRABAE -
g RPHIRI S| R PORBRATE S - RSB SRR EIEE
- B -
P RISHIRIE S RRBFAREY - CAERERAEO TR
BRI SRS -
LI RIS PRI - LSS RO EIRB 51328 -
fEtE R BB HR RS ER RS RAENE -

ws ERLBNESRUTPEARRES (F4A - WHA 158 ) BIE

SHEBRENEST -
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Reported Spam

View Learn |~ Delete Original Mail .o Search
Receiving time ~ Sender Receiver Title

Nodata C

- RESAHEREBEMAVNDREMG | DEIERRIEEXAEH BB EBAMERIMRAIIIRE
Y EIERIR IRV -

b
o BENIREEGEHEUTE AWMU RERIRBNEREERE - ZEFIEAE S HREH

£  ERRFEAEWEEHERZH -
o BEBREALRBEHEHUMI At ABEEMRANEHEER -

DNSBL & &

Postscreen 7FFRREZ & DNSBL fAfke: - E9EMKSHE RRZBHFE RGN EEEIRBY
DE - SEERBOEENBEE - EREDEIBBIEEN DNSBL 2 BIPIER - EEERE - 5
SELI T PRAGHHEE DNSBL 52 7€ :

1. FIEZEEM > BFHIEIREH - 2ERE) postscreen B HIRIE 18 NI IR B A Z AT 17 -
2. #—T DNSBL RER R RERE OGRS

3. B— NERER RIS EEBIKFH DNSBL 7 81FHE -

4. Z— MBI IR R E AR R RS -

FE

o o] AFEEANA DNSWL (DNS-Based Whitelist) ElfRss - REEH BN D BBEUPEAES
g -
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. AL e s MIBR = ENAY DNSBL EAkes

E

Antispam  Antivirus | Authentication Content Scan Data Protection
I; Server Management

Update Settings
E Threat Manitor

Spam control: DNSBL Settings
@ pomain Add the following to spam sublects | [“create || cdit || Delet= || Settings |
” Auto whitelist @ DNSBL Servers Score
Mail Delivery
Encapsulate spam as attachment sbl.spamhaus.org 1
¥ service As plain text only @ xbl.spamhaus.org 1
Custom Spam Filter Advanced
% Security
Spam deletion:
1= Queue Delete spam interval {days)
E Auditing DNSBL
.p L T Enable postscreen protection against spam
icense
DNSBL Settings | @
"_ Account
Greylist The client will be disconnected when the score reaches 1.

€3 Personal Enable greylist to enhance spam detection b

Note: Enabling this function may delay mail

Greylist Settings

Apply Reset

YR BZE

%%T%%JE?EHQEJ%ZEF#HT - AREERLAEEEEAMEM IP A - FHA - WHAR
i - BERRE - WEGBERATUREY  Z2METEEERNEATHA  BHEESES - KR
SMTP %E%Tz FHAWRERNRE WG —BREEBELTE  BRURBHNSHABREEE
BENETE E—REFHEAR—BREEESER  2ARTWNEY - RAEHTBEBIL S B RN
WERAF -
RURXBER  KZEGHHERAARRNTL N IEREF
- BRE  ERBBEE  FASRETRBERAE -
o RBRE : QEERNSHEZBAEHERTHENSHA -
o RBE [ HREBENIE -

== .
P =

REBWHTAE TSN —REE RS - BRI  BRECER2 T RREETEER
Cwrw -
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FLE TSR RBARRE -
1 AIEREN > SREE - WERARXRBE - ERFEE TS G UNE 83R E SRR AT 1R -

=
[ Synology MailPlus Server ? — B X

Antispam Antivirus Authentication Content Scan Data Protection
cl] server Management

Update Settings
[E=] Threat Monitor
Spam control:
@ Domain Add the following to spam subjects | ===== SPAM*==**=
5 Auto whitelist @
Mail Delivery
Encapsulate spam as attachment

&F Service As plain text only @

Custom Spam Filter || Advanced
W% Security
Spam delation:

:= Queue Delete spam interval (days) 30

B Auditing DNSBL
Enable postscreen protection against spam
M License

DNSBL Settings | @

3 Account

£} personal |,/ Enable greylist to enhance spam detection by temporarily rejecting suspicious incoming mails |

Greylist

Note: Enabling this function may delay mail delivery.

Greylist Settings

Apply Reset

2. BT RBERELMRREHABRREGFNORREE - N2 HFE IP AUUBZAE R
(3

3. ERBE

-3

i — T RER R A RIRR ETRRENE -

5

RER

ot
Create Edit Delete

IP / Domain Action

Greylist Settings
Action: Greylist -

Greylist time period: 30 minutes

Action:Greylist / Greylist time period:30 minutes

4. WENME TN EE PEE AR  WERBEREBUPEABEEERRE - &
ERZIFRBAITRRBREEEL -

i

anr
XA
it
%
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5. B— TR BERNSHRIFEREARNEF - CUUBBEEREREFCDHIKREBE - K
REVFRRR B FLASMIIE S ©

Edit Delete Settings

IP / Domain Action

Greylist Settings - Create

Source
IP address: 192.168.1.1
MNetmask: 24
Domain
Domain name: example.com
Action: Whitelist -

Action:Greylist / Greylist time period:30 minutes

6. EEERFPEESHANR - BUEE NMUNEEPIREENF -

ba

o IEERMMBEARIREEE DNS S8 HE IP ATiAEHAE - MIFRE E4/ MAIL FROM &3l -

FhEim

MailPlus Server et BRI ClamAV DURATER] BIHIH McAfee MIERBESIZRHFEHRBEE - &
LR REANZIRBEEZNTIEE -

BREMBURERH - AULBREEHEEHABRRENNRKS °

¢ ClamAV : ClamAV Z MailPlus Server FEHIHEZ4 - RIEANERSBRENTEDE -

» McAfee : MailPlus Server it E i E 4 Antivirus by McAfee 225 - 51 Antivirus by
McAfee % - IREILUEE McAfee ERMIE51Z - KREEMSBHERER - UEREZEREDN
HE - IR - MailPlus Server EB38AR 20 MB HIEH - DIARFRIR IR -

b

- BEEARE 2 GB SiE B Synology NAS #71E - DIERZ 2 51 ZEIRFELFE -
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BT BEHUR

RAFABASSSI2E
L ATER2Y > BE - DERAHES EEITR -

B Synology MailPlus Server » — =

Antispam  Antivirus  Authentication | ContentScan  Data Protection
il server Management

Antivirus Engine

Threat Monitor
EI + Enable antivirus engine @

@ pomain Engine: ClamAv -

virus definition version: 26027 (Normal) | 10/21/2021 14:15:38

+ .
Mail Delivery Update Settings

& Service Use Google Safe Browsing database to detect malicious links in emails @

Use third-party databases to download their virus definitions
%, security

Actians
= Quews Antivirus action Delete mall -
add subject prefix to infected mail
B Auditing ject p irus?}

Send notifications to recipients after deleting or quarantining viruses

M License
$ Account

Template Settings

Quarantine

€3 Personal Suspicious emails in the quarantine will not be delivered to the intended recipients unless you release them manually.

Quarantine List

Apply Reset

2. {5 MU UEEPEEN ME—EIR .

« ClamAV : ClamAV £ MailPlus Server S iER R EME5|Z -

* McAfee : McAfee ERENBIRASZILZENNESIE - GBAIEEGPLE

by McAfee) -

3. BEELUTNEHRTHURE °

ClamAV

HITERE ClamAV 1EREISBSIE - BLELUNTSRARETRE ¢

1. B—TEMRELGENBSIZEMN - BEREMMNBSIZE -

(3

2. MU EEERNFHENRBEERRE

2t Antivirus

- BRIEMRBERE  AEZNLR  2ARBHER NERTNREESRE -

o FENEMN BTN ENRS

Eﬂ]-

3. ClamAV RN MR E R EE AR ISR R RIS 2

« {#F Google Safe Browsing EHFKﬁIFUiB#qJE‘FE\% B4 FHAEAEW Google 2818

(Safe Browsing) BEiltlfE - RIBAIEHFEEFARR
o ERE=AENERTHERSERS ; FH Sanesecurity EE=FERE

sE
HE
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https://github.com/extremeshok/clamav-unofficial-sigs

[

Antispam | Antivirus | Authentication | ContentScan | Data Protection
cfl] server Management
Antivirus Engine

Threat Monitor
EI  Enable antivirus engine @

@ oomein Engine: ClamAv -

virus definition version: 26027 (Normal) | 10/21/2021 14:15:38
f e
& Service Update Settings

 Auto-update virus definitions | 02w : 45 w
W_g‘ Security

Antivirus Engine System Information

= e Praductversion: e
Virus data version: 26027
B Auditing Release time: 12/24/2020 20:45:26
Last updated time: 10/21/2021 14:15:38
P License
Status: Normal

3 Account
@ Personal

Manual Update

Apply Reset

4. m—TERMURE

°

fas
it

McAfee

HEE McAfee (ERIIES5I1E - MARIEEHPLHEE McAfee -

1. BIEKRZE McAfee 2 HREDEE - SRIRERTE - BREZEHPLLE Antivirus by
McAfee - Wi} Synology IREBEE R -

[

¢l server Management

Antispam Antivirus Authentication Content Scan Data Protection

Antivirus Engine

Threat Monitor
EI ' Enable antivirus engine @

Engine: Clamav -
@ Domain J

Virus definition version: Clamav
+
& service Use Google Safe Browsing database to detect malicious links in emails @
% security 0 Antivirus by McAfee is not installed vet. Please purchase the package for
A installation on your Synology NAS.
i= Queue
=0 A
B Auditing

Send notifications to recipients after deleting or quarantining viruses

P License
32 Account

@ Personal Suspicious emails in the quarantine will not be delivered to the intended recipients unless you release them manually.

Template Settings

Quarantine

Quarantine List

Apply Reset

2. B— T EHREMURE McAfee FIEH -

1
W
qa
it

N~
il

o .

« fWWAZATE Antivirus by McAfee E4FHEEE McAfee -

s ERBETRAERER (UREAEERBENFSHERIERS) - Antivirus by McAfee EARER
WEH  BEVBRBBEN IS ClamAVY - ZFEREFE)EA Antivirus by McAfee -
MailPlus Server & BEit)# % ClamAV -
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https://account.synology.com/
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[

Antispam  Antivirus | Authentication  Content Scan Data Protection
¢l server Management

Antivirus Engine

Threat Monitor
EI W/ Enable antivirus engine @

@ B Engine: McAfee -

Virus definition version: 10149 (running) | 2021-10-26 14:00:00
.
& Service

Update Settings

" Auto-update virus definitions 02 ~ |: 00 -

Antivirus Engine System Informatien

1= Queue
Product version: 6.2.00
E Auditing Virus data version: 10143
Release time: 2021-10-26 07:30:01
,p License Last updated time: 2021-10-26 14:00:00
Status: running

2 Account
Q Personal

Manual Update

Apply Reset

3. B—TMERDREERE

RERIEITERE

1 AIEREY > % -

2. ERBREIETE MUUEED  EEMSSIEHNEARBNEHRIRIATE
- MIBRIEH - EEMBREY -
- REERRE  HESHIFAEERER -
- REER . 5HEH-

3. RERANMEVERREAREMELRENEXF  BIREEGLREETETHNZF -

4. WEMRSNRERRSE - FRBNARBEUE AT LRI - RIGEHNRAEATIK
B —HBAME - UL P NERREZIMRR BRSNS FEEBANEHNER -

5. BEERBER  CUlaERRANEN LRERNEXFZET7 AR R o 2 84 -

[ Synology MailPlus Server P - B X

Antispam Antivirus Authentication Content Scan Data Protection
cli] server Management

Antivirus Engine
Threat Monitor
E ' Enable antivirus engine @
@ Domair Engine: Clamay -
Virus definition version: - (Normal) | -

+ .
Mail Delivery Update Settings

& service Use Google Safe Browsing database to detect malicious links in emails @
Use third-party databases to download their virus definitions
% Security
Actions
= Queue " x
=Q Antivirus action Deliver anyway

B Auditing Add subject prefix to infected mail Delete mail

Send notifications to recipients after deleting or | Save to quarantine

M License Deliver anyway
Template Settings
$ Account

@ Ppersonal Suspicious emails in the quarantine will not be delivered to the intended recipients unless you release them manually.

Quarantine

Quarantine List

Apply Reset

6. B—TERMNURERE -
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fREkSE
ELEEHERERR - BRI EERKIRRINEY - F2EUNSRAGRERREEER
1 AIEZEN > 0% - B— RS ERHE -
2. Ul B BREEEREL LBNESRIESSHA - WA - 1RE - "S-
3. BN —HREEHEN - % — MERNGEHREERHRERAS -
4. RBEHATEEZENIIEE
o 1T . FEEHHBBEA -
o B - EEMRES -

nam Antivirye Authentication Content Sean Data Protection
Quarantine List
| View Release Delete Original Mail
Receiving time - Sender Receiver Title Virus signature H
No data
Apply Reset

5. % — T EABAZRTMERE °

573 R

e BNRERFUHASD - BRWEIRESNHNEYN - THEERTCHNEHNEBRIEH -

« SPF (Sender Policy Framework) : SPF #&liaE HER FHHNEEHE - B2 EEEES
DNS 21 SPF 528% - BMREHOIMSELEHEHNERUE  ALERR TNERESER
MailPlus Server Hi‘} C RIREEE DNS BRF AR SPF ot - HERZ T HEEWATS
EZMEEY - 2 SPF BERME - ZFWERIE SPF sotrk 2485 fail 5 softfail - A EH
iEfE RIEAREZIE -

» DKIM (DomainKeys Identified Mail) : DKIM #&3EBMZ S RBESHASHEERER
DREHABSEEEWEN - RIE DKIM #5] - SEHFRFLEE—ELAFSBRAESE T
B AR®IREE DNS LML S  SERAUEFLBESBAZEGN LBUESE - WEHEE
WEIEHRE - 2538 DNS ESHEABENAREE  BERAMSRRRESES  DEIRSHE
ABMURGEHEREBWEN -

« DMARC (Domain-based Message Authentication, Reporting & Conformance) : DMARC #
FIRIETTER SPF & DKIM FREtdl - ZAUWEIGEHR - SREZSHAZEEB SPF IR DKIM
iR BHEEEABRETUHANBEREE -
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SPF

B A SPF BRi8 B 2 e E S A4S DNS 89 SPF iC#% - B LEER4EEE(E - SPF G KMISZHR
RUA N WAEAER 2 — : fail 5 softfail - FHEEL T L ERKAE SPF BRRERIRRTE

b

 HITERE MailPlus Server ZUW E thI¢- R EBRANE - A SPF #H cIsE S MEEENE
% ABBRNBUERSBUENESEARMN SPF CHRETD (FSEUNER TRELE
) - B ERNEHEREMABRE - HEFH SPFERE -

1 AIEREN > RBE -
2. 1€ SPF @R 2 E R SPF B A5 1 -
« % SPF B8R A fail RIBEZEH -

& SPF B84 RS softfail - RO LU 2)E{EAR SPF softfail 5 SRRIBAERRE AR5 softfail
HEH - SRIREERS softfail WEHE SR -

~ Synology MailPlus Server ? - B x

Antispam Antivirus Authentication Content Scan Data Protection
cfll] server Management

SPF
Threat Monitor
= SPF s an email validation system designed to verify sender identity and prevent spams by detecting forged sender addresses.
@ pomain </ Enable SPF verification
Reject SPF softfail
Mail Delivery
DKIM

¥ service DKIM allows the recipient to use a public key to validate the sender’s signature to reduce potentially malicious emails or spams.

Enable DKIM verification on inbound emails
W%, security

Minimum key length for DKIM verification: 1024 ~ @
t= Queue If you want outbound mails that are sent from specific IP addresses to be signed by DKIM, please add the IP address to DKIM Whitelist.
Whitelist
E Auditing
DMARC

ﬁ License

1 Account Enable DMARC

@ Personal

DMARC allows the recipient to validate the sender's claimed email domain.

Apply Reset:

°

3. B—TERLMEE

fas
frit

DKIM

RO LARIA DKIM Bre 2R [H LEEHEBERRPREANR - AEBNBIEN - BLELU T TR
DKIM ERF&ERIRRTE :

1 BIEREN > RBE -

2. BEBEWHRRESHEAS D LURDV KB ARRHIRINES - £ DKIM RIE P2 IR ED
- RYFA DKIM BREZE T 3% -

3. 4818 DKIM BREME R REFARIFEEE—ERE - = DKIM HENEH/REE/NRILER
ENEE  EEEE%EN  FIENERRENS/NMEERNREZZHEREFENETRER
DKIM fg#& -
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http://www.open-spf.org/FAQ/Common_receiver_mistakes/#border-only

4. Z—TERERIMIGTEETE IPHEEARE  DIBEREBESHAREEBSNEELREHMLE
DKIM # % - E8EAMNEHERZE MailPlus Server RESIMNSER - RAEBR/EN L DKIM 3

=

g2 -°
F’ Synology MailPlus Server = — B x
Antispam Antivirus  Authentication Content Scan Data Protection
cfi] server Management
SPF

Threat Monitor
EE SPF is an email validation system designed to verify sender identity and prevent spams by detecting forged sender addresses.

@ pomain ' Enable SPF verification
Reject SPF softfail

Mail Delivery

DKIM
& Service DKIM allows the recipient to use a public key to validate the sender’s signature to reduce potentially malicious emails or spams.
- . + Enable DKIM verification on inbound emails
W% Security

Minimum key length for DKIM verification: 1024 -~ 9
1= Queue If you want eutbound mails that are sent from specific IP addresses to be signed by DKIM, please add the IP address to DKIM Whitelist.
Whitelist

E Auditing

DMARC

M License
DMARC allows the recipient to validate the sender's daimed email domain.

% Account Enable DMARC

@ Personal

5. B—NERLMRERE -

b

e T MailPlus 2.1 3RLL_ERRZS - 4 DKIM BB EHE B 2NIREHEFE - /£ MailPlus BRI
FRULEBELGR STHRESRECHSE -

DMARC

FB5 DMARC E7¢ SPF 71 DKIM B27E - ETRRER - M ARANERE SPF - WEE AT IHBREL
AT HEHR DKIM 2E - 52 E T 5L BREA DMARC 38

1 AIEREN > RBE -

2. ‘0)3ERYA DMARC #Z B 75 2 AR A DMARC -

b

* £ MailPlus 2.1 st ERRZ - % DMARC [REERE SR 2RI AS7E - £ MailPlus A%
FRULHREHEN  SHRESRERRE -

ERHRE

ABRENESRBANREBBIREY -

o MCP iRl . RBEHRIBATETES  HRRBIURAST  UEREGHAIRRER - siHiT
HittisE#1F -

- ABEH - IRFEHEGTAS - BEANBSANRELN HTML RENVEYG - DIRFRZE M
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MCP #RAl

2 7E MCP (Message Content Protection) #R8l - MifIE] MCP P35 8 - E—HEHFERA - Z
MANEETA MCP 85 - BHRDHBE MCP PIELE - RIARERBHMEEZIEST - B2ET
SILERAREUA K EIE MCP :

1. FIEREY > BiRE  £ERMRERR D 2EMA MCP ZH5 3 -
2. % MCP PR Bl P A —1EE -
3. #—NEE MCP RAIZEAGHTIZRA -

F/ MailPlus Server Sl = B S

Spam Antivirus Authentication Content Scan Data Protection

Data Protection

clil] server Management

E Threat Monitor . . -y . .
With the Message Content Protection (MCP), you can set certain criteria to rate the mails, and take the predefined actions

on the mails of which the MCP score exceeds the MCP thresheld score you have specified.
@ Domain
~# Enable MCP

Manage MCP Rules

Mail Delivery

MCP threshold score: 100
+* Service
~ Actions
B2 Security
i Select the following actions for filtered mails:

1= Queue @ Save to quarantine

MCP guarantine
Auditin
E 9 Deliver anyway

1 Delete mail
_ﬁ License

More options:

2 Account Notify sender

@ Personal
Apply Reset

4. EEE MCP RBIRE iz — T g iRsh -
5. #iiE MCP RAEIREB2UTEE .
« Name : BIARRI=HE -
. B WERTRRNEEPEEEHNRERRERILEBER

=18 AR

1R EHRE

AB (FX8) BEHRNAXTES

5hE EHENSHE

W& EHRWGE

B#] header [RIaEHR T ERER
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o BF] header : EREBE NN EE S EIZHET header - EHIREE] header il - FBTELL
B ASSIRIZEE -

o BAf% : WRAGR T VB BEEH ARG

1
W
qa
it

& A

125 EEHNERRRESLEHAR  AIFSRA -

£ EHEHNERRRBELHASMAR - RIFEHEA -

HEHNERRRESEHASR - RIFERA - tbHARFTL

RaERzE ERERTEL -

o B RAKLEHASR -
s ERAXNNR  BEERIUBIORELRAELLHNEREEZRDOANE -
 NE REFERAUBEENDEL -

6. Z— MEERTAHIGRA -

7. EEE MCP RRIBE P - MolDIEERA - fRE - MRSENARR - o PUEBA tAEs
WARSHARR -

Spam  Antivirus | Authentication | Content Scan I Data Protection I
TR
Manage MCP Rules
B [ Ccoms | eat || oose
Enable Name Target Relation Pattern Case sensitive Score
4 ex_creadit_card Title, Conten. Fit regular expression  ((4\d{3})(5[1-5]\d{2}... No 10
4 ex_tw_identity_number  Title, Conten. Fit regular expression  [a-zA-Z]{1}[1-2]{1}[0. No 10
ex_example Title, Conten. Contain example No 10
& ex_email Sender, Rece Contain example@example.com No 10
4item(s) C
Apply Reset

8. B—TFEMLIERRE °
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BT BEHUR

e

ERVBOEE MCP FIED B - RENTEEDF - FSE NMITREREENF
1. FIEZEN > BifRE - £ERNRERLRN MCP FIMES B PBA—EE -

2. EEIMF&RIE - MOIDIREBE MCP FIES B ZHITHENF

REZRRE  HEEMIREERRER - BoLUZ—F MCP REEEZ B RE R IR E
HRE - BREERBENSNEFASERREE -

- MEEE . 8264 -
o MIBREH - MIBRZES -
- BZER  BAISHEAZBRGEBESTERHEEN -

ThaE AR

FRBAEANESHEEH SRS - Aoliz— MEERR

BASHE TR EBHAE -

BEE RRBETES ZRERSE
& MailPlus Server 2 — = X
Spam Antivirus Authentication Content Scan Data Protection

cli] server Management
Data Protection

Threat Monitor
E With the Message Content Protection (MCP], you can set certain criteria to rate the mails, and take the predefined actions on the

mails of which the MCP score exceeds the MCP threshold score you have specified.

@ omain

~ Enable MCP
Mail Delivery Manage MCP Rules

I MCP threshold score: 100 I
&* Service

~ Actions

B2 Security
= Select the following actions for filkered mails:

I= Queue @ Save to quarantine

MCP guarantine
E Auditing )

Deliver anyway
P Delete mail
ﬁ License
More options:

1 Account " Notify sender

Template Settings

a Personal

" Forward to: admin@yourdomain. col

Apply Reset

3. B—MERDREERE
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NEFHE

AR RENESREELIREY -

AL TS RABENTRMD

$IE:

E

B

o (EENA B CIBELETRHAR -

BHER R AV INEE R SIRAVFRK -

1 FIEZEN > AERFHH -

2. FABRFRHERDPVERAREBASHERHZEGRE - SULERENUTIRE :

- ERATEAR  BEEIEIAZEATENSNEH (F8 Content-Type header 4%

message/partial IS 1)

o ERIMNBIBHAR : BBIEOIINTERNEH (58 Content-Type 1843 message/external-

body HIfEH) -

o 1§ HTML EBSMAXF : 245 HTML B - SWEBRAMAXTF -

o MOUIIAEEREREEU ME—ENF -

;e Bl
butic Bz Es -
B4 Bz Es -

EIRE RN BIRBRNE  BEEEH -

b

o FHHSERHZE —RE -
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10 & BE=E

EiE AR

EBEGENE - Ao MURE 7 BRI RSB (FARE

B RERE  BEREARSERERBAEENBERE -

EBEE  BRARSNZRZEURERCE TS VEFIHHEE - ColDIRE T BITERB R
R REARNLZZMRTE

o ARRERTIR  WREARFEEBENMFIRGEFRE -

BUREEE

ARBEENHHFEEEHEBERAE —REBANIEESHERT  INESEREEHEERLR
BREEREREPLBERS RO - FLERANGHER Y RESHERBHRERENE

- BEERESUARE  BRNETEEARSBREL -

MailPlus Server T L]

Mail Monitor Server List Mail Migration Configuration Import
|; Server Management

Number of Mails
@ Threat Monitor

@ Domain

Filter = Export Date month -

- T os/0

Mail Delivery

Total
Sent 310348
¥ Service Received 826260
- °
Failed 15663
Resent ]
W, security o Reject 20746 &
2018104 2018105 2018108 2018007 2018108 Zo1Ee 201810
i= Queue o
=Q Top List of User Activities
E Auditing Sent Received Failed Resent Reject
48776 (user6@synolo. 129860 (user8@synol 2462 (users@synoclog. 0(--) 4675 (176.180.17..
,9 License 46583 (user3@synolo.. 124022 {user7@synol 2351 (user7@synolog. 0 (--) 4465 (176.186.14._
46581 (user4@synolo_ 124017 (user10@syn._. 2351 (user4@synolog. 0(--) 44655 (109.163.79.
Account
; 46566 (useri0@synol.. 123976 (user6@synol 2351 (user3@synolog. 0(--) 4464 (240.120.20_
Q 5 | 46561 (user8@synolo._ 123964 (userl@synol 2350 (user8@synolog. 0(--) 4463 (92.36.91.11_
ersona
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%10

EARBERRRERZRE

MailPlus Server WEMREEZRBERREUM/NE - X - # B BHHSEER LNSEBERE
REREZBEERARERENIIEHEMBE - FSEUNTRIGRRBHER !

1. Bk EIARZZEIE > BRFEEHE -
2. TR HEERA LANBBEEUA TR BEEPEEHHRSTEEE -

ERENERERRNAE

EAMBBUTRES X EERERHER

L SHEEnIBERERR CNAKLENR - BE— THBEERNTEALEEBDREUES -
2. EEHHHEERA CANBMRBUPEEREES -

ba

* MailPlus Server RABNREEREEREABDHENBEHER - BREEVBIBURERDY
FEEER -

B E R E R B A E R

EERP  FAEREROASERERENVUELES - B UEBGHEBRR LR— AR - FF
MEREREERAREEREEER -

BrERETERERENEN
1 AT AREEE > BerE -
2. EBH#HEERPR—THERE  DEZESIGHERT BRSNS RENER -

BEE b 455 e 5 ] B FR RV R Y

L FUEFARREE > WS-

2. EBHBRERNERPR— N EERE—S T RIBHEE -
3. - T LAMESRE -

4. MailPlus Server @R &R EL L HTML 182 -
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%10 & : BEERE

HEERREEESFHERERERENZMAER - BILURBEE D EERE - UIN5& MailPlus
Server WZE M -

 BERERTE BUMA 85 - FREEERSFREH -

F/ MailPlus Server ] — L

QOverview Inbound Outbound
clil] server Management

General Threat Analysis Time range:  Last 30 days -
@ Threat Monitor
7% 23%

Spam

@ Domain Fon 23% W vins 23%
DNSBL 16%
¥ Mail Delivery
8o Malicious Content 8%
& service B sttachment Filter 7%
8o B slackist 8%
% security W sFF 7%
8o 230, W ok 8%
1= Queue B oMare 0%
B 162 M Dstz Protection 0%
Auditing
P T Anti-spam Antivirus
icense
Updated Outdated DNSBL Self-checlk ¢
3 Account —_—
a personal External Threat Analysis

BIREERE DT

BRABANMUERERWEZBFBUHNIBRBRAER - FSEUNTRRBRERRB D TR

==

.

1. BIEEBEE > #E -

2. EERERBESTRRD - Mo IEBRENREMEFRE
- KREEHE  ENgEER NS ERBEENNBBRETER -

- BERE  EESERBRENANHRER - EEERHERTER - FRHBEBERE

- BERIRE  EESEBBBENENLERER - EAHBED  JENNEUHENHEZR

B PUHETHEK -

o HURERM-FAETNAE | EERIRIMASIZMMEE - BEEEHRRTE - Z— MU EZE
M| -

- Bi%  EEMSESIEMIRE - EEENEERE - MEIYREZER -

- DNSBL BH#E : &% Synology NAS 24517 DNSBL BRE | - #—THIOEEELH
g1 -
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BRINBELE 2

SNIEBA TR BHETBHNS RRRR Y EOHER AR -
1 AEEBEE > #E -

2. SMBRB A HERBETA S ERSEIOROBERF AR -

- HBME  SEEBREZ—EAHERKRRE - £ZEHSHELEZEENEFIME - BEE
A - HBERIEEL  BoEFHERAER -

« BERR : WEERRSHESFBUHNRAAZZRFENHBHNHERTER -

SR CRERRI R E AR
R RN R EERES AR CREN NS BT BRI ERN  BALERGENERS AR
NE
1 ATEEEEE
2. BT RN ERE -
- BEEE  RNEREE  SESERRADEBORSBERER -

- CEEBHSAE  KBEMENHBHE RS RZRE N (ERINER) CEREt (EER
BE) WEEEBHELBRE -

 BEENEBTHNEBEE  FENSNEUSENER N HHES -
c EREESBRBRUNMERER  BERBEBEERLT -

- CRAZERHNEERE  BrCHEENZWERG (ERIER) NERHT (EEZEER) AT
TEFHE  TRHHMEFATEN  EE2NSTEEE  B—TERER -

- EAZEHHNEERR | BrCEENZWERG (FRINEER) NERHT (EEZEER) AT
FTEWHE  TREHMEFRTEN - EEZNSTEEE  B—MTERER -

fal AR =& Hl2R

EERBERNERBIFIIREE - MEEREZE MailPlus Server &5/l - E2CPU ~ iLiEiE ~ HER
£ - BFLETIBER T MailPlus Server FIRINEE DI BEE B RAUMES :

o BT ZINEEERRATE -

o EfFLE : ERRUHZINEE -

 BE  RINEBREBRREE -

o WARZE  EEAR MailPlus - FRRE R ARZE MailPlus -

- EEFMED  ZONCHIR B RERAZINGE - ZIBEEBEUNIRIREE -

- BS LS | EERTSME MailPlus SEMABER - 2ATETEEES - ILREEREAIE
RSP -
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%10 & : B

[E] Threat Monitor
@ pomain

Py

Mail Delivery
& service

W% Security

Queue

B Auditing
M License
% Account
{2} Personal

Mail Monitor  Server List

Add

Delete Manage

mst-demo14(10.11.13.38)
Primary Server

IMAP/POP3

SMTP

Spam Filter
Antivirus
MailPlus

cpu

Mail Migration

MailPlus Server

Configuration Import

Check Settings

Running
Running
Stopped
Stopped
Running

Network
* 3KB/s

RAM

23%

¥ 16KB/s

’_{
YANE)

AR MCP IhEE -
L HETT

AR AR -

B384 RUF B I 3R BR 44 ThisE

- BUREARIE T EIRE

SR BA

BRI —TRE
EOBEFEMH

AR EHS
1. AIERRERE
2. B—TaEsR

22988
E"/El

18 > ERRERSIRR

SEIZH -

ERERSIRIGE MailPlus Server
cBLETILH

*}'L-—‘—'

REZEME - Wik

Server Management

Mail Moniter  Server List

Add Delete Manage

Mail Migration

Cenfiguration Import

Check Settings

[ Threat Monitor
@ pomain

Mail Delivery
& Service

% security
Queue

B Auditing

M License

% Account

Check Settings

Check Settings

Settings
Enable SMTP Authentication

Check if the senders’ email addresses belong to.
Enable anti-spam engine (recommended)
Enable Anti-Virus Engine

Enable daily sending quota

Reject unauthorized pipelining requests

Reject HELO hostnames without fully qualified d
Reject unknown HELO hostnames

Reject senders without fully qualified domain n

Reject senders using unknown domains

19000000000

Effects

The setting is good

The setting is good.

Spams will not be identified and moved to junk autom...
Users may receive emails containing viruses.

Email accounts, if hacked, may be used to send limitle.
Users may receive mails from bulk mail software that i...
Users may receive spams from servers who fake the E..
Users may receive spams from servers who fake the E..
Users may receive spams from non-FQDN hostnames

Users may receive spams from non-FQDN hostnames

{2} Personal

¥ 14KB/s
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B EITS

EEGERENBHRE - TWREEZNTHBIF -

EERATIIPAR

EESIEE - CILRSASSERIEMARRNBE  LEREMARREREENEENE
-

I E SRR B AR A THIRA :

. B4EHE A5 EHA R SR

. BT AR

- BUERSIPSENRE (REBU S ERBERRERAMNERR) -

F/ MailPlus Server ==t

Clear Clear All Resend Resend All 0+ 5earch
cfi] server Management
Queue Date Time Sender Recipient Description

[&] Threat Monitor active 2018-09-12 14:10:36 admin@synology. bi k@synology.biz
@ Domain

Mail Delivery

> service

%, Security

N

E Auditing

p License

1 Account

e Personal z
1item(s) |

TR EME B = T8 5RE
o BEE  BHARSEERD -
o RIEH . BEBHASP -

o EEEER  AREAIRNEEHENR - HEBENSE -

R

o JERBEZENBAEEE MRNOARAEENTERY - ERRLFHEANEHE -
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EEHAHTIIPRIAE
I BURIE I BN EA RN A B TEI P B - BLEU TS RAIEBBHTII P BHRS -
1. AVEEAFFINEAET I T IRAE -

o BEEEERMG  EBMHTIRERIY  BR-TEMFERE  ZIEREEUGEEDR
REES -

o BEBREMG - EBMHTIRERIY - BiR—NAERZHE - ZIERETIPRE -
- EREEMARY B NENTEEZERHE -
o HEEBMRAAIYG - - NEENERZHE -

F/ MailPlus Server B =l

Clear Clear All Resend Resend All 0 - search
I; Server Management

Queue Date Time Sender Recipient Description

E Threat Monitor active 2018-09-12 14:10:36 admir bi y.biz

@ Domain

Mail Delivery
q." Service
%, security
B Auditing
p License
2 Account
@ Personal

litem(s)  C

2. mna BB EANESRAKIR RS E AR -

F/ MailPlus Server 7 = B X
Clear Clear All Resend Resend All £ - search
cfll] server Management
Queue Date Time Sender Redip w7 All icription
E Threat Monitor active 2018-09-12 14:10:36 admir logy.bi k Sender
Recipient
@ Domain Description

Mail Delivery

«* Service

W% Security
e |
E Auditing

p License

1 Account

e Personal

titem(s) |
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EEEHEHES

BHARFACREREREBNAASY  CUIEBHERAE 7 REERRURAERNRRT
% AR HREAR—ENREZER -

BALIERZERD - ETHFANHRRE -

- BRER  BF €5 - HWARTHBGAS -

- HEFEEELR  ETHRTERE  @2HFHREY  REBNEGBERRY - BEARIR
famkes -

o BREE  ERUEHBHNFEHEG -

R B ES

HSEUTSRIRRIEB -

1. AUEERERR > B3 -

2. E LA T RE P REREARNNNERNE -

3. EMFHAERNENN Message ID ~ Bt EERBBMEE - FHA - WHEA - RE - K-
ARRE - B HASRURRE D B T ERE

o Y : K MailPlus BREZEIE—HEH - % MailPlus REFE4 5 —1 MailPlus £
Z - AIEFEHREZERDEW - B2 MailPlus £AZWEIE—HALS - AEEEZEEF
Foi% © (B EEHEF4 MailPlus Server LRIRIZMIL - SERRESZEWHEABEBLEWH
NKRBEMERSS - DRERH-ZFREASRZURET - ERAEHES  ERESA
EEWNGEDREBBGRAZNG R - HEEERERBEWNER -

o B EFEHREMARSE LREEHILE - FWHEABS S EEMEE RS E AL -
AIEEES SRR -

- BB RNEISREAENFTEEHREMERS _ LAVEEIIE - MailPlus Server 1.3.0-
0370 ZERIARAH A B BN ILARAE -

o BE  RNFEAEMERSNEGEERY -

EE
« ENERTEEHBZEHEIAHKRA  BEFEST - BHEE - UEEEEINNERFATESE -
« EMRERESURAESE  FRETEEREBEH -

WEREMHE

ZE2MHRZBEABHNEETHRNERE - 2R - FHA - WHEA - RE - 85 - SHRP - 2
EMHFEI RS NER - 5E - HREH - %% - DNSBL - BEAE - MBS - BR
E - SPF - DKIM - DMARC - Ei#{R5#& - &8 MailPlus Server WL E M ERR - EEHFLS

MailPlus Server EEE N EHEREEBIEY - FLEUNTRAMRREBHR -

- ERERESURARSE  BREEGARS[REH -

114



%10 & : BEERE

1. BUAETE® > B -
2. e EFM TN EERPEERZHARNANENE -

F/ MailPlus Server Y ]
Log Usage Analysis Log Management Log List Mail Search Report
Server Management
Export Security Log w || Intemnal database - | O~ Search
[E] Threat Monitor Date~  Time Source Sender Recipient Title Type Event
2018-0.. 15:55. 219.233.10.80  test6@examp.. user7@synol.. Test subject. DKIM dkim example event
@ Demain 2018-0 15:55. 4.63.247.206 user4@synol.  testl@examp.. Test subject DNSBL dnsbl example event
Mail Delivery 2018-0.. 15:55. 109.116.71.21  testl@examp.. userd@synol..  Test subject.. Virus virus example event
2018-0 15:55 186.130.249. _  test2@examp_  userd@synol . Test subject Spam spam example event
4." Service 2018-0.. 15:55. 116.70.3.208  test4@examp.. user9@synol..  Test subject.. Spam spam example event
2018-0 15:55. 34.91.73.154 test7@examp... user4@synol . Test subject DKIM dkim example event
% Security 2018-0.. 15:55.. 55.144.66.187 testl0@exam.. userlD@symo.. Testsubject.. DNSBL dnsbl example event
o 2018-0 15:55. 186.139.249. testé@examp... user4@synol . Test subject DKIM dkim example event
1= Queue 2018-0.. 15:55 157.20.191.1.. test7@examp.. user2@synol..  Test subject. Reject reject example event
E Auditing 2018-0 15:55. 217.114.43.2._ user7@synol..  test2@examp..  Test subject Virus virus example event
2018-0.. 15:55. 42.126.215.2.. test4@examp.. userl0@syno.. Testsubject.. Spam spam example event
P License 2018-0.. 15:55 149.10.64.91  user7@synol . testd@examp . Test subject DNSBL dnsbl example event
2018-0.. 15:55. 185.169.72.81  user4@synol.. testd@examp.. Test subject.. DNSBL dnsbl example event
1 Account 2018-0 15:55. 15.5.86.72 testl@examp..  userd@synol..  Test subject Virus virus example event
2018-0.. 15:55. 215.90.138.1.. test2@examp.. user8@synol.. Testsubject.. DNSBL dnsbl example event
e personal . 2 3 » ol 15240 item(s) |

WMREEAR

B HIERCE MailPlus Server RENEE - SEHRSBE RS HBGERL - 11 - ©HBRS -
REAFIIGR - A&/ IP A - ARSEEE - FEELUNTRAERBEEH -

1. pIERE% > B -

2. EEF MU ESEPEERGEHFNARERE -

F/ MailPlus Server 7 — B X

Log  UsageAnalysis | Log Management | loglist | Mail Search Report

Server Management

Export AdminLog || Internal database -
=] Threat Monitor Type Event User DateTime ~ User's IP Server na
— Mail Search  Search task "1" was created and started. admin 2010/04/15 17:20:26 10.17.41.16 MST_DEM...
G regmear Service "Account type” was changed from "LDAP Users (m... admin 2019/04/15 14:36:33 10.17.41.16 MST_DEM.
4 Mail Delivery Service "Account type” was changed from "Local users” to .. admin 2019/04/15 14:08:55 10.17.41.16 MST_DEM.
Service "Account type” was changed from "Domain Users (... admin 2019/04/15 14:07:24 10.17.41.16 MST_DEM...
* service Service "Enable IMAP SSL/TLS" was changed from "disable... admin 2019/04/15 09:59:53 10.17.41.17 MST_DEM.
Service “Enable IMAP" was changed from "disabled” to "en... admin 2019/04/15 09:50:53 10.17.41.17 MST_DEM...
ﬂ Security Service “Enable POP3 SSL/TLS" was changed from “disable. admin 2019/04/15 09:59:53 10.17.41.17 MST_DEM.
s Service “Enable POP3" was changed from “disabled" to “en... admin 2019/04/15 09:59:53 10.17.41.17 MST_DEM.
1= Quete Service "Account type” was changed from "Local users” to .. admin 2019/04/15 09:50:01 10.17.41.17 MST_DEM...
Service "Enable SMTP-TLS" was changed from "disabled” t.. admin 2019/04/15 09:59:01 10.17.41.17 MST_DEM.
Service “Enable SMTP-SSL" was changed from “disabled” t admin 2019/04/15 09:59:01 10.17.41.17 MST_DEM.
P License Service “Enable SMTP" was changed from "disabled" to "en... admin 2019/04/15 09:58:01 10.17.41.17 MST_DEM...
¥ Account
@ Personal
12item(s) | ¢
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AR SN E Y E

i i+ | =z EReE N R b ] 2t ok R NIz SN =+ g 28
HEAHEFHR  EERARERE - FTHARER ol RINIEREPERNERAS -
= B 2T A 3 BRI .
s 2E NIRRT ERLE
) it
1. EU1I$§*§(- > Emt.\ °
7R > 3pB B2 4 sEE Fr 2N i+ oax =t e b IEE
2. e EF TSN ERPEERMGEHR  ZEMHHR  FEAR  FEIINIERE -
F/ MailPlus Server T =l o
Log Usage Analysis Log Management Log List Mail Search Report
cli] server Management
Export Mail Log w | Internal database ,0 ~ Search
E Threat Monitor Message Date Time Sender « Original Re Internal database Title Ma.  Status
442875c. 201 19:14:47 Jonathan@ - External database  PEgVET 11.  Sent
@ Domain 4
€737a3d..  20L.. 12:33:11 Jonathan@... - ps@texte Test from MailPl..  0.8..  Sent
Mail Delivery 0bfgs3a.. 201. 13:09:23 Jonathan@... Jonathan@.. jonathan Testing the look.. 0.8.. Recei..
827bc2b... 201.. 15:32:20 MK@synolo... - andrew802... test 0.9.. Sent
4." Service 527dbdc.. 201.. 15:33:45 MK@synolo... - andrew802... test 0.9.. Sent
f21bffbb- . 201 15:56:06 MK@synolo..  admin@sy admin test 0.9.. Recei
W%, security 201 15:33:29 SYSTEM - patrick@sy. 51 Failed
201 15:37:24 SYSTEM - patrick@sy.. 1.5 Failed
1= Queue
=Q 201 12:00:04 SYSTEM - patrick@sy.. 1.4 Failed
~ 201 09:37:14 SYSTEM - patrick@sy.. 3.7 Failed
E Auditing
201.. 13:59:41 SYSTEM - synology@... 95.... Failed
P License 201.. 22:29:07 SYSTEM - synology@... 1.4. Failed
201.. 21:06:53 SYSTEM - synology®@... 1.2. Failed
3 Account 201 16:51:02 SYSTEM - jero@synol.  Undelivered Ma.. 1.0..  Failed
2017101.. 201 22:47:11 SYSTEM - patrick@sy. Undelivered Ma 38... Failed
@ Personal .
2 3 » 2 34457 item(s)
. o N
3. HEEAIMNBEREE Synology NAS ERIFFFERIE -
el sEE ral
4. B—MNEERH -
Log llsage Analvei Log Mapagement Llog list IMail Search Renort
cll] server Management i
ol D~ Search
= Name Size  File Type I
(] Threat Monitor + Cloudstation_&3TEfH L Ma. Status
11 s
@ Domain
- home MailPl . 0.8  Sent
» CloudStation b i
Mail Delivery 2look. 0.B.. Recei..
» homes t 0.9..  Sent
& service » homes-backup t 0.9..  Sent
» MailPlus_1 ' 0.9  Recei
% security » MailPlus_2 5.1. Failed
» MailPlus_3 1.5 Failed
1= Queue ¥ MailPlus-backup 1.4. Failed
. » music 3.7  Failed
E Auditing
+ NetBackup 95... Failed
P License » photo 14. Failed
» video No data = ¢ 1.2, Failed
3 Account MMa. 1.0. Failed
:d Ma 38... Failed
$ Personal T ,
2 3 » )l 34457 item(s) | C
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ESHE

ORI ETER > B - ZEGSESNERESRERHE -

- BHES  EEEA LENESHUTEARRT
o SHEIERMEES - LR T ARIEE Message ID ~ FHA ~ WA - IRERM -
o SHHREUAR  UIERFTAREHRER FHEA - WWHEA - RE - S48 -

o SHHEEH - IRRFRNRCEEE - M4 - EREIRE - £RF IP (It - AREAEH
fiI -

o MailPlus Server - o x

Log Usage Analysis Log Management Log List Mail Search Report
cli] server Management

Export Mail Log ~  Internal database w | O~ Search
Threat Monitor . . - .
E Message . Date Time Sender « Original Re.. Recipient Title Ma..  Status
442875c..  201. 19:14:47 Jonathan@... - jlmclemore... Test Mail 11 Sent
@ Domain
c737a3d.. 201. 12:33:11 Jonathan@... - jps@texteri.. Testfrom MailPl.. 0.8.. Sent
Mail Delivery 0bfos3a... 201.. 13:09:23 Jonathan@.. Jonathan@.. jonathan Testing the look.. 0.8.. Recei..
827bc2b.. 201 15:32:20 MK@synolo... - andrew802... test 0.9.. Sent
‘,'5 Service 527dbdc. 201 15:33:45 MK@synolo... - andrew802... test 0.9 Sent
f21bffbb- 201 15:56:06 MK@synolo..  admin@sy admin test 0.9 Recei
% security 201 15:33:20 SYSTEM - patrick@sy. 51 Failed
201 15:37:24 SYSTEM - patrick@sy.. 1.5 Failed
i= Queue . .
201.. 12:00:04 SYSTEM - patrick@sy... 1.4. Failed
" 201.. 09:37:14 SYSTEM - patrick@sy... 3.7.. Failed
E Auditing
201.. 13:59:41 SYSTEM - synology®@... 95.... Failed
p License 201 22:29:07 SYSTEM - synology@... 1.4. Failed
201 21:06:53 SYSTEM - synology@... 1.2 Failed
3 Account 201 16:51:02 SYSTEM - jero@synol..  Undelivered Ma.. 1.0..  Failed
2017101 201 22:47:11 SYSTEM - patrick@sy.. Undelivered Ma 38.. Failed
Q Personal ) .
2 3 » >l 34457 item(s) |

 ERHES R TEELLAESHUPHRAREIR - WikESERUAESEREUANTEARN
EMREES  SSREE— MERE - AYMUERE MIUVEEPEERBRRRESAEERZZEE
HEENEH -

P MailPlus Server » - B x

Log Usage Analysis Log Management Log List Mail Search Report
cli] server Management

Export Mail Log ~ | Internal database w || O~ Search
Threat Monitor :
E Message Date Time Sender = Original Re Message ID:
442B875cC. . 201 19:14:47 Jonathan@. - i
@ Domain
€737a3d.. 201 12:33:11 Jonathan@... - il sender:
Mail Delivery obfos3a.. 201, 13:09:23 Jonathan@...  Jonathan@..
827bc2b... 201 15:32:20 MK@synolo - Original Recipient:
"’ Service 527dbdc... 201 15:33:45 MK@synolo. -
f21bffbb- 201 15:56:06 MK@synolo admin@sy
. Recipient:
%, security 201 15:33:29 SYSTEM - ’
201.. 15:37:24 SYSTEM -
== Queue
= 201. 12:00:04 SYSTEM - Title:
o 201.. 09:37:14 SYSTEM -
E Auditing
201 13:59:41 SYSTEM - Mail Size (KB) :
P License 201 22:29:07 SYSTEM - oy -
201 21:06:53 SYSTEM -
Status:
2 Account 201. 16:51:02 SYSTEM - i
Any -
2017101.. 201. 22:47:11 SYSTEM -
@ Personal Date:
From To
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ELHEAS

EiE#% > B - BUlEHRELDR HTMLESR - EEERSEE—TEL - BEELEAINES

GER - FHERESEESAR -

ERS

EREZ > ASH - EELUETERRRDT - AN SEEF 2RSS ES -

R/ MailPlus Server

Log Usage Analysis Log Management Log List Mail Search Report
cl] server Management
~ Search Conditions

[&] Threat Monitor

Mail type: Sent -
@ Domain Date: From - To
Identity: Sender -
Mail Delivery Search range: email address -
¥ Service Keyword:
Search
% Security

email address/domain

1= Queue

P License
2 Account

Total

Nodata ¢

HEH

OlLIERE T - & MailPlus Server (kIR A& B 2R AR -

ZEMH

Postfix Hst - 815 - —BEEFIARERK - RSB FAHEEINE -

BEELUNTREHEFERR

1. AIfE#EH% > HEEE -

2. tARHEFERPHERABE R EZNGR -

3. E—THEBMMBUSHERRE  BROEEHHFERNUE -
4. BERTHEEBNER -

5. B—TERMRERE -
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FI MailPlus Server 7 — B X
Log Usage Analysis Log Management Log List Mail Search Report
cll] server Management
Log Archiving
Threat Monitor .
E Enable log archiving
@ . Archive destination: Select shared folders Select
Domain
Run on the following days: Sat -
+ . "
Mail Delivery Run task: 01 - i 00 -
¥ service Log Transfer
) Transfer logs to the secondary server
ﬂ Security
Transfer logs to a syslog server
1= Queue Server: Enter the server IP
Port: 514
B Auditing
Transfer protocol: uDP -
-‘p License Log format: BSD (RFC 3164) -
Enable secure connection (SSL)
1- Account Import Certificate

Apply Reset

i% B EEERE GRS

SORAHFERUE  HREEMNREIZEGR:S - AR aEERAZEREQREE  EVELEEHRE
REZTEBHREEERZGRS FSEELHRFERNE) - B2EU TSR BHFEEERZEGDR
a8

1. AIETER% > BREEE
2. EHFRBRERRPVERAREEEREAMBZIUI -
3. B—NERDRERE

1% Postfix B EEZEEAM syslog fEfRz:

BSELUT PR Postfix HEREEZEIEM syslog ERER

1. AUETEH% > BRAERE -

2. ZAREZEERP DER BEEEE syslog EAREFRZEUT R -

3. BA syslog fERERHY IP A3l -

4. % /"’AU?EF&FH;:%L#& (SSL) ZE 5 1R - DIREHmEL — T EARE R KE A% syslog EfR2SHI

REE BEZEHRE -

5. B—NERMREERE
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Log Usage Analysis Log Management Log List Mail Search Report
cll] server Management
Log Archiving

E Threat Monitor Enable log archiving

@ Domain Archive destination: Select shared folders Select
Run on the following days: Sat -
+ . .
Mail Delivery Run task: 01 - i 00 -
¥ service Log Transfer
) Transfer logs to the secondary server
,i Security
Transfer logs to a syslog server
1= Queue Server: Enter the server IP
Port: 514
B Auditing
Transfer protocol: uDP -
p License Log format: BSD (RFC 3164) -

Enable secure connection (SSL)

1_ Account Import Certificate

Apply Reset

REHFWERR

A LIRRE Postfix HEt BB B U RERANRE] ; BHAGUALZE2HHFAEEEREFRI
WNBEEEER -

FEENINTRERERTHRERA

1. AIfE#EH% > AEEE -

2. EARBBERARRENBFERANKR (MB) S & AR Postfix BFSEZRA/N LR -

3. EAFWBERARRPNERRREEPZIUIE U TN EEEERERY -

4. B—MERDMRERE -

F/ MailPlus Server BT AL .4

Log Usage Analysis Log Management Log List Mail Search Report
£l server Management

E Threat Monitor Log Transfer
Transfer logs to the secondary server
@ Domain
Transfer logs to a syslog server
Mail Delivery Server: Enter the server IP
Port: 514
& service
Transfer protocol: upp -
r. Security Log format: BSD (RFC 3164) -

Enable secure connection (SSL)

;= Queue Import Certificate

E Auditing Log Rotation Rules

. Rotate the Postfix logs when any one of the following conditions occurs
ﬁ License

Log file size is larger than (MB) 30

1_ Account Log rotation period Daily -

Apply Reset
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THEMBRBRES

RO LIETEY > BESBE T HIUMER MailPlus Server RREH RS - £ A - EEHE
Postfix H&&

FLETISRRTEHRMIREFHESE

1. AUETEH% > HRNEE -

2. #EFM TR EEDEEMEAR  T2MAK - EEHE - Postfix B -

3. HEERE MailPlus BolBHRET AR R EEEREGRS - JEREZGMR[RI FINEE
PEECEWIER  SRFEEEEERR -

4. BEHGERE  oPUZ— N TERHARNHESR - sZ— MBRIR RS AR eE EROESRM
Bk -

e MailPlus Server P -3 X

Log Usage Analysis Log Management Log List Report

I; Server Management
Download Delete Generate the log database Mail Log w || Main log -

Threat Monitor = m e

E File name Modified Time File size
aggr_mail_log.db 2018/08/06 10:53:45 12.0 KB

@ Domain

Mail Delivery
4." Service

% Security

i= Queue

p License

1 Account

@ Personal

litem(s) &

EERFERNE

HORMAREREEREREARS - CUMZBEEHFENENEAGRZEANARARERNE
KBRS  ZREEUEER > BfaRINERNE - LUEFAREAS -

1. AIfE#EH% > HEBE -

2. e MUSVEEPEERNHAR - KEMA - =X Postfix B -

3. At MuNEEPEEEERAR -

4. EEARER B TELARERERHT -

EaHERNERE (UaEERT D BER) URFEENNENIER - WEERMER
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Log Usage Analysis
el server Management

Log Management

Log List Report

Download Delete Generate the log database I Mail Log w | Received logs - I
E Threat Monitor File name Modified Time File size
aggr_mail_log 2018/09/10 11:57:45 792 Bytes
@ Domain
&+ N
Mail Delivery Options
Merge with the internal database (may cause the loss of
«* service some logs)
Save to selected folder
’6 Security
Select shared folders Select
I= Queue
_ oK Ck
E Auditing - s
M License
2 Account
1item(s)

B

« MAEEAEEHGEUERNE  —BREBH
BHE -

c ERERAGHFERERERRBREENH

EREREMARES - Mk LEdRRE

g EL E e RS -

REZHERER

ROl LI E B ERERINEE - MailPlus Server Ei§A1— XM Postfix Bt S A 215 E B4 -

FEENMISRRREEHRE
1. BUAETE® > HWE& -
2. HEMASAWRZEGRE -

3. BESEEE -

4. EFEERUPHASRBRNSEL - RS EEMEIEL - B2 () BRI -
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I; Server Management
@ Threat Monitor

@ Domain

Mail Delivery

4." Service

% Security

i= Queue

M License

1 Account

@ Personal

MailPlus Server

Log Usage Analysis Log Management

Enable daily report
Send at: 00 w* :| 00

Send to:

FrZE P

Apply Reset

REBES

IZAJ LIRS MailPlus Server EFFARSIBHIEN - IMIRR - MR - BELESER -

FEE NISRAFIBEHRSES

1. BUiEE% > BHFESE -

2. B—NINSRETR (+) HATIBEES -

3. WAEFHEE -

4. REESHEG

o FREGG  BULBE—IBRESHRESRA -
—IERRIM Y - WRBFGHA - WHEA - £5

FAESHFERT -

WM EEPEEZLSFLEMNZE
- BE#EF - B4/ (MB) - BERBABES

- BF  BUERESES F RERTFREIESRY - BAIZRER - BEKE 2018/5/25
ZEFRWEIR GDPR HEAEH - BEZ U A% admin@synology.com - BIT] DU#g A
after:2018/05/25 AND from:admin@synology.com AND GDPR {ERIES& ¢ -

HSESET AR i fl
from: REBESHENEN from: /3=
to: SiRiEERHENEY to: /)R
subject: FERAREFANGEY subject: i &
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EEE"ET Fi& i fl
oR 2B EERTANEE o "
- 5 NOT EHESERPBIRNEY BE-EY
() SEEEFAHESHNEN subject:(i$& BF)
in: BEMHEEARNEY in:" ThBEREE "
label: BREERENEY label: BA&
before: 8k after: | EHBAU R E4 after:2004/04/16
larger: 5 smaller: | RRF/NREFERNWEL (ENMI% MB) larger:10M
filename: PR E 4 M A e AR R IR B RO B A filename:pdf

has:attachment RS 4 has:attachment
is:starred SEEREN is:starred
is:unread REBEEH is:unread

. REBRERE - EAEEERERE  AEBBRRIESHEERE -

- B REREUAIRITES -

. BRFIEETPOER - MEZER  TER—-TFANERNELER  SEEFNTES  2—

TEs-

. BOILIBBREREEEIRNRARE - 2R - MBRES -
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Add x

Search Conditions Target User
Task name:
Search Conditions:

® Pre-defined conditions Custom

All w | match the following rule:

Sender w || contains w || admin@synology.com —

Add

REHMHESER

1

2.

AIETEHR > BES - BE—(ECmER -

EAAER - AU THEBRSAESER TR RFAENNNTE—DRE - EHFREET
BEBNFAEN  aSESNEEHENEMRIEG -

CEEERERTE - CoLURR - MR - ELEREY - EARERGE  ZEENFAEN S

BEAHZBRRD - @& FEREIGEM G - SERRE P FERE G -

Search Result a X
Delete | ~ Export | = Y search DSM and packa... £ [2
Subject Sender Recipient H From

To

Cc

Bee

Date 2019-10-07 02:04:21

Attachment

5item(s)
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1. priEE% > BYES  BEE—ECSTmES -

2. BE-EEBIZE-MAARRNESER -

3. FEEMELNESER  B—TEWL -

4. Al — FELZBFERGS - RiEEEAE—FELEHEERRIGEY -

5. 1%1#%&2[&7% export.zip {85 - BOEBXE CSV BRBANXFRERRIENESR - &
DEEZESR - LURZAHEI NS EESR - REEHAIZELS EMLIESR - Eo/LIE eml
HIEP&EJE%EE;K °

EARMMGESER

BRZABRENIHHESERTEHRAE - RS ER DI U A S B AR R IR -
1. pIEiER > BHFHS -

2. B— MR BEIRSWEAETEZTE -

3. LfE CSVREANBEHEELBALEEEHN -

4. Z—PEA -

5. —BREATMN - ZEHMEHREEEHEFERR -
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MailPlus Server JEATIEMRATE : B—HBRERSTHLE - B HRREEE 4
Synology NAS S&#1{TE 4 AR ; BT FIREAIZLITA Synology NAS AR ST (HA) & - &
% JE TR PSS | B TR AR TS Tk -

*

e

+ MailPlus HA 2 A1 MailPlus - HE 7 EZEINR MailPlus &0 B#EHEINEN - F2H
MailPlus ETHRKE -

=0 (HA) REN A

HA REEAME Synology NAS AMESE - HP—aEHE "E2ER=E. ; 5—aflh "RE
BReS . - ERENEMBAHERRIZERE MailPlus HA B2EREE P 1t - T2ERBHE
MailPlus HA S 2 E 2 P Uit WRRFIAKREFK - W KEFD AT ZARSAREG RS
R -

FT2ERBUARBZARBZBEETEORSL - DEEMSERSE ENBHER R ERSRRERST
—X - EMaEREINEEAFDNRBEERX - NELNEP—a@RFEN MailPlus Server 52 7E
- ERELINEED RFEER A —ATEEY -

ARREBHERRERZEKRE - £ HA REZ THHREERREZEMmES - MRERZEFRSRER
HEAR  B2REHAEREREARBRSFZEE -

HA R & olR/DMEBR=R B FTE VR P i - EXZAMSHER - REGARFZLBEFMER
HRIEHER  FEERARB[EER  EREBANIGERNSZHERLERIETEZARSE L - ERE
BARSFEER - AENIHERBEFRGEEIEGRFBEERE  SREQRRBER - MEHEAN
BHENZETBRLEHRBRBERESL -
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xR
» MailPlus S ol &£ Synology High Availability (SHA) BMEFREINEE LK - ME AR
FFTE[E—& Synology NAS FiEfE -

« VDSM _E#A A MailPlus HA B2 SHA - MREFAE - 7525 VDSM E12F 1 -

« Synology High Availability sz # MailPlus Server 2.2 34 _FRIARAS -

- EARBAPENEXK - ZRCEAESBARBERTMN MailPlus STIREE - IHRBOER
SUREREKREERRE - ARSENBHERMERT—B - AGEKRENR (Split-brain) ##723%
SHIREMER -
£ SHAZREBN - W& MailPlus ERZFRFHER—E - WHA S BEREERE ; B - &
MailPlus HA 248~ - oI F8 10 A& HHE -

EeUARED  AUNET-—SERE CRRERE  BEEREIEGRE LERERMNERNK
R — B -

FRESOHA (HA) RIRESSIE
1. #EEMA Synology NAS :
- AIEIEHEE > B D > Synology 1RE - @M & Synology NAS & AMEEH) Synology 1k
ﬁ °
- BIEIERIG > BIEEIR > 5B - EEME Synology NAS RRMARSRE -

o AIEEHDIL - EEMA Synology NAS £ R E) MailPlus Server 8 MailPlus - #1211
MailPlus Server FUAEBIER - SR 2 FIERE MailPlus Server -

+ FRIETE MailPlus Server #& - A EEENE MailPlus 3 FAERIEHTILE Synology NAS - &fg
fRAPIH B LURFZEL MailPlus - FE2FEBTIEERRE - 75:% MailPlus SRER M
REPRFS E M5 TRRE -

o AIEIEHEIS > #IR - R B R ERAESRFAEL R MailPlus Server & MailPlus B9#R - &
Synology NAS RUEPREL EEAEE -

AR

« WM& Synology NAS Z2#£ MailPlus Server B TZZERIA/NEARR - LES - EERFIBERIULEEE 4
ZELSIHMENRGTEE  BFEIRRFRCEEBXNFEBEMENREEEEEE -
EREEMENREZEEE SSD R - FEEMUTEE .

+ B%R RAID 1 BB TRIGER HREY

o HREVA/NFEARLE] -

HA REEVHRE - REGIRENEERIFAMD R EINEE -
HRAHGSEEEMa:E FaEEL R#ET - E2FERAEENKNEEEREZE[M DSM #
FZE[ -
EFERE MailPlus HAER R TEEREE - MailPlus Server 2% - #11 MailPlus
BERRHEEEEERERER -
ERGFERELE SSD REL - &7 S R/W tREVE 1 RAID S EHAHEEAE -
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2. EEMMAEE IP A EHERERRS :
« M& Synology NAS 89 IP it BT iR [E — (& &I 4888 (Local Area Network - LAN) -
» RBERIEIB PPPOE 3 DHCP HU/SHY IP il -

o 2 IPUHEENTE FOARESFHREMFBARE -

A || 0 search General Network Interface Traffic Control Static Route DSM Settings
4 Ecshatieg Creat: Edit || Delet Connect || Manag
|E3 shared Folder L EdIC
&S . wa | me | osx
N File Services U
Get network configuration automatically {DHCP)
]
" u I configurati
0 user s @ Usemanual configuration
il 1P address: 10.11.13.37
™
ad\ Group ] Subnet mask: 255.255.252.0
Gateway: 10.11.15.254
|A pomain/Loap o U o
oif DNS Server: 10.11.15.254
1 Conmectivity N PP [ setas defauit gateway
oif
& Quickconnect Set MTU value manually
"
MTU value: 2000 ~

@ External Access Enable VLAN (802.1Q) @

VLAN ID:
A Network

€ DHCP Server

2 Wireless

3. M& Synology NAS »ENMAR—4834

« M& Synology NAS %ZEMAMER Windows Active Directory 5 LDAP fElfRzs - 752 % Ib
BEAHENR T BUEMA Windows Active Directory * F52E ILERRBASER 7 ROl
LDAP fElAR =S -

o BRWIRIED LA Windows Active Directory 3¢ LDAP fEliRES - EaIMAIEEHPLLE
Synology Directory Server 5t LDAP Server sRE17 43135k LDAP fafREs - DUETTIRSEEIE -
BER - BRITE BRI Synology NAS AREEREEZ BRI - BZ2RAY LDAP =i 4315 AR 75
SEEREERBEPERIER -

4. EF—HH HA BREERRIAERESIMNE IP it

o B HA ZERB—ERERWEZAEN IP it - % IP AitFHEFM A Synology NAS B IP firilt
ERBERNEEAAL - WRE—EAREARISMNE IP AL -

o ERMR EREEFBEZRR - NEREENARRIN IP L ZBHRIRE -
o TEAF DNS EiRss EREMERERISNER IP A1 -
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ESOA (HA)
1. FRIREEAY MailPlus Server -

2. FIERRTS - ERICTE SMTP RIBRVIRSRIEE MUV ESE PR EREERE LDAP A% -

F/ MailPlus Server s = L 1

SMTP
cfl] server Management

Enable SMTP to deliver and receive mails.

E Threat Monitor « Enable SMTP

@ Account type: LDAP Users (synology.mst) -
Domain
Pport: 25
Mail Delivery " Enable SMTP-SSL
Port: 465
«* Service
« Enable SMTP-TLS
% security Port: 587
1= Queue Network Interface
Network Interface: LAN 1(10.11.13.38) -
E Auditing
IMAP/POP3

ﬁ License

Enable following client protocols to receive mails via mail clients, e.g. Outlook.

1 Account « Enable POP3
+ Enable POP32 SSL/TLS
£} Personal " Enable MaAP

+ Enable IMAP SSL/TLS

Apply Reset

3. BIEARSZERE > ARSESIER - 2— g% -
4. WA HABRENETZA IP il - B T—% -

~

Mail Monitor  Server List Mail Migration Configuration Impart
I; Server Management
Add

Delete Manage Check Settings

E Threat Monitor
Ta MailPlus_demo(172.22.1.15)

Primary Server

@ Domain i

Mail Delivery

Add server node X

¢ To use two servers as the mail system, please create the mail cluster.

4 set the information of the mail cluster.

¥ service
! mail System 1P 172.22.1.19
¢ g Network
%, Security i Subnet mask: 255.255.255.0 s BT
1= Queue
Auditin
E 9 Next Cancel

_,P License
1 Account

5. tEAREAHHEC D H A RSERE 1P il - S A ARBML TR EEhEE—a
Synology NAS {EBREEARREA - (XE—BE4BIEAL Synology NAS BIR Tzt

s REFRGFEME—HBENE - AFEEAZMERETEAY IP A -
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6. EEAFIRKANBBHEUNARZCARFEESNIRRE - BER8 - £ HARERUH™ - X
ZERFLALRERAMLS BEREINAE -

7. REZ=ETUNESERIERBARE LCBRUNREER - FEEEREGRS LAREEE
HERK MailPlus HHEERNREEFER -

8. MRWRERRE B—TER-

~

Mail Monitor  Server List Mail Migration Configuration Import
cl]) server Management
Add Delete Manage Check Settings

E Threat Monitor
Toﬂ MailPlus_demo(172.22.1.15)

Primary Server

Domain
@ 1 Add server node X
|
*
Mail Delivery ¢ Enter the information of the server you wish to add to the mail cluster.
o> 4 server Address: MailPlus_demo_2 (172.22.
47 Service
! usemame: admin
Securit | R TP Hskmotk
’. ¥ 1 Password: & 4KB/s # 4KB/s
Volume: Volume 1 -
:= Queue

B Auditng Back Cance
_,P License

1 Account

9. RETHE  EHERBELSIRZGREL - BLAMERBEREZEARE LERNEGEEM
E - FFERER - MIDAYUNSES  TE2ARGEERTTRAEEMERBERX - K5RL
SRR TEFARSBUARZCRSZGOIEIHRBIF -

[ 3 MailPlus Server - O x

Mail Monitor  ServerList  Mail Migration  Configuration Import
cfl] server Management
Add Delete Manage Check Settings

[ Threat Monitor
F mst-demo12(10.17.193.150)
@ Primary Server

@ pomain IMAP/POP3 Running
vial Delivery sMTP Running
Spam Filter Stopped
& Service Antivirus Stopped
MailPlus Running
% security Load Balance Running
cpu 7% RAM 22% Network
= Queue - | — 4 3KB/s # 7KB/s

mst-demo13(10.17.193.151)

E Auditing

IMAP/POP3 Running
M License SMTP Running
Spam Filter Stopped
2 Account Antivirus Stopped
MailPlus Running
cPu 1% RAM 33% Network
. | — 4 27KB/s # 162KB/s

s F—RELTEBGLRCARFSEFBENR - ICHB BT LIER MailPlus fR75 - BAHE
#12 - FILHEE S &M MailPlus Server RE—ERIIB B EHAREX - ZRCOHRLER
Hyper Backup i AZ BN EHERHEIREG MRS - LAEIABBLINRELTRE - &
7 B Hyper Backup B EHRIFAEN - F2RBHREREHE -
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S2ESTMA (HA) £55RTE
1. FREREFHI MailPlus Server -
2. FIEEAREEEIE > AAREEGIE -
3. BT e -

4 EHHARBRERRED - BOLIEE HA RER IP I KA FRBRIESRE -

bE

o BB IP At /R E EE AR=E R RE R AR=RAY [P AIALAIR AR EIAY & IS ARES -

5. EXEARBRERRED - BILUEE—S Synology NAS fER HA B2EMN T E2EMRS - TEME
REFEHA HA RERNAE IP AW ESPAABAHRBER - WARKEFOEAETZEAMSIAR
ZARFEE -

Mail Manitor Seryerlist Jail Migration L i i Loooock
il Server Management | Server Management
. 1 Mail System Settings
E Threat Monitor
Mail System IP: 10.11.15.203
@ poman Subnet mask: 255.255.252.0
2 Mail Dell
gt eveny Primary Server Settings
& service Server Name Server Address Primary Server
mst_ds918p_1 10.11.15.199 vl
%, Security mst_ds918p_2 10.11.15.200
Network

- & 1KB/s & 23KB/s
= Queue
E Auditing
p License
1 Account

cpu 6% RAM 46% Network

- # 2KB/s § 24KB/s
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BRSO A (HA) &

BIRHARER  BHEEREBEEEHEYL - DUERME Synology NAS EREHERI— - B EM#
BR2 - HA BREHE R IP iR EHREAE—E Synology NAS Fiisa - Bt - OB EREERS
KIBRBERNEFIREENIFESE (DMZ) 327E - UEE X DNS foif - F2EL N TRRBER HA
BERNED—Z Synology NAS :

1. EAIRER Synology NAS & A DSM - BRI MailPlus Server -
2. RIEEIREEEIE > FIRERSIE -

3. EENMIFRAY Synology NAS -

FI MailPlus Server P - 0O X
Mail Monitor Server List Mail Migration Configuration Impaort
I; Server Management
Add Delete Manage Check Settings
El Threat Monitor
l!ﬂ mst_ds918p_1(10.11.15.199)
(] Primary Server
@ Domain IMAP/POP2 Running
. SMTP Running
j Mail Delivel
v Spam Filter Stopped
N Antivirus Stopped
Service
€ MailPlus Stopped
Load Balance Running
% Security
CcPU 1% RAM 33% Network
— ' #+ 2KB/s ¥ 12kB/s
1= Queue
mst_ds918p_2(10.11.15.200)
B Auditing
IMAP/POP3 Running
.,P License SMTP Running
Spam Filter Stopped
1 Account Antivirus Stopped
MailPlus Stopped
cPU 5% RAM 46% Network
- 4 2KB/s ¥ 13KB/s
e e
4. B—TMIBRzsR -
oo 2g o T E
5. HERREPE—TRE -
Mail Monitor Server List Mail Migration Configuration Import
cl] Server Management
Add Delete Manage Check Settings
E Threat Monitor
Tﬂ mst_ds918p_1(10.11.15.199)
0 Primary Server
@ pomain IMAP/POP3 Running
. SMTP Running
£ Mail Delive
i Spam Filter Stopped
«* service e Delete mst_ds218p_2(10.11.15.200)7
= After being deleted from the cluster, the server will no lenger be able to get the
Security
= cluster information. twork
— 2KB/s ¥ 16KB/s
= Queue
ﬁ Yes No
E Auditing
IMAP/POP3 Running
.P License SMTP Running
Spam Filter Stopped
.l Account Antivirus Stopped
MailPlus Stopped
cPu 3% RAM 46% Network
- — * 2KB/s ¥ 17KE/s

6. BHREDTME - HA RERERER  CRRBNERFIDASHERIWEBHGREFK -
FREIZEFZREGREENERREXNIFEESR (DMZ) RE - NE2FE KX DNS fLx -
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MailPlus Server TR E=1 4

Mail Monitor Server List Mail Migration Configuration Impart
cll] Server Management
Add Delete Manage Check Settings

[&] Threat Monitor
Ela mst_ds918p_1(10.11.15.199)

Primary Server

@ pomain IMAP/POP3 Running
s i Delve SMTP Running
i Spam Filter Stopped
N Antivirus Stopped
Service
€ MailPlus Stopped
i CPU 2% RAM 34% Network
’é Security . & 2KB/s ¥ 8KB/s
I= Queue

a Auditing
M License
2 Account

fal il =8 &R P

= HA B2ERE$S—5 Synology NAS BBE#ER - S—AfHERHEIGRY - LUTTEZIA
FT2ERBFRREBARRFIENVHZEVET HA REBDENREAE - MIFBRENERSEEE -

o BB EEFHEEEHESE - FENRE MailPlus S0 HEE

FEEIRR IR

ERANTEZRFRRNIE  FEANREGRSRZEF HA ZEMNAE0 P it - WEBZEWREIREL
HRRIEREK - EIEEBER T - EEMABMRERFRE LA MailPlus Server i - S B HEHARAE R
- Bf£%E MailPlus Server BIEAIE&RE °

ERRBETZERES EEABERANTIEZEAR:E  BSEBRSUR (HA) RERBRETZEMGE
AR2% - #FR% - MailPlus Server 1§O12)&E —&2HRE -

E

Mail Monitor Server List Mail Migration Configuration Import
cll] Server Management
Number of Mails

E Threat Monitor

@ Domain

+ 2 B
Mail Delivery
Configuration is temporarily blocked as the mail system is currently not in a normal condition.
- .
€T ISEViEe To proceed with configuration, please check and fix the errors, or remove the server where

the errors occurred from the mail cluster. mis
r. Security

— ove the

i= Queue

B Auditing Sent Received Failed Resent Reject
P License

£ Account
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EEANREGRBWIE  BEANTZEREBZZHETE HA FEMAEE IP Al - WEBBEWRE
BEERIFEK - FRREERZGARRE - EEEFEEEANREGR:S - FSEBRSOH (HA)
BRERBIRREZGRS - BIRE - MailPlus Server 1§12 & — &1 858

B REREH

eI ER DSM BE R THEERFE 1D MailPlus Server - MailPlus Server BHES -

o RIRBRTEHED

o B EEIE T EEEGD

#BE MailPlus Server AR TER/VEE) - FILEZM A Hyper Backup EiITHIREEM TR ; B

BUHZ2AmPNBHERSFHH S 62  CRFEROUEESRBBERMERERER - FIt
ERLEBHRAENKRRSNSED -

B RARE

5/ Hyper Backup E - BITJ#S F ¢4 2478 E 5 10 2 B2 MailPlus 188 H) Synology NAS -

1. #7K3E Synology NAS _EREEY Hyper Backup °

2. B—TETENIMEER (+) RIEEREOETE -

3. EEADBRMERE
o AEFRIE USB : FREFZEMEAM Synology NAS - 324MER USB / SD ETFHEE -
- i=in NAS 8 : BN ZER B W= T Hyper Backup Vault E4 -

4. REABRTE  FALEWRRHEXERTRESEUEHITHENEREN -

5. ERMBLERZHENNEAELR - %5%E MailPlus Server -

| Backup Wizard X
il Local Storage

B synology NAS [RGY TGN ETe Q1T

Select applications to back up.

B synology NAS

= Application Shared folder @ Summary
Mail Server .
1.6.7-0497 Back up package settings.

fo

MailPlus Server

T Back up package settings.

MariaDe 10 &

4
Lom o

Back up package databases.

10.3.11-0054
110
= 3:00 Interval: Daily
J MariaDB 5 ° - Back up package databases.
5.5.62-0091
ﬁ Note Station N Back up package data and

1 applications selected; 22 applications unselected. o

Back Next Cancel

+ 9 '
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6. BOEBRETME - T3 MailPlus Server BEEAWREREWHED

. #ALE
o ERHEE
o R#

- T2

. &
o B

o HRSE

HYEASFHEGER
FERLNREREBRSEHFEEBGELRBRBGEHDZE MailPlus HERY Synology

NAS -

BALAERNRELS

1A ZETE B ROt Synology NAS ERIFAHAEN KRS -
1. A DSM -
2. pIEEERIG > 1ERMRH > rsync -

3. ZERA rsync BR#ZEUT SRR RERKRELSD -

| Control Panel P - B X
& | P search SMB/AFP/NFS FTP | TFTP rsync | Advanced
A File Sharing A rsync
Shared Folder Enable the rsync service to render your DiskStation a backup destination for another Synology server or rsync-compatible server via

the following services: Shared Folder Sync, Time Backup, LUN Backup, and rsync backup.

File Services ' Enable rsync service

- SSH encryption port: 22

an User Enable rsync account

: Group You can create/edit rsync accounts for external users to allow backup to shared folders on your DiskStation via unencrypted
rsync. (Your DiskStation may have lower security level.)

I Domain/LDAP Edit rsync Account

Set up rsync speed limits for users and groups
A Connectivity
® No speed limit
€ QuickConnect Enable speed limit
Enable speed limit according to a schedule Set Schedule

@ External Access
Speed Limit Settings

/_\ Network

@ DHCP server

=
= Wireless

Security

4. m—TER-
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B AR Synology NAS - 102 E LN T ERARITIBELSEH
1. iEEHE > HAERNRKREY - #— NEBFERE -
2. EEBEEREPR—T Mgkt -
3. EEBBWBUPWATHHNZE -
4. BENRELHHLAERIK -
5. FEE B/ Synology NAS & FHlIEIAEIR
« B&] SSH MZE IR © 157 SSH EEMNZ FrE R ERIE -

o BYF SSH B@mz : FHERRMEER - ILERERERRSNZ M - BIFMEEHmAIEE
BIE -

- MAEHESG GHERNBSEBERER - IbEREHBREASE - (BZI8M CPU IIFE -

o BARED B (block-level) BE1E : ERSTEREENE D - MIFRERER - IRIREEAEIR
RHAE - BEEMCPU IS -

6. IKIEREE NMIME—EIR  REMURERRIRIGEL ZEHRIMH
- ENEHKESETRYL  REHBENKANERBUERIBED -
o FEHTASIE : AR MRMRUERRERERRKREL -
o EMREHEE  RIBERTENHEREY - - MREFBLUEETRNTRELSES -
7. B—TER - RE - BYIUEEBEELBIRI RS 2RI RBREOHFEESNTES -

EIEELER

B AR Synology NAS - W 2E P N EERRERE DR
1. AIEEHEE > HAENKEY - 12— T EHFHELHE -
2. EEBBEEREPEELTH - EUHIT FIIRIE
o B—THREZIARRELE -
o BT MIBRIZ R MBRER -
o BRSEBERET B NUBEDRIBRIANTES -
o BRSEBIETET  BE— NEUHRHREFE I EEETIER -

RATELEBR  HABNREASENTRERS S -—RELSEHHE - ES
214

H—
FIERWE D - BRULER— T RERSZMRFHERRLHAEER -
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M- BETEBERENTAHLAERRATES) - HAERRELINESEEETES -

« $®2)1E Synology Drive ~ Cloud Station Server ~ Cloud Sync #1751 - ERISINAETIAE

TEREREE -

EERM EEFTE MailPlus £RER K - BHTmE - ZENKEEHHE% MailPlus_1 -

« ZZfFMH MailPlus_1 AKER - FFHBERBE MailPlus £EER K -

RHERIRSRER - FHF B Rt @R R R AR B $2EARES (690 : LDAP fEAR=E

Windows Active Directory #4813 ) -

BRZMRE - BHE - SFHHE

ZHMth Synology NAS WA XA ERRASEFARZARTE - BHE - EFEH  GEJUSE
LT PRACER e ~ BHE - SFEH

1. FRYRETTRT - SBEREERM Synology NAS E#ATLLTRE ¢
o EEH P LEA Synology MailPlus Server & Synology MailPlus °
o Efran® "MailPlus, HHERE - BERERKREZMENER -
2. BARY Hyper Backup -
3. HAMPAERICRREBENNRE - FEERRHRANERNEEZEN -
4. BIR5EME - BRIH MailPlus Server 8 ESEWES -

5. BONEBHEREFHAIUEER  FRETER -

EE
o BrIEHN FEIRINEESZEE MailPlus Server 1.0-164 (L _EhRAS) #E2 DSM 6.0 (2L )
BE -
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qs
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MailPlus R PRI HS N ERNE SRR - SEERE 12 - BEAR -
MailPlus RUFFAERRAR - FEEERE MailPlus BFIREE -

IEEEESIEERE MailPlus WIRHENEEE - B2 FBHATER  FLRLRHRAXE -

BRIRE

AMBERCEEEARERBEE -

MailPlus - &% lest3@esthertest fest ~

Mailbox
Inbox
Starred
Draft
Sent
Spam
Trash
Archived

Label

No conversations
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EFREEREH

O ATEBHEEAITLUNENE

 EREY - TELBNERZIIRKEREGER - MailPlus B8R TFEHET - FILE
DBERHERERRE  RENEERIUERMZET - Eolit LRPERRIM S EERS -

MailPlus o- &5 test3@esthertesttest -

c -

Mailbox
Inbox
Starred
Draft
Sent
Spam
Trash
Archived

Label

No conversations

« BEIZEEMH : MailPlus ZE=DOIEA :
o BE : - TEBERRERSHE -
- MEBEFRBA : B—TEBEMBA - Bl —REBMBEWHGA (B2EIEWHEA) -
o BE - MESREGERREVEAZIIA -

heather

- “~ =
Reply Reply all Forward

o UEHEASSEN . SuUREABKNESEAREE - BFERHA A CLENEEE - Z2EEH
BINSRER (+) - F—NNSKER (+) RETEHMAE -

« LIRBEEREH  CUMUBIREUBEEY - #FERE I AAERNIRE - SES LIRS
BN (+) - H—NISREIR (+) RFERE - FEEFELERE - BARE  TEESERCLUSE

=3
T
o

g8
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EPERRE

MailPlus BFIGEREIMUBEEERBHNE - BELEBRESNE - BEERE - E22BH
B ERMHE (BIE0 : SMTP K OpenPGP) ; Synology MailPlus Server 9 MailPlus B2 &
RIBEERERZMAFREN —MRRE - UERAEIRMEZEPHE Contacts REMBRE -

REERKSIEERE SMTP - OpenPGP - &/ BRE - EREFREEMRENFAMLRR - FFLRIR
HMAXE -

B—TELBIRERE - Wi T U EEPEERERMARESH MailPlus -

MailPlus D - inTest #2 | test3@esthertest test ~
Co
# Compose ¢} Nd |
Help
Mailbox About
Inbox Logout
Starred
Draft
Sent
Spam
Trash
Archived
Label
No conversations
hig G e
#hig SMTP fa

MailPlus X £ ERZE SMTP GR=2 EREHEREZA - FHREMBEMA SMTP [KRES -
MailPlus Server B & 3R SMTP EfRs: - AUFEMBREN - ZARSR r SHAREN - &
EHREEARE -

EAETLENEE Mt SMTP [IARE21E MailPlus EFEEFIH - 2O - M/ LIE MailPlus
E#i& Google SMTP A s32E BIRMY Google IRSFFAE Y - FHIkIR ML ERHTIE SMTP
ER=S

1. BIERRRE > SMTP -
2. MALUTNEN :
o SMTP fAfRS: : FFERBURBIREHENHENZAMBXERISG SMTP [EiKkES -

o SMTP EHE  ERIBENRIS T EENEMR KM SSL/TLS INE SMTP BRFAH MR - £
SSL MNZ2 Y SMTP AR FRRR B IFIRARIE S 465 ; MM TLS MERY SMTP BARIRAE IR R
#5587 - BARDESSL R TLS 22 EBRNE—ZETTIE - B SMTP ERRREBRIBRETR R
25

o BEERE . ECHERN SMTP ARSEFEZS DG - FABIZIUILR -
o ERERS : WALEF AL -
o B WAGHEFBHES -

s BELRIER (TLS) : AEZEVSLRRMER TLS MBIGINERLT M -
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- RELRER (SSL) : HEZIFGIRRER SSL MEEMERLE M -

o FHANGEHE  BACHEFIAUIL - FER

Yol BES AR B UK IR -

EREFRANEREREAR - GHEFE

o FHABHE  BATHAZHEULGBWHAMBENSE D -

Create

SMTP server: smitp.gmail.com
SMTP port: 465
+" Authentication required

Username: {@gmail com

Password: sesresanen

Secure connection (TLS) required
+" Secure connection (S5L) required
Sender email: @gmail.com
Sender name: | Heather ‘

0K Cancel

3. B— MREEUREERE °

4. 3BE - BUDEBE LRI HIER SMTP [IAR=R1KSE -

o OB R £ TBEIRIZMARESN ZMIRE RS - 2R ER

788 SMTP EARES -

Settings
General Add || Edt | Detete || Defaur |
Theme Customization Sender email
Auto Reply/Forward n com
Mailbox gmail com

Shared Mailbox
Filter

Priority Mailbox
SMTP
QpenPGP
Notification

Blacklist/Whitelist

Default SMTP server

Default

X

OK Cancel
o BB - MO UEFHEBUE SMTP GRES -
Compose - X
Tor Recipients Cc Bee
From: heatherfang < >
o ﬁ: Heather < gmail.com> s - sEHEEN
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{£F OpenPGP MZE{EH
OpenPGP (Pretty Good Privacy) RFRREFEHNNZENE BINZ M - FEHLL OpenPGP % #E -
EERREETUENBEAS - DU R SE B ERmERINE -
4R OpenPGP £i&
1. 7R OpenPGP - BiZ— T &£REERE -
2. B—TELERLEMFHR OpenPGP £ -
» Name : @I AMERRIRE -
o EBFM ;WAL MailPlus 1ESE -
o BT WARRNBRBENE BRI -

Generate key

MName: Hzather
Email: @synology.com
Passphrase:

OK Cancel

3. B—THRERER—HAREHANEERE -

E12 OpenPGP £1§

s PREH  R—TELRTHLAHZR  UBEATEESNEBHETNSHT -

- EER  WESRERRBESHRMCNNBEE  BRECZEHIS -

« BRBSMEBHAMANER - FR—TEAZE - AOREEAFEHAREAM AN AR
-

EEE/BRE -

FODITER / AREEEEUEAANRZENREE - DIEHEI AR EEFBA4IL / B - &5

DS HES BRI E F R I s ARAINARRELIH ; HRIVAGAIAWIHE - AT
BT AR MABRE -
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Settings

General Blacklist Whitelist

Theme Customization e = S
Auto Reply/Forward

Mailbox Email address or domain
Shared Mailbox

Filter

Priority Mailbox

SMTP

POP3 Fetch

QOpenPGP

Notification

Blacklist/\Whitelist

Maximum item number: 10000 Current item number: 0

OK

Cancel

ISE FE MM B AR R R
1 Z— FHBRILUBHIER MALKNER / BRE -

2. MASFHAMANANZE - FE - MREMREERE -

3. RE - BYLEBRE LB SR E F B sy 8=t -

MERREE FE At s RE =g

1. Z—MEREBRNEF It SN 2E - BIR— TR -
2. B—T2RER - NERIVH -
RIBIREEF It A RE

1. B—MERGENSFIEtISERNEE - BiIR—T4HRE -
2. ETEE  BERTEE-

3. RE - AEFIHFMUNEABZRESHBEBE -
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