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MailPlus Server Setup Wizard

Setup the Mail System

The wizard will guide vou through the creation of a mail system in a few steps.

The mail system can be created in two ways:

® Create a new mail system

Create a new mail system by migrating data from previously installed Mail Server

package

Create a new mail system by importing configurations from Microsoft Exchange
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MailPlus Server Setup Wizard

Configure basic SMTP settings

Account type: Local users - o
Metwork Interface: LAM 1 (192.168.1.102) -
Domain name: yourdomainname.synology.me
Hostname (FQDN): mail.yourdomainname.synolog
Volume: Volume 1 -
Back Next Cancel
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Business, Productivity, Collaboration .. Multimedia
Open Install
2 Moments Note Station
‘ Tultimedia Productivity, Collaboration Suite

2. HojE > Moo= 0|F5t0] thed AFZAILE 2 E0] MailPlus Off HHASIEE SHEELICE.

.? Control Panel
& || O search Edit Permission Viewer
@ DHCP Server Applications ~
[ =] o
\p Security File Station
~ System MailPlus

MailPlus Server

o Info Center rsync (Shared Folder Sync, LUN Backup on supperted models)

& Theme MailPlus
User Group Default privileges
E% Regional Options
Local users - £ search Y-
Indexing Service
a 9 Name 7 Allow Deny By IP
cas o admin
O Notification
guest
Task Scheduler I hector 1 I
4 Update & Restore
A~ Applications
eg Privileges
E Application Portal ditem(s) | ¢
2 Shared Folder Sync “ Cancel
[B] Terminal & SNMP Sitem(s) | @
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. AI*
MailPlus 4!
1. MailPlus 27191 HO|X|S Alsksts WHol= S 74x|7t YL},

+ M2l HlF > MailPlus £ O|SgL|Ct.

i e 2

Conurol Panel File Station EZ-Internet DSM Help

P

o= 1
W
—

Package Resource Log Center Security Advisor
Center Monitor

? M =

Support Center MailPlus MailPlus Server

H ZES Sl MailPlus off HAMASILICEH, & HatRX{ Q| 4 HA|E0| Synology
NAS O|E2 &2t = "/mail" & LHYLICL. 0l S0{ Synology NAS 7F mydiskstation 0|
mydiskstation/mail £ YHYLICH. S8 TEJMW XHS S Moo= WH2 0| E2L EME X

TSHMAIL .

M mydiskstation - Synolog X |

C f ID mydiskstation/mail/ IB

Welcome to Data Center

The most secure place to centralize and
manage your valuable information

mydiskstation
1
a

. Remember me

Sign in
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2. DSM AIEXt O] St A EE =5H0f 2aQITL T,

M mydiskstation - Synoloc X '\

€& - C A |[) mydiskstation/mail/

Welcome to Data Center

The most secure place to centralize and
manage your valuable information

mydiskstation

1 hector

a ssssss

B Remember me

Sign in

P4

3. MailPlus £ & x%[5}7| Mol MailPlus Server 8&0| M E|™ MailPlus Server 2| SMTP EH0| Xt&

O MH >SMTP off EA|EL|CtH.

(<

[enews]lkm] 24! ZAl: Synology RS2818RP+ [IEEIS Feb 06

tion NAS: i ke ) Synology Moments: 2E/8] A{=9171 AIEl &% 8 (htp: K /_to_move_or_copy._photos_from__
oficial: Synology | Alltome | Feb 06

ackStation NAS de 3U RS2818RP+{htips RS2818RP+) Synology Moments: una solucion fotografica para uso personal totalmente: DSM
Settings Ealn

General Add || Edit || Delete || Default pw.synology.come /_to_mov.
Theme Customization Edit Feb 06

Auto Reply/Forward SMTP server: synology.com i e e
Mailbox SMTP port = Feb 06

Shared Mailbx o

ared Maiibox ' Authentication required
Filter Feb 06
Usemame: elizalin
Priority Mailbox https .t
Password
SMTP Feb 06
OpenPGP Secure connection (TLS) required Fotos(htips i
Noification Secure connection (SSL) required e
Sender email synology.com i

Sender name: elizalin Feb 06

g ology. /_to_move_or_
Feb 06

o I — o
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EfAL O|H[Y S2I0|HE

CHE o|H|Y S2t0|AEE AE3I0] Synology NAS Ol A O H| Y A M| A

Synology NAS 2| o|H| #HE Microsoft® Outlook® =& Mozilla® Thunderbird® @ Z+2 CHFs! O
YU S2to|HE HAE 2 ASLICEH. ozl ool A= Thunderbird® £ AHE3t0{ Synology NAS 0 S A
RIE o AFol| MM ASHE YHS HOFLICH,

1. MailPlus Server £ A|Ztst1 AMH|A H[O|X| 2 0| 55t0] IMAP & POP3 £ ZHMstetL|Ct.

=

R/ MailPlus Server il =

Network Interface
£l server Management

Network Interface: LAN 1 (10.11.13.38) -
E Threat Monitor

IMAP/POP3
@ Domain Enable following client protocols to receive mails via mail clients, e.g. Outlook.

N i " Enable POP3
Mail Delivery
" Enable POP3 SSL/TLS

( A
' Enable IMAP SSL/TLS
% security

« Prohibit plaintext authentication over unencrypted connection

Advanced

i= Queue

E Auditing

Full-Text Search

When full-text search is enabled, the system will index mail contents. The clients (e.g. MailPlus) supporting this feature

can search for keywords in the mails to enhance the searching accuracy. Enabling this feature may increase system
M License X

loading.

« Enable full-text search
2 Account

Allow character search for Chinese, Japanese, and Korean mail

A character segmenter will be enabled to help you find specific characters in Chinese, Japanese, and Korean mail
contents.

Apply Reset

2. AFE{0|M Thunderbird® £ AlIZf5t 1 O|H[Z S S2/610{ 7| & O|H[ AE BF &S AZRLICH.

B Local Folders ‘ ®# B - o x
[ Get Messages v #" Write '~ ) Chat /R Address Book ‘ O Tag v T QuickFilter |Search <Ctrl+K> Q| = | events < > X
:;jmhﬂm T b underbird Mail - Local Folders 1 7 J'::'MD cv:3 = B
o T [ New Event
i Outhex I Accounts « Today
Qﬁ} View settings for this account > Tomorrow

> Upcoming (5 days)
(=3 Setup an account:

T Chat | Newsgroups |5 Feeds

Create a new calendar

I Advanced Features

Q Search messages

<k Manage message filters
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3. DSM A Xt AI™ 2| 0|& , MailPlus &

2 S HAQEES YetL|Ct. AL S 2RIt
Set Up an Existing Email Account >
Your name: | Heather | Your name, as shown to others
Email address: |zather m .com| Your existing email address
Password: |----------| |
Rememnber password
Manual config LContinue Cancel
4. Thunderbird® 7t MailPlus AIE S ZMefLICt . MH0| SHIEZH ¢t2 E 22/st0] MF S OpL(Ct
5. 2H0| &= =M MailPlus AIH0| 21% o 2of| LIEFELICE. AIEE T2 225t EE AMes g3y
&= UAELICEH.
B e ‘ BE - O x
[7 Get Messages v # Wiite v CJChat R AddressBook | © Tag v T/ Quick Filter | Search <Cirl« K> Q= Events < > X
> Bt | om ( ~4776) R . Fri <0 >
~ 5 heatherl @ com] Thunderbird Mail - o S s am.com 17 Ja:l?_OZOCWB
() Inbox
(€3 New Event
~ H| Local Folders l Email
& Trash v Today
(™, Outbox

[zl Read messages

Ii’l' Write a new message

{ Accounts

(=% Setup an account:

(= Email (& Chat

[E] Create a new calendar

) Newsgroups

ﬁ View settings for this account

[ Feeds

{ Advanced Features

O\ Search messages

<« Manage message filters

T Offline settings

|, Manage folder subscriptions

> Tomorrow

> Upcoming (5 days)
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MailPlus Of| A 2 S Solf O|HYS ELAHLE 2 &~ gl= o|fe AL ?
1. SMTP, DNS & MX 2} 22 MailPlus @& 0| SHIEX| gtolstL|C} .

SLITH. A2 S
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nx

HOo| SHHE AYLICt.

.E Control Panel 7 — 0 X

A& | O Search Language NTP Service

Current Time

Security
Wed, Apr 1 2015 13:52:29
A~ System
Time Zone
0 Info Center
Time zone: {GMT+08:00) Taipei -
@ Login Style
Time Setting
'© Regional Options Manually
Date: 2015/4/1
@ Media Indexing
Time: 13 w |:]| 52 - |:| 29 -
o Notification @ Synchronize with NTP server
Server address: pool.ntp.org -
7] Task scheduler
Update Now

&' Hardware & Power

E External Devices Apply Reset

3. BREQ ZE Ho Tt SHHEX|

_|50+

folgtL|ct.

rlo
e

4, N B IP 7t AMHE SEE[JU=X] 2AQI5tHH Spamhaus 0 Y25HAQ . I 22 Z2 At

O|EQ| A}t S0l ALE X} IP & HAZLICE.

o|H| S2jo|HEE Edlf O|HIYS ELHHLL S £ Ql= OlfE RAYULIN ?
1. IMAP & POP3 7} &AM stE|Q=X| golsti|ct,

2. At 0|21 A =Tt SHIEX| holshi|ct,

3. SMTP, DNS & MX 2t Z2 MailPlus ¥&0| SHIEX| SHIEHL|Ct,

4. Synology NAS 2| oIE{ul 70| SHHEX| =flefL|Ct. HoE > X FMo= o|SEfLICH. AlZH o
)\‘I NTP M2}t S7[2tS MEHSI0 X F HOI0|E HES S2I5t0] QIE{Hl 20| SHIEX| HAFLIC.
Z7t dSHoR diete|H 40| SHHE AULICH.

5. 2tREQ ZE Mz It SHIEX| =elgtL|Ct.

rlo
2
Rl

6. AF2 0! IP 7} AIHE SE&|YE=X| 201512{H Spamhaus 0| W2SHAAQ . 1 2 2
EQ| XITH S=0|A AFEXEIP £ FMA{RILICEH.
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CHE HIY MH (o : Gmail) 0lM 2 O|HY S #E = Q= 0| f= FAYULIM ?

1. DNS HH0| SHIEH TH=U=X| Sl efL|Ct. CHE HIY MH{0llA Synology NAS £ &2 = ULS
MX 2| ZELt A 2|2 E7} Synology NAS & 7+2[7{0F Lt .

2. Synology NAS 7t & |P FAE JHX| 1 1 QIE{Ullof HZEEO J=X| E= =HQl 0|50 SHIPE
SHIEA| 7t2]7| 1 J=X] ZelgfLct.

=

3. Synology NAS 7} NAT 23t / 2tREE Satot= E MY 0 Y™ ZE M0| MHZ &SsH=X|
SIOISHAA|R . CanYouSeeMe HIAIO|ERZ 0|56t EE 25 £ QasIH X E TE0| Z58t=X| 05

solgr 4 BLCH,

L

mu

D
o
el
N
2}
[e)
e
re
riot

El ool HIAXIE HESIH 2F 2 ArM| §QIS etelghL|Ct,
Gmail £= Hotmail 2t Z2 EH MY AECZE o|HYS B wf HESst= 0|

— T

£ Zo|sto] 2l AtEo RmME 7*APE.H—IEF o4tsk DNS =
|H|2o| HEELICE. ISP o 22|35
t.Spamhaus 0| 2H25t0{ 0| Folgt 4= Q!
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7|2 M& ol ofo|J2{|o|M =15 AEsHH S& S &% 10| MailPlus Server 7k MailPlus 7+ OH:! |
Y MH ( off : Microsoft Exchange %! IMAP 0| A{H{ ) 2 EFAF AH[A (0l : Gmail 3! Yahoo Mail) 2| 0|
Y S oro|azjjojde = LELICEH.

O] oA = o|H| Y2 Microsoft Exchange 0l Al MailPlus Server 2 0t0| J2{|0|Mst= WS M
CH. AIZESE7| ol CHS 2l g 2R eX] 2RlshAlR .

o
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HL|

+ Synology NAS 0flA{ DSM 6.0 0| 40| A#=| 11 MailPlus Server & X|2Ist=X| &QIFLICH (Sgt B
2 07| &Hx).

« Synology NAS 0| Al MailPlus Server 7+ CHAF |2 M7t E| =2 METHLICH,

o Y2 AH ALEXL 0|2 THARIE | S MailPlus AlE 0|ES ST ELICH.

MailPlus Server Of|A] | Or0|22j|0|M = ot=7|

MailPlus Server MH{0| 215tT MH 2t2| > M| 01| 20| MO 2 0|53t = MM HES 2280
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https://www.synology.com/dsm/packages/MailPlus-Server
https://www.synology.com/knowledgebase/DSM/help/MailPlus-Server/mailplus_server_mail_migrate
https://www.synology.com/knowledgebase/DSM/help/MailPlus-Server/mailplus_server_mail_migrate

MailPlus Server T = e

Mail Monitor Server List Mail Migration Configuration Import

Edit Delete Start £ search

E Threat Monitor

Task Status Information

@ pomain

a Mail Delivery

& service

% security

1= Queue

E Auditing

M License

31 Account

Nodata |
ofo| 20| M AW ol YU MO = 0| S5t M | MEIS Microsoft Exchange 2 AH%H =
E

Microsoft Exchange MO B HHE & BfLICH,

. Microsoft Exchange Server 87Z0lA IMAP ZE HFAIE &2 = JUSLICH.

. CHE ZE 212 AlEof et Tl AAMA Aol U= 21 AIF0| f2 Mo A2H 2IY AHS AL
2} 2 Aol

o
stof M oo|a|o| M= MBI A|E XA STS YHLICH. O AFS AHEBHH 2
g ojo|2

o
st HMA Fots QESHA| §EE o|H|Y

. A2 MY 750 met 7|ZHEE ofo| o] ME AP E X|HE £ ASLITH.

Migration Settings

User List Filter Notification

Task: Microsoft Exchange Migrate
Select the server type: Microsoft Exchange -
Server address: mailtest.synology.com
Port: 993

+ Enable secure connection (55L)
" Verify S5L certificate

IMAP path prefix:

Test Connection

+ Migrate mail with the delegate account

Account: mail_admin
Password: ssssssse
Accounts to migrate per time period: 5|

+ Schedule email migration

From 00 - :| 00 -

Save Close
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AR =28 7HM Q7|
1. B of2 @7 NS EE5t= ALEAI 552 ZHIYLICH.
« Microsoft Excel, Google AT EAIE S AIR30] ALRAI 222 CSV HAlOZ MMt

o OF ol SHLEY AFEA AIY YEE LRI,

o AZ0M 2EZ Holo 2 YR AN | A2 AW IHAQE 9 ST MailPlus Server A™ S 2 A8
A HEE LtgeiLct

o ZHE RS HE () E L2ELICH.

« A2 M REO| Microsoft Exchange £ HEE[0] A1 21 AHE Ar2sto] M| Oto] |
O|M0| 2 M3lE|0] Qo™ I A™ AQIEE Mk o JUSLICH( ol : source_account_

2. QEE ALBR 222 Tt 22 HA0|o{of BiLic,

source_account_1,source_account_1_password,MailPlus_Server_account_1

source_account_2,source_account_2_password,MailPlus_Server_account_2

source_account_3,source_account_3_password,MailPlus_Server_account_3

source_account_N,source_account_N_password,MailPlus_Server_account_N

3. MEX SECZ O|SHLICH. 07| SES 7IME 4 AELITH. ZE AT U0 7t SHHEX]

LICE.

Migration Settings

General Filter Notification
Delete Check LD search

Source Account MailPlus Account Result

No data | C

Save Close
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1. EE| oM Oro|2g|o|d 7|ES XIFsHALE £ oY at ALMErS A E LT,

[=]

Migration Settings

User List Notification

General

+ Discard mail received before the date: 2017-01-01
Discard mail received after the date: To
Skip trash mail

+ Skip spam mail
Maximum size per email (KB): 10240

+ Enable mailbox filter
® Skip mailboxes by keyword
Migrate mailboxes by keyword

Set Keywords

2. IS AMBS T RISH2IT AL S HE| 243t 2
L{$7] = FIQIEE AL Oo| 120|1M ) & MeEEL

3. FI9{E £™s S5t F Fo| HAES LPfLICt.

=

22 MeElstT HE A (FIYER AN

« FISE : M3t HE| MO Tt YRS AN BE HEGHEE HAES QBLICE,

=

o oQ]: LX|StE AtME0| ME|E|X| BT HAES BT,

4. & G0 FrAls Y=Y + AFLICH. J2{H YA &% Bof| S2HAIZF L0k FELICH (ol -/

=~

REGULAR_EXPRESSIONY/).

o
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Set Keywords x

Keyword

I random I

Misc x

Exceptions

I Enter text here I

survey x

Set keywords or regular expressions to filter mailboxes. When you set
a regular expression, add a slash (/) before and after it
(e.q./"RegExp3/).
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2. 2 ©0l A MailPlus Server 7t 2t #|39| oo|Jalo|d 23t 2248 F&WOF SH=X| 029t BHalx}ot
U2 $41}s 9IXIE BHELICH

Migration Settings

General User List Filter Notification

+ Send success notification

To the source acccount

To the corresponding MailPlus account

To the system administrator via DSM desktop notifications

" To this email address: admin@aaa.bbb.mail

+" Send failure notification

To the source acccount

To the corresponding MailPlus account

To the system administrator via DSM desktop notifications

« To this email address: admin@aaa.bbb.mail

Save Close
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20| =2 E WX|5t2{H MailPlus Server Of| Al IMAP/P

Ol A O|HZ S O|F / AISIK| DAL .

0
w

Task Summary

Task: To_MailPlus
Status: o Migration complete
Result: 1/1 email accounts migrated
Failed count: 0
Logs
Export
Time Level

2017-03-27 22:02:38 Info
2017-03-27 22:02:38 Info
2017-03-27 22:02:37 Info
2017-03-27 22:02:37 Info
2017-03-27 22:02:37 Info

2017-03-27 22:02:37 Info

Source Account

admin
admin
admin
admin
admin

admin

MailPlus Account
admin
admin
admin
admin
admin

admin

D search Y

Event

Mail migration for folder [Junk] complet...
Mail migration from [admin] to [admin]...
Mail migration from [admin] to [admin]...
Mail migration for folder [INBOX] is abo...
Mail migration for folder [Junk] is about...

Mail migration for folder [INBOX] compl...

6item(s) | C

F/ MailPlus Server 7 — B8 X
Mail Monitor Server List Mail Migration Configuration Import
cll] Server Management
Edit Delete O search
E Threat Monitor Task Status Information
@ Domain To_MailPlus e Task initialized
+ . .
% Mail Delivery
& Service
P@ Security
1= Queue
E Auditing
M License
2 Account
1item(s) | ¢
=] = =a|s = 310|s
2. 85 (=AM ofo|2) & 22/st0] oto|azj|o|d EAI2t 25 FoletL|Ct.
Information X
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A AH M2 Microsoft Exchange 0| A MailPlus Server 2
It 27|

X&EHO R AT & JEE Microsoft Exchange Mt 2] A| AR M0 HAIS LHE LT MailPlus
Server £ 7t & = JU&LICH.

Microsoft Exchange O|A] A|AR! 714 51 HX LHELY 7|
1. 7|0l A3 E oY (ExchangeConfigExport.psl) S C2Z =8tL|Ct,
2. Microsoft Exchange Server 7t &3 &2l Windows ZFE{0f] A|AR! 2t2|Xt2 2QISfL|CE,

3. A3RE IYS Windows ZFEIE O|SEILICEH.

Administrator. Windows PowerShell

. Open

= Run with PowerShell

Edit
(& Editwith Notepads +
Openwith

Share with

Restore previous versions

Sendto
Cut

Copy

Create shortcut
Delete

Rename

Properties

5. dH M HE RS 2= HO| LEILIH O S MEHSI| ASRE HHS 518,

6. A0 2= =™ Microsoft Exchange MHOIM A|AE 142 SynologyExportedExchangeConf.
xml I 2 HEZ SynologyExportedAlias.txt THU 2 LHEHL|C,

7. HEE xml I ixt Y S 22 HAREZE FAULICH
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« MailPlus Server & %x7|3}st2{=
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2 MailPlus Server 2 7tH 27|

ChS A B SHLIZ 71 Q7| Z2HAE AFFRILICH.

2 : MailPlus Server & AlZfst1l Microsoft Exchange Ol A|

p=|
o
742 Jhdiot MES U NAH A2 Metshc,

« MailPlus Server 7t 0|0] x£7|3}El AL : MailPlus Server £ At MH 22| > 1M 71H 7| >
T 7tHR7|Z o|sEL|Ct.

EfMs 32l5t0] 22 HEE 0| A SynologyExportedExchangeConf.xml It S 7} SL|C},

[=] Threat Monitor fuick cetup,

@ Domain

i Mail Delivery
4." Service

%, security

1= Queue

E Auditing

M License

2 Account

MailPlus Server

Mail Monitor Server List Mail Migration Configuration Import

|
You can import system configura Configuration Import Wizard

Import Configurations

Import Configurations from Microsoft Exchange

Note: After the configurations ari

Export system configurations from Microsoft Exchange (See instructions). Then, import
the configurations to MailPlus Server from below.

File Path: SynologyExportedExchangeConi| Browse

Next Cancel

2(310f ik 417 (0l : SMTP &L wok %) 3t 7| (0l : 2A2IAE Y 3j0|E2|AE ) of
g 2

tets =helgtt . It IS

2lgLICt.
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https://www.synology.com/wheretobuy/locate_synology_partner
https://www.synology.com/wheretobuy/locate_synology_partner
https://www.synology.com/products/MailPlus_License

4% MNEXL 2oldlA

MailPlus Server Po="0 X
Server Management
License key License Quantity Activated Date Expiry Date « Status
E Threat Monitor DEFAULT FREE LICENSE 5 _ validated
@ Domain
&+ - =
=5 Mail Delivery
& Service
’e Security
1= Queue
B Auditing
3 Account
Total: 5 Used: 3 Unused:
x i o o2 xXo | OlO Al 235 k] k=1
2. 2fo[HIA 37} &0l M MailPlus Server 9| 2tO[HIA Aok 9| ZA| O ML . LIS =eldt =
= = S
o|E Z=lgLCt.
F/ MailPlus Server
Add
Clll Server Management
License key License Quantity Activated Date Expiry Date = Status
E Threat Monitor DEFAULT FREE LICENSE 3 _ validated
@ Domain
Add License x
4+ N
25 Mail Delivery
Check License Agreement
‘.-P service Please read the following license agreement for MailPlus Server before proceeding.
%, Security
Thank you for purchasing the license for MailPlus Server. Please read the following agreement
statements:
Queue
« This license key can be applied to only one DiskStation server at a time.
« This license key cannot be distributed or provided to any third party.
E Auditing = If the license key is not activated and lost, no replacement will be issued.
= This license key and the information of your DiskStation, including serial number, MAC address,
and model name, will be sent back to Synoclogy for validation. We will not collect any personal data
.p Li during validation.
If you agree with the terms above, click Agree to continue.
1 Account
Total: 5 Used: 3 Unused:
ol oo =z2|d
3. Synology AI™o| 230151 L2 2 S=IELICt.
i
e = S A O - A o o LAl
o 243t = 2L0|MIAS HAlst 4= @O Synology AIE0| 221510 7|& X/ E|ZUS HESHIA
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https://account.synology.com/support
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AEAR 20l A

R/ MailPlus Server

Add
cll] server Management

License key License Quantity Activated Date Expiry Date - Status i
[E5] Threat Monitor DEFAULT FREE LTCENSE 5 5 Validated

@ oomain

B Mail Delivery

Add License X

Link with Synology Account

+* service Add licenses to your Synology Account for easier management.

n Security

Please log in with your Synclogy Account credentials to activate your licenses. If the activated license keys

. — Q are lost, you can retrieve them by signing in to the Synology Account website.
= Queue

B Auditing

Total: 3 Used: 3 Unused: 2

4. C}3 o|0[X|et Zo| 2fojlA 7] ZEof| 2fo[dlA H S 2ABL|Ct . 2to[ WA S £ JH of &t F=7tsHof

7
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F/ MailPlus Server
Add
clil] server Management
Add License x Status
El Threat Monitor Validated

@ poman Enter License Keys
Please enter the license key(s) displayed on your card(s).

i Mail Delivery

i License key o1 £
4." Service

02. =
% security
1= Queue

E Auditing

*You can paste multiple license keys here.

Back Cancel
1 Account
Q Personal

Total: 5 Used: 5 Unused: 0
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MailPlus Server

Add
clil] server Management

Add License x Status

El Threat Monitor Validated

@ poman Confirm License Information

Please confirm the details of the licenses.

ﬁ Mail Delivery

) Account: @gmail.com
4." Service
Total licenses: 10

%, security License key License Quantity Status

5 Validat...
= Queue
=Q 2) Validat...
E Auditing

Next Cancel
1 Account
Q Personal
Total: 5 Used: 5 Unused: 0
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R! MailPlus Server e L= P
| ada |
l; Server Management —
License key License Quantity Activated Date Expiry Date « Status
@ Threat Monitor DEFAULT FREE LICENSE 5 _ validated

=

5 2018/09/06 2018/10/06 Validated

@ pomain L 5 2018/09/06 2018/10/06 Validated

i Mail Delivery
4* service

%, Security

1= Queue

E Auditing

1 Account

Q Personal

I Total: 15 Used: 5 Unused: 10
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3. MailPlus Server £ A|ZtgtL|CE.
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o

cli] server Management
E Threat Monitor

@ pomain

é Mail Delivery
% Ssecurity

1= Queue

E Auditing

B Lcense

2 Account

MailPlus Server e S
SMTP
Enable SMTP to deliver and receive mails.

~ Enable SMTP

Account type: LDAP Users (synology.mst) -

Port: Local users

+/ Enable SMTP-S5L

Port:
" Enable SMTP-TLS

Port: 587

Network Interface

Network Interface: LAN 1 (10.11.13.38) -

IMAP/POP3

Enable following client protocols to receive mails via mail clients, e.g. Outiook.
« Enable POP2

" Enable POP3 SSL/TLS

~ Enable IMAP

« Enable IMAP SSL/TLS

«f Prohibit plaintext authentication over unencrypted connection

Advanced

Full-Text Search

Apply Reset

LDAP A 8XL L= &

5. 82 2=I50] C|A 2| MH|A0M AIXL AFE 7PMFLICH. CHS 00| X|eF 20| 2 MRS

o
Hiel ArgxtE Metstn M2 2216t Z 1 Ho| HAIELICH.

~

I; Server Management

E Threat Monitor

@ Domain

é Mail Delivery

MailPlus Server
SMTP
Enable SMTP to deliver and receive mails.
" Enable SMTP
Account type: LDAP Users {synology.mst) -
Port: 25
«f Enable SMTP-SSL
Port: 465

W/ Enable SMTP-TLS

%, Security
1= Queue

E Auditing

Q Do you want to migrate the mails from local account te LDAP/domain account?

Note: SMTP and IMAP/POP3 services will be suspended during the migration.

ﬁ License
1 Account
Q Personal

Enable following client protocols to receive mails via mail clients, e.g. Outlook.
" Enable POP3

« Enable POP3 SSL/TLS

" Enable IMAP

" Enable IMAP SSL/TLS

w/" Prohibit plaintext authentication over unencrypted connection

Advanced

Full-Text Search

® saving... Reset
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E_/ MailPlus Server 2 = I X
:- 1. S Group Settings User Policy Delegation
Max. User Number Limit: 5 Activated: 1 D search Y
E SDECaE MBRROF Name =| Activate Deactivate Activation Info Status
@ & admin v Activated Normal
omain
guest Inactivated Disabled
é Mail Delivery
& service
% security
1= Queue
B Auditing
M License
@ Personal
2item(s)
3. g3 WE Zoi| 2to|d AT AFEXI| A HEE|U=K] oIt HAIELICE.
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£l server Management
E Threat Monitor

@ pomain

é Mail Delivery

& Service

B security

1= Queue

B Auditing

M License

@ Personal

User Settings

Max. User Number Limit: 5

Name
administrators
http

users

MailPlus Server 2 = I X
User Palicy Delegation
Activated: 1 D search Y
Activate Deactivate Description
System default admin group
System default group for Web services
System default group
Jitem(s)  C

Reset
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K_/ MailPlus Server ettt

User Group User Policy Delegation

[ ~# Activate all users by default I

£l server Management

E Threat Monitor

@ Domain

é Mail Delivery

Ticking this option will activate all the users without individual configuration or not belonging to any configured groups.

& service
% security
1= Queue

B Auditing
M License

@ Personal

Apply Reset
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FI MailPlus Server T =
User Group Settings Delegation
el server Management
& |t 0~ search 1 disable quota
[E] Threat Monitor
+ [l disable quota . .
Mail Delivery
@ Domain )
B Default policy Disable auto forwarding Yes
% Mail Deli
i Mail Delivery Daily sending quota (number) By domain
‘-_’ Service Daily outbound traffic (MB) By domain
Single attachment size (MB) By domain
Pé Security » Send mail to internal users only No
1= Queue Service
~ Enable IMAP Yes
E Auditing
Allow login only from LAN via No
M License tap
Enable POP3 Yes
Allow login only from LAN via No
POP3
Enable full-text search Yes
= >3 = o =292 0O S
3. ST EHoM AFEXL MO 2 0| S5t 0|8 20l FH 0SS YHFLICE.
Al HSF A O o [ = kel
4, A MEY £ A E MY EECHR im0l M HM MyS MEHSiLCE,
b=
o e o o - Ao -y
o M FHEo| oot RpAlet LHE2 FM FE 3 Aot M S HESHUAIL .
F/ Create X
User Policy Target User
el server Management
General guota
E Threat Monitor
Name
@ pomain Color [ ] - 4
prwarding Yes
-+ . . Mail Delivery
[\] Mail Delivery quota (number) By domain
Disable auto forwarding By domain -
= Scrvice d traffic (MB) By domain
+* Daily sending quota (number) By domain
nent size (MB) By domain
N Daily outbound traffic (MB) By domain
r"‘ security nternal users only No
Single attachment size (MB) By domain
1= Queue Send mail to internal users only No -
Yes
E Auditing Service
y from LAN via No
R Enable IMAP Yes -
ﬁ License
Allow login only from LAN via IMAP No - Yes
Fnable pors = T yrem s "
it search Yes
E =1 ¥y =2 =1 =22 k<] L =2
5. e A EA o= ekt FHME MY AFEAILL IES MEFLITH. & JHol A= HM B2 A
B =3 =2 A A
8ot tieE He o= ASLILE.
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F/ Create x
User Policy Target User
cl] server Management |
Choose target users and groups to apply the policy to them. uota
[E] Threat Monitor D search
- f
@ pomain User -
« | admin fwarding
4+ .
= Mail Delivery alexI111 uota (number)
Andrewtan traffic (MB
& Service ol (M)
dieselt ent size (MB)
i normalboy

’é Security ternal users only
I= Queue

E Auditing

| from LAN via
M License
admin x
% Account | from LAN via
search

Yes
By domain
By domain
By domain

No

Yes

6. gols 22lsto] 4™ S 2AEFLICH
7. FMO| MG AL2XE FM Ho|X[of LIZELICH. HOX] 2EX THEO|AM A MR HEt @HE 0|
2l = YMS MEfgfL(Ct
& MailPlus Server il — s
User Group Settings User Policy Delegation
cl] server Management
4+ I |t £ - search [ disable quota
[E] Threat Monitor
@ Domain ~ W disable quota Mail Delivery
- alexiill N N
Disable auto forwarding Yes
é Mail Delivery B Default policy Daily sending quota (number) By domain
‘__’ Service Daily outbound traffic (MB) By domain
Single attachment size (MB) By domain
r"‘ security . Send mail to internal users only No
= Queue Service
E Auditing Enable IMAP Yes
Allow login only from LAN via No
M License map
Enable POP3 Yes
Allow login only from LAN via No
POP3
Enable full-text search Yes
A O
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R/ MailPlus Server ol
User Group Settings User Policy
cll] server Management
+ EI i D -search [ New policy
@ Threat Manitor
~ [l old policy s o
% : . Mail Delivery
B Mail Delivery
&, admin ! "
Disable auto forwarding Yes
@ Service ~ [l New policy Daily sending quota (number) 500
$  admi =
ﬂ o = admin Daily outbound traffic (MB) 2000
B Default policy Single attachment size (MB) 1000
I= Rl Send mail to internal users only No
b
E Auditing Service
. Enable IMAP Yes
P License
Allow Togin only from LAN via No
Enable POP2 Yes
Q Personal Allow login only from LAN via No
POP3
Enable full-text search Yes
OkH}SF SEAF [ =2l o AOIE k<]
3. Syt oA H 010|222 S2I5t0] P @M £9/E HEYLIL).
b=
Sl = k=1 3 o AO = o k= BEA
o AEXL ot oA £ YMES HEStH 0] YMO| 24 =297t THE YMELCE =2X[ Ity .
F/ MailPlus Server e = e
User Group Settings User Policy Delegation
el server Management
+ & D~ search 1 disable quota
E Threat Monitor
B policy 2
Mail Delivery
@ Domain disabl
B disable quota Disable auto forwarding Yes
¥ Mail Delive
[\] ry Daily sending quota (number) By domain
‘__’ Service Daily outbound traffic (MB) By domain
Single attachment size (MB) By domain
r"‘ security » Send mail to internal users only No
1= Queue Service
Enable IMAP Yes
B Auditing
Allow login only from LAN via No
M License map
Enable POP3 Yes
Allow login only from LAN via No
POP3
Enable full-text search Yes
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& MailPlus Server e Y TR
User Group Settings User Policy Delegation
I; Server Management
+ C D - search M policy 2
E Threat Monitor
® Domain b L= 2 N Mail Delivery
+ W disable quota Disable auto forwarding By domain
% Mail Delivery B Default policy Daily sending quota (number) By domain
& service Daily outbound traffic (MB) By domain
Single attachment size (MB) By domain
-° Security . Send mail to internal users only No
= Queue Service
ble IMAP Yes
B Auditing Ene
Allow login only from LAN via No
M License 1A
Enable POP3 Yes
POP2
Enable full-text search Yes
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User Group Settings User Policy Delegation
cll] server Management

& | 4t D~ search W Admin
[E] Threat Monitor

+ [ Admin
Domain
@ Domain
Alias v

=5 Mail Delivery Auto BCC v
& Service

P security

1= Queue

B Auditing

P License
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clil] server Management
E Threat Monitor

@ pomain

a Mail Delivery

& service

% security

1= Queue

E Auditing

M License

Delegation Target User

General
Name
Color

Delegation profile

Server Management
Mail Monitor
Mail Migration
Threat Monitor

Mail Delivery

Domain
General
W Alias

Quota Usage

Create

Domain Admin

Domain Assistant

Server List
Configuration Import

Service

User/Group
" Auto BCC

Disclaimer

Cancel
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MEXtE =Helel E&at X5 BCC 2h 2t2|g £

3. CHA AFZA RO 2 0|83t X FHE 2| HA

UELICH.

off ka2t HAME AFEX

F2[Xtof = Q1 22| XS MEHSHH Of 1 MM FHE AHEAHE 7|1E M2

JE=EERE

— (|

2

#alg = JAELICEH. J2{Lt =l 22| xtofl Ml =R0[S H=SHH o] 2| FHMo| MBE|=

gLIct.

cll] server Management
E Threat Monitor

@ pomain

é Mail Delivery

& Service

P security

1= Queue

B Auditing

P License

Delegation Target User

Create

Choose target users and groups to apply the policy to them.

,O Search

User ~
admin
alexI111
Andrewtan
dieselt

normalboy

<]

Cancel
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MailPlus Server

[l

User Policy Delegation

Group Settings

User

el server Management

M Domain Admin

I D~ search

E Threat Monitor

@ Domain

B Domain Admin| »* T

>

Domain

General

B Admin

3

User/Group

Mail Delivery

4+
]

Alias

& Service

Auto BCC

Quota Usage

P@ Security

Disclaimer

»

Queue

E Auditing

M License

l Account
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MailPlus Server Mot 4H0| DSM HH 1t S7|otELICH. DSM 9| 2| 250 £3h= AH8Xts Z&
MailPlus Server Aol ANAZ 4 QIX|BH st ALBRHE CHS O[0IX|2t 22 el HolX|et 2 4 YL
Ct.

& Synology MailPlus Server i = e G

Personal
Q Personal

Enable the following options to apply auto-forwarding and auto-reply functions.
Enable auto-forwarding
Forward mail to:
Keep mail copy in the Inbox

« Enable auto-reply

Time range: 2020-04-24 2020-04-25
Subject: This is an autoreply...[Re: $SUBJECT]
Message: Dear $FROM,

Please note that I am away. Your message regarding $SUBJECT

will be read when I return. Thank you.

You can set up other Auto-Reply messages for specific mail domains or addresses in Advanced Settings. Synology
MailPlus Server will use the default message if no rules are matched.

Advanced Settinas

o HIo{Ttof| Al MailPlus Server o H3t MHZ 7|22t 2 QX|s{of BFL|Ct. MailPlus Server Of Cist
Hsto| 2 E AL XIOIA| AO{OF EL|Ct. IHX| eto™ m7|X| 7| 50| MSHELICE.
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MailPlus Server = 0| MH|A T2EZ O] F EEA 714 QIE{T|0
TEE 7Lt YL} MO HIER A QIETO]A S CHA| HEQIE S 4 .
ol o E Ao FE2 0|X[E2 LR0f WA B™o| THE A=K HISHIAIL .

SMTP

SMTP & ZE M| 7S ArEILICt . MailPlus Server Of| A 0[2{$t ZE= SMTP( ZE ¥ : 25), SMTP-
SSL(ZEE H$ :465) B SMTP-TLS( EE H% :587) 2 EAIELICH. TZ2EE M| 7ot s A2 Chs ot
Z&Lct.

« SMTP: SMTP £ 2|2 O|H|Y &S 415110 LHE O|H|Y S i St= Ol AF8Els BE Z2ESLICH.
MailPlus Server & HOJAHE AHE5HH STARTTLS 7t X[ ™= X| 42 2L W (hamming) 2EE At
85t0] o|H| Y HIAIXIS HHEEILICE. 91X Synology SMTP & &5 3te|0f QX Y&LICH, &%
261H 07| FRSHHAIL.

o SMTP-SSL: SMTPS = SMTP-SSL 0| X|¢l&|= T2 EZILICt. DSM 0| I O| & SSL &S SHE X[ 25t
X| eto B2 MailPlus Server = TLS & Ss{A{2f SMTP-SSL off HZE 5~ JUESLICE.

g2
0

STARTTLS £ S8l SMTP & 2= 3t5h= 2 CHEL|CEH. SMTP = SHEMO|Z =

S |E | |:|
Z1S H&HOoF HLICE. o]l ZREZES AR50 220[30F 5ti= F2 XHMIE LIB2 of7|2
A2,

o SMTP-TLS: SMTPS = SMTP-TLS 0| X|2lE|= TZEZ0|H STARTTLS £ Edl| d=3tE f3etL|C}.
SMTP-TLS 0ll= 2150| ERdtEz =2 S20[AE MSA 7t2| LR Z2E 20| AFZELICt.

SMTP &H

SMTP Y i ZEQ| TAHR LS XAE EXsIAL.

1. MHIA>IOZ2ES >SMTP £ 0|58t SMTP &3} 2H012t2 MEstL|CE,

MTP = Mg MHQ| 7|2 Z2EZL|Ct.
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http://www.postfix.org/TLS_README.html#Enabling%20TLS%20in%20the%20Postfix%20SMTP%20server
http://www.postfix.org/postconf.5.html#smtp_tls_security_level
http://www.postfix.org/postconf.5.html#smtpd_tls_wrappermode
https://tools.ietf.org/html/rfc2476#Abstract

F/ Synology MailPlus Server S = a2

Protocol
cl] server Management

SMTP
Threat Monitor
E Enable SMTP to deliver and receive mails.
@ pomain | Enable smTp |
Account type: LDAP Users {esthertest.test) -
é Mail Delivery Port: 25
w7 Enable SMTP-S5L
& Service
Port: 465
r. Security " Enable SMTP-TLS
Port: 587
1= Queue
Network Interface
Auditing
E Network Interface: LAN 1 (10.17.28.44) -
License
ﬁ IMAP/POP3
1 Account Enable following client protocols to receive mails via mail clients, e.g. Outlock.
~#" Enable POP2
Apply Reset
=} Sk A OlA
2. ZE IM = g HEY 4 ASLICH
=
= St Ao =2 (= =A
o SE% 27t OofLIEHH I 2 ZE 25 £ AF83t= 0| ZE5LICE.

« SMTP-SSL &%} : SMTPS & Z2EZE AISYLICH. ZE HEO|M SMTP-SSL ZE HS E HY

- SMTP-TLS 243} ZH| @12 S0l 215 U STARTTLS S3}E SBELICH . EE LE0l|A| SMTP-

IMAP/POP3

IMAP/POP3 £ ¢S 3tE Mt ASotEX| 42 &

MailPlus Server Ol 0|2{3t ZE= IMAP( LE M3 143), IMAPS( ZE H3 : 993), POP3( EE HE
110) % POP3S( X E HM= : 995) sto Edj| 0of2] 7tX| O|H|Y S2}0|HEE AR}
0 MailPlus Server Ol A O|H|Y HEHE HMgl &~ JAGLICEH.

e
E
o
o
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Hn
T
ru|o
0

3o i

« FIZEE H5F STARTTLS £ S3ll 2= o2fL|Ct. DSM 0| M= O 0|4 SSL =3t HES X|&Ist
X o2 Aost HA SSL S MFSHA| OFYAIR .

« IMAP: IMAP = AFSX17t | MEHOl| KT E ClIO[Efol| AMAZ 4 AA| SFE BE T2EZYLICH.
IMAP S2t0[HE = Y MM O|H &S +FelLItt. +YE O|H Y2 ZE IMAP S210[AE AbME
Of OIHYEEZ o|n| e BE HE Ago| o] FHAIOM S7|=HELICt.

« POP3: POP3 = AEX7F Y MOl MZE CIO[E{off MM AE 2~ UA| SiF= EE T2ESYLICE.
POP3 E2I0|HEE= MHOIM O|HZ S CI22E5H0] 20| M2 2 O|H|Y tHE Areto] HY AMH
2 LHAl S7|8tE[X] &L
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IMAP/POP3 H

CHE EHAIE HZ5H0] IMAP, POP3 L ol ZES et = UASLICE.

1. MH|A > IMAP/POP3 & O|S#HLIC}.

2.

IMAP/POP3 4 40] 4 S MBS ZHE 4 YBLICH,

- POP3 Zd3s}: 0|0 220[HE AT EL|0{0) M POP3 £ AESIH HAXIE MOt EF 5185t

H MERLICE.

o
= H

« POP3 SSL/TLS &*d%}: SSL/TLS £ S8l POP3 22[0|YUE HZEE HZd}2

e
rx

by
oot
r
n

« IMAP 243} : 0|H|Y 2210[AE AZEQ0{0f| A IMAP & AHESI0] HIAIXIE =I5t E {831

T dEHRLICE.

r

cli] server Management

« IMAP SSL/TLS &3} : SSL/TLS 2 IMAP 220|HE HAAS Hzotz{H MEIgL|Ct
Synology MailPlus Server S = a2
Protocol
IMAP/POP3

[E] Threat Monitor

Enable following client protocols to receive mails via mail clients, e.g. Outlook.

@ Domain

a Mail Delivery

«* Service

~ Enable POP3
'« Enable POP3 SSL/TLS
" Enable IMAP
'« Enable IMAP SSL/TLS

" Prohibit plaintext authentication over unencrypted connection

% security
I= Queue

E Auditing
M License
2 Account

Advanced

Full-Text Search

with full-text search enabled, the system will index mail contents for an accurate keyword search. All the dlients (e.g.
Synology MailPlus) supporting this feature will provide keyword search in mails. Please note that enabling this feature may
increase system load.

" Enable full-text search
Allow character search for Chinese, Japanese, and Koerean mail

A character segmenter will be enabled to help you find specific characters in Chinese, Japanese, and Korean mail

rFontants
Apply Reset
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HESI3 QE{Ho]A

MailPlus Server & AX|5t7Lt high-availability £ w435t MailPlus Server = High-availability
S AEE XY= E HESR T QEH 0| AL HIRIGELICH MHOM SARE= HY MH|AE= O HIE
2 QUm0 A0 HAHELICE.

HE$3 AE{H0] A HilY

MailPlus Server 7} Tt MHO|A A& Z0|H MailPlus Server £ LAN, PPPoE 8 HZ = HEQ|3 QI
E{H|O| A2} HFQIE St 4= QI&L|CH. MailPlus Server 7t 1712 Of7|EIA 0| A A& Z0|H MailPlus
Server £ LAN O|L} HAE HE{3 QIE{H[O| AL} HIQIEIE & JUELICH. 5 AME At HESR2

QEIHO|AQ| P FAE HMEY & AFLICH.

b3 g
« MailPlus Server 7} HZEl HES 3 QIE{H| 0| AL} HIQITE|H HAEI HER 3 QIET0|AE HIQIY
SHAE 4+~ SAELICH. HAE HESR3 QEHo|AE HIQIY six[stz{H HX| HEL 3 QIE{H0|AS
A&7} MailPlus Server £ H|74{8H{oF SL|C}.

HES3 QE{H|0|A X
1. DSM o] 230IgtL|C},

2. MailPlus Server S A|ZlgfL|Ct,

3. MH|A > HIEQ|3 QIE{I|o|AZ 0| S35t HIER QE{Io]A EECH TR0l M HIEX S QE{HO0|A
£ TatetLct.
F/ Synology MailPlus Server T = o

Protocol
I; Server Management

Enable SMTP to deliver and receive mails.

Threat Monitor
E « Enable SMTP

@ Domain Account type: LDAP Users (esthertest.test) -
Port: 25
+ -
% Mail Delivery ' Enable SMTP-SSL
Port: 465
& Service
«" Enable SMTP-TLS
%, security Port: | 587 |
i= Queue Network Interface
| Network Interface: | LAN 1 (10.17.28.44) - |I
B Auditing
IMAP/POP3
ﬁ License

Enable following client protocols to receive mails via mail clients, e.g. Outlook.

3 Account ' Enable POP3
«" Enable POP3 SSL/TLS

AKX SHAA 7|2 MailPlus Server 18 2t S0f| AFEX} 23Q10[L} QIHIRE / OF2HIRE HIY
HHErOfl CHSh SMTP 22 Hsts MAclof & 4= USLICE.

49

EEEZ Y
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7 SMTPAEH

/
7 & SMTP &3

Me|A EH

« SMTP EE2Y : 220|HEQ| Telnet E{0| 20| A MailPlus Server 2| SAE 0|E1t SMTP B E X|H

o4 ABLITH E3 2 AAS AT ABOHT| RS O[HUT Ak 3719 BAIXIE HcH M AR 2
=
=

K&t S 0| M& 8l M FAI2 YT 2 QlELICEH.

o N HAE M A HAE AM 7|52 SMSH MY 2N H5S SAAZE £ JASLICH. 0] 7|5
2 AHE3HH MailPlus ¥ S2t0|HET 5201, Y20] U st=20] EXtot Z&HE o|H LS ol AE 4=
SLICH, MA HAE AM 7|52 DE O|HY 2EHXE QA ASIO 2 £t ZHEE 2[AAT TQTH 4 Q)
SLICH. TA HIAE AM 7|5 283t |25 ZHstT 2712 EH MERIS| HAH| HAE AM J|58
HZMotst £ QUELICH. REMSH L2 2 A2 AL HA DS 7| S HESHUAIR

SMTPIZZL MHN

SMTP ZZZ0||= MailPlus Server 7} CH2 MY MHZ O|HY S 2L = dHol| cist F£l0] Z&E o] )

&Lct.

1. HIY HHE > ABO 2 O| S EL|CE.

« ZAE 0|Z (FQDN): MailPlus Server 2| ZAE 0|22 FQDN &AlOZ X|HSIL|Ct, SAE 0|2
2 DNS MH 2| IP =40 2X|sfjofF BtL|Ct.

« SMTP HHL] : SMTP 22I0|HE 2| Telnet E{O|'E0l| EA|E HIAEZS X|HStL|C,

o MAIX|S Z|Cf Y= AFR 4= : QIHIRE / OFRHIR.E HIA|X|2| AT BHe At &5 MAThL|Ct, A5t
2 XStE HAIXlE AR ELCH,

o A HIAIX] & 4= : QIHIRE / Ot RXHIRE HAIX| 2 MME|= £t & (5, HY Eallo] ) 5 dFg

0
LICE. Higts X1tehs HIAIX[= HRELICH,

o O|H|YT | 37| (MB): 2 HI2E / OFRHF2E HIAIX| £[Cf 27|15 HFELICH. MEte xaieh=
HAIXl= HRELICH.
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clil] server Management
E Threat Monitor

@ pomain

é‘ Mail Delivery

& Service

% security

I= Queue

E Auditing

M License

2 Account

MailPlus Server O A=)

General Delivery Relay Control Security

'w" Enable SMTP Authentication
Skip authentication for local network connections from terminal
'’ Check if the senders’ email addresses belong to the login accounts

Skip the check for sender’s email address to see if it belongs to the login account for emails sent from
trusted networks

'’ Prohibit plaintext authentication over unencrypted connection

Hostname (FQDN): mail.synology.mst
SMTP banner: default

Max recipients per message: 1000

Max message hops: 50

Maximum size per email (MB): 10

External Postmaster

Reset

ol Fx} oY B
oUS £NE 4 Ugs

=

. MY EiE > Yo 2

2. 2|F HX MY H2|X

w

Q|5 AL MY 2|X

N

. 37| oto|Z / 7t

<

HES 22/6t0] 2R T Y 22| Xtef O|H|Y FAE F=IFRILICE,

ailer-daemon 2t CHE HIY MOl X} MY 22| EHo =2 LEF AL

(4

el server Management

E Threat Monitor

@ Domain

Mail Delivery

& Service
% security
1= Queue

B Auditing
M License
2 Account

MailPlus Server

General Delivery Relay Control Security

" Enable SMTP Authentication
Skip authentication for local network connections from terminal

" Check if the senders’ email addresses belong to the login accounts

Skip the chec
trusted netwol

External Postmaster

" Enable external postmaster
" Prohibit plaintext authe
Please configure the email address for the external postmaster to

Hostname (FQDN): receive postmaster and mail-daemon system mails from other mail

SMTP banner: servers:

-+

1 admin@synology.mst
Max recipients per message:

Max message hops:

Maximum size per email (MB
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1
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1. MH|AZ O|SgfLCt.

2. M| HIAE HAM MMO|M Ot BF S ZHY 5= ASLICH.

F/ MailPlus Server e = e

I; Server Management IMAP/POP3

. Enable following client protocols to receive mails via mail clients, e.g. Outlock.
[E] Threat Monitor

Enable POP3
@ pomain Enable POP3 SSL/TLS
Enable IMAP

4+ .
% Mail Delivery Enable IMAP SSL/TLS

w7 Prohibit plaintext authentication over unencrypted connection
+” Service
Advanced

P@ Security

Full-Text Search
'E Queue When full-text search is enabled, the system will index mail contents. The clients (e.g. MailPlus) supporting this feature

can search for keywords in the mails to enhance the searching accuracy. Enabling this feature may increase system

. loading.
E Auditing 9
Enable full-text search
ﬁ License + Allow character search for Chinese, Japanese, and Korean mail
A character segmenter will be enabled to help you find specific characters in Chinese, Japanese, and Korean mail

1 Account contents.

Apply Reset
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http://www.postfix.org/SMTPD_ACCESS_README.html#Relay%20control,%20junk%20mail%20control,%20and%20per-user%20policies

ke

l; Server Management

E Threat Monitor

@ Domain

% Mail Dell

¥ Service
W2 security
1= Queue

E Auditing
P License
1 Account

MailPlus Server i = Lo

General | Delivery | Relay Control  Security

' Enable SMTP Authentication
Skip authentication for local network connections from terminal
" Check if the senders’ email addresses belong to the login accounts

Skip the check for sender’s email address to see if it belongs to the login account for emails sent from

trusted networks

' Prohibit plaintext authentication over unencrypted connection

Hostname (FQDN): mail.synology.mst

SMTP banner: default
Max recipients per message: 1000
Max message hops: 50

Maximum size per email (MB): | 10

External Postmaster

Reset

[OIEZ|AEA X|FE Ciefst 7|ZF0f wat £ mAIX[0| £ =S L
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cli] server Management
E Threat Monitor

@ Domain

é‘ Mail Delivery

& service

W% security

1= Queue

E Auditing

ﬁ License

Synology MailPlus Server

Relay Control

General Delivery

Blacklist and Whitelist

The blacklist and whiteli§ Blacklist & Whitelist

criteria

Blacklist & Whitelist

Sender Policy

Enabled

Delete 0 - search

Name Rule Do this
Reject senders withf

Reject senders using

Connection Policy
Reject unknown clig
When senders meet any
Keeping more concy
50

Sending more mess|

3 Account =

Priority: Whitelist > Blacklist

Cancel

o
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General Del
I; Server Management

Synology MailPlus Server

very Relay Control Security

Blacklist and Whitelist

E Threat Monitor

Blacklist & Whitelist

Blacklist Whitelist

The blacklist
criteria.
@ pomain
Blackliatg
" !
¥ Mail Delivery Sender P
& Service Repdy
Reject
ﬂ Security
Connectig
:= Queue Reject |
When sendeg
E Auditing
Keepin{
M License 50 }
Sending
2 Account
0 } Pr

Blacklist-Create

Name: I

Synology MailPlus Server will deny all the mails that match the following rules.

Sender w || admin@synology.com
Recipient Discard it

i

IP/subnet mask .
ollowing two ways:
= Single address: admin@synology.com

= Wildcards: *@synology.com, admin@*, *@=.com

. 3l0|EB|AEN = 0| &
If2ALICE.

M0| Zete|of UX| ELICH. e 7|ED LKXBH= O|H S

o {5 O|H| 0| HREH 2 AtZhol|A| Zzlo] ESELICt.

o H[7]:O|H| 0| AR|=|H 2 Aol A 20| EEE K| &L,

55



F/ Synology MailPlus Server
General Delivery Relay Control Security
cll] server Management
Blacklist and Whitelist
Threat Monitor | i iteli
E The blacklist Blacklist & Whitelist
criteria. Blacklist Whitelist
@ pomain
Black\istg |
J Blacklist-Create ]
A . 1 I
) 1
5 Mail Delivery Sender P¢ Name:
& service Relecd
Reject | Synology MailPlus Server will deny all the mails that match the following rules.
P@ Security Sender - Itast@syno\cgy.mm I
Connectig
1= Queue Reject |
| Do this: Discard it - I
When sendg
Keeping e
| You can specify the address in the { Rejectit
-p License 50 ] = Single address: admin@synoloQy-CONT
Sending = Wildcards: *@synology.com, admin@®, *@=.com
3 Account
o Pr

e

= =]
S2E| A} 30| E2|AE MY U AR
1. 23 U 30|E BAE & Q2 9| TMof s AM L] 79SS Yste] Wl SUR|AE
L= S0|ER[AES HMY & AELICE.
2. BBt SIS MENstol TAIS HABISIALL HIZHASE & YBLICH BHRAE £ sto|ER|A
EOolM 7AS AHY 2RE= &Lt
3. 53 A2 B £ ANS0F ot 9 BIX A2 Mot MY wi AHIE S2stLCt,
4. gels 225to] 2¥ S MEELCt.
& Synology MailPlus Server
General Delivery Relay Control Security
cll] server Management
Blacklist and Whitelist
E Threat Monitor The blacklisl Blacklist & Whitelist
criteria. Blacklist Whitelist
@ pomain -
BIaCkIIGt% | Create ||_Edit Delete I Ip'Search I
Sender P¢ '+ Enabled Name Rule Do this
. | T Example test@synolegy.com Discar...
& Service Rejecy
Reject |
%, security
Connectig
i= Queue Reject |
When sendeg
E Auditing
Keepin{
M License 50 J
Sending
2 Account } o o )
0 Priority: Whitelist > Blacklist
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SIO|EZ|AE HHOME SHE|AE HRSHHAES AHE + AFLICH. Eot 88 Fof w2t

DNSBL, SPF, 2tE| H}0|2{A ZHAL, DKIM X DMARC HIAEE AL E £ JUELICH, CHS EOAME o2 7t
X| SIO|E E|AE MEE 7|F0=2 7AHE HIAEE HOFL|C},

OLE| H}O|B{A
DNSBL  SPF HE ,.,Ifl_l 2 DKIM DMARC smtpd_*_restrictions
a

IP v Y Y, \ v v

IP/ MELI
ofA3 v v v v v
HH ARE v v v
Hh= AR v v v
el v v v v v

Hu:

« SIO|EZ|AEN|E AL X o= EX HAETL QOMH 0[2{3t EH|AEE E1t8IX| 23t 0|H| U2 HY
ZE|X| 2ELICEH. Ol E & E'—._H Atgt admin@example.com O] 30| EZ|AEQ| QOH HYE ATy
£ tX|5t7| 25 DNSBL, DKIM = DMARC E|AEE Eqfsf{of L|CH. EHH At 7X]2 DNSBL,
DKIM 2! DMARC £ X|&I5tX| k7| [LHE%II-IEL

- B0 LIZEl RE HAEES ALY P FAES 7|20 3}0|ER|AE FA|g MHstE 0| F&L
Ct
FAPN SR
1. M Y > Hoto 2 o| SEfL|Ct.
2. HHMXE "M MMM O|HYS HES EX J|ES MESLICH, HKof|= C}20] ZBHEIL|CE,
« FQDN( ™78lEl TH|Ql 0|2 ) 0] Y= HLH Al & : MAIL FROM 2| EiH Al =H|Ql 0|20
RFC IZ FQDN 34|17} 2X[51X| O 0|H[Y0| AHREIL|C,

o 2 oliE EHQIS AF8Ste] B AR A& : MailPlus Server 7t 2| =41 E{0['20] OfL|{ MAIL
2 =010 DNS A 2 ZE9F MX 2| R =9 LX|SHR| ghALE MX B ETt HREH

r Mailplus Server i —

General Delivery Relay Control Security
cli] server Management

Black and White Lists
[E] Threat Menitor

@ Domain
Black & White List

:
5 bl iy Sender Policy

The black and white list allows you to control what messages are allowed, rejected, or discarded according to specific
criteria

& service Reject senders without fully qualified domain name (FQDN)
Reject senders using unknown domains
%, security
Connection Policy
1= Queue Reject unknown client hostnames
When senders meet any of the custom rules, they will be blecked by IP address.
a Auditing
Keeping more concurrent connections than the limit
P License 50
Sending more messages than the limit in one minute:
2 Account
0

Apply Reset
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2. HZE M MMM S20|HE HE S MBHSHHLE QMARR IP FAE AT S 7|22 MEEL
Ct. Mxofl= chsol e L|Ct
o &4 0= S20|HE SAE 0|8 HE : IP FALI 220|HE SAE 0|50] HRE|UHLE g™
MailPlus Server Of| Ciat 22t0|HE HZAO| HEELICH,
o HStEC B2 SA HE |§X : MHO| A SA| HZS AWY > JASLICH. SLSHIP FAE AE
Ste SAl HE 271 0| 8 Z3tstH & 27t Mst=ECE HorE mntx] HZOo| KHetE L ct

1 LHOj| HISHECH B2 HIAIX] & : 1 2 OLholl 2 £ A= 2|Y

0
2ot IP F20M 1= OfLhol| 2 o[ =7t O] £~& X 1fSHH ChZ 20] A[ZHE mint
| 2ol XFEHELICE.

1o
o
=

(4

E Threat Monitor
@ Domain

& Mail Delivery
& Service

% security

1= Queue

E Auditing

M License

2 Account

el server Management

MailPlus Server N L= N4

General Delivery Relay Control Security

Connection Policy
Reject unknown client hostnames
When senders meet any of the custom rules, they will be blocked by IP address.
Keeping more concurrent connections than the limit:
50
Sending more messages than the limit in one minute:
0
Building more connections than the limit in one minute:

0

Advanced
Reject unauthorized pipelining requests
Reject HELO hostnames without fully qualified domain name (FQDN)
Reject unknown HELO hostnames

Block any IP emailing more non-existent accounts than the limit:

Apply Reset
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7t XM E MgtE xatsto] EXSHR| 2= MailPlus Server A™Eo 2
2X}9| [P FATJ AFEHEIL|CE .

« MG 30 BT B2 4 AT SRH0I91E 471 SU AN Lol N FE F3 BY (3,
ES =,

7t
VRFY, ETRN 3! RSET) =5 Z2tstH B3 HF 10 7HOHCH K| HIEHO| 1 X4 X[AZLICE.

F/ MailPlus Server e = e
General Delivery Relay Control Security
cl] server Management
Keeping more concurrent connections than the limit:
[E] Threat Monitor
50
@ Domain Sending more messages than the limit in one minute:
0
4+ il Deli
N4 Mail Delivery Building more connections than the limit in one minute:
0
& Service
Advanced
P@ Security
Reject unauthorized pipelining requests
:E Queue Reject HELO hostnames without fully qualified domain name {(FQDN)
Reject unknown HELO hostnames
E Auditing Block any IP emailing more nen-existent accounts than the limit:
N 100
p License
Max junk commands per session:
$ Account 100
Apply Reset
|Z ot
S, O

CHe MHE Sl OIEH 2s E'—HHLP EPE Mol o|Hi2dE & / Mot o &2f|o], SMTP
7

HHE ®lof

B 40| A MailPlus Server & &
MNHE Soff ZE 2l o|HYS HY

ns o

1. B BHEL > B > R0 MFOR O[S ELICE.
2. 74 g¥e M,

o O] MEHO|A = m[ HLH7| : 2 E O|H Y2 MailPlus Server 0| A =H L& EIL|CH,

Tt EF MHE Solf o|H| 2 & aflojg = Aenz  X|HE
A
a

- SE NS Y YOl FUE B W : 2 OWIYE of2fol XY Bafol MUIM TE
LICH. M TE0| Yeilo] MBS IP FALE SAE 0|28, EE B0 ZE M YgiLct, o
S48 Helolel T1 mol S ZHE 4 YALIC

o &4t 2ot HA AL (TLS): MailPlus Server & STARTTLS S T&st0] 2osteEl S

1
=

TLS Eot £F2 A £ JUSALCE.

o OIZ EQ : 20| Mol 2astEl 1F50] UOH MY 2zjo]of AFEE 2i2(|0] Mol A|
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59

|C}. MailPlus Server 7+ Z2i|0] A#{0|H 017]5 & ZSHIAIL . MailPlus Server of|Af 7|2

ot o

7 SMTPAEH


http://www.postfix.org/TLS_README.html#server_tls_auth

Synology MailPlus Server

[

General Delivery Relay Control Security
el server Management
Relay Settings

Threat Monitor
E Choose one of the following metheds to deliver the outbound mails.

@ Domain
All mails are sent through a single relay host

é‘ Mail Delivery Server:

Port:

® Send mails directly from this server

& Service
Always use a secure connection (TLS)
’é Security Authentication required
Account:
1= Queue Password:
E Auditing Relay Exceptions
p License Set up relay rules for specific addresses or domains.

Relay Host List

2 Account
Apply Reset

g
+ STARTTLS o SMTPS = CHELILE . SMTPS £ At83te{= &< MailPlus Server = 0|E d3t7]
2|3t QIE 0| AE HMB6HK| &&LICH. wrappermode £ & ZEst0| &g T MSHIAIR .
Ed Ao ZX[sh= oY, EF oMY =4 = EHQIS XIFE YO MHE Sl UEE £ US
LICE. 2[o] ool M B[0] SAE SEHES S2I6IH = A 20 B AR AES 2EE
ASLIT.
& Synology MailPlus Server S = a2

General Delivery Relay Control Security
cl] server Management
Relay Settings

Threat Monitor
E Choose one of the following metheds to deliver the outbound mails.

@ Domain
All mails are sent through a single relay host

& Mail Delivery Server:

® Send mails directly from this server

Port:

& Service

Always use a secure connection (TLS)
r. Security Authentication required

Account:
1= Queue Password:
E Auditing Relay Exceptions
ﬁ License Set up relay rules for specific addresses or domains.

£ Account

o BhE AR A XFE oMY Fo = EHeloz HEE O|H Y2 XY E 20| MHE Sl
LS ELICH. 2= AR 20| 2 A A 2ot 24 MEFLT

H2 XFE 20| MHE Sof S E
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~

cll] server Management
E Threat Monitor

@ Domain

é‘ Mail Delivery

& Service

r. Security

1= Queue

B Auditing
M License
31 Account

General

Choose g

@ Senl

Relay Host List

Recipient Rule Sender Rule
I Create Edit Delete I DO search
Enabled Name Server Rule

Priority: Recipient Rule > Sender Rule

Cancel

2O X FE O|H Y & = OO M SMEEF OfH F
XIS

—
A EE

~

£l server Management

[E] Threat Monitor

@ Domain

é‘ Mail Delivery

& service
P security
1= Queue

B Auditing
P License
2 Account

General

Choose g

Relay Host List

Rule ender Bule
Recipient Rule - Create
Create Edit
Name:
Enabled Nal
Server:
Port:

Always use a secure connection (TLS)
Authentication required
Account:
Password:
Recipient List

addi

Em

Domain

Priority: Recipient Rule
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20| Ho] HollM MailPlus Server 8 S ZHSHH HIY M 02{ 7H2| O|H|Z S HLfALL &S £+ U
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o CHE HIY M2 O}RH}2E M| 2|0 :
1. MY HHE > E2[o] MO = O|SHLICt.

2. 20| OFRHI2LE MY MMof| M ME[E £ A= SEHES S2HLIC.

F/ MailPlus Server e~

General Delivery Relay Control Security
cfi] server Management

Relay Outbound Mails

Threat Monitor
E For MailPlus Server to relay outbound mails from other mail servers, please click the button below to edit the trusted list.

@ Domain Trusted List

$: Mail Deli Relay Inbound Mails
¥ Mail Delivery
To receive mails by MailPlus Server on behalf of another mail server, please add the domain of that mail server to the

domain list. If you need MailPlus Server to relay inbound mails back to that mail server, adjust the DNS Server priority

4.+ Service

settings. For more information about DNS Server settings, please refer to DSM Help.
%, security Domain List
i= Queue

B Auditing
‘P License
l Account

3. WM 226k 74| 0|28 YRBLICH CHE O MOl IP 54 E AU 0tAS S XFBHL]

- - =]
Ct
4. gols 2250 2¥ S MUt

i)

myre o rir

. Utk EHO| A i AFE OB FATE 291 AFO| S3HEX] B9l sfolzts Meyshn ME(g 4 9
220] 9= oln|Uol MailPlus Server 04 HSE + UALICH Yk O o|Sotn Azet
£ HIEY30IA WAE ojtiele] 291 AFO| SSH=| SHOIst7| SUsH Kl AE Ol FA Bt

ZL{g17] Sfolztg Mefolnt 2ol ALE 4 YALICH Yt o EDILolH 22 W=D o

OIZF ZAL{5 7| Eolzts MEiSIH 2 HEQ I 0| A L& 5l o|H L2 MailPlus Server Of|A] KHEte|

==
x| ef&LCE.

CHE HIY Mol QlHf2E MY 20|

CHE HIY Mol 2IHH2 = o|H Y S Eaflofstz{H A DNS 2|ZEE STSHYUAIL . O HAE HZ5t
D EHQ EROZ 0|30 HlY MHE FIHE = USLICH. 07| A= 25 ME{ L LIS A 22} ot 7Y
£ 0|2 ArZELct.

1. MailPlus Server € 2|5 DNS MHE AH™BILICH. 0{7| M= O 2 Bluehost® & AFERILICH.

. Bluehost® 0| 21015t = Ct3 BHS ZEHYLICE. 2|5 DNS MH2| MX 2|20 o2l 0|2 ¢

st A ZE0| MailPlus Server 2| IP =AE EBILICH, 0]2{3F WAIO2 CHE O At ol
DNSHZEE 7|Z2 2 MailPlus Server 2 O|HYS HYH 4 ASL|CH.

N
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Zone File Records

A (Host) whar's chis?

Host Record Points to TTL ACTION
mail 61.216.79.120 14400 o )
CNAME (Alias) whars this?
Host Record Points to TTL ACTION
Www mailplustest.com 14400 * o)
ftp mailplustest.com 14400 &+ ]
cpanel mailplustest.com 14400 & o)
webmail mailplustest.com 14400 L] w
imap mail.mailplustest.com 14400 & i)
pop mail.mailplustest.com 14400 & )
smtp mail.mailplustest.com 14400 L] |
MX (Mail Exchanger) whavs tis?
Email Routing: Automatically Detect Configuration: Remote | more »
Priority Host Record Points to TTL ACTION
0 @ mail.mailplustest.com 14400 L] ]
3. MailPlus Server € Li¥ Synology DNS Server £ &Hst0] 7|2 HY MHE AH&LICH.
4, LS DNS MH2| MX 2|2 E0f =Hel 0| E2 St AR R L0 MRS IP FAS USLICEH. LY
£ DNS MH2| DNS 2| ZE @M &2|= 2/ DNS MH{ 2| DNS 2| ZEE L} &Z0t0f ZL|C}.
E DNS Server
Create - Edit ~ Export zone » Delete
Edit Resource Record Status i
ﬁ! Resolution Create « Edit Delete Y search Enabled
Mame Type TTL Information i
B o mail.mallplustest.com. A 86400 172.22.1.16
mallplustest.com. MX 86400 10 mail.mailplustest.com.
P Keys
Edit Resource Record MX
Views If left blank, the name of the resource record will be the same as the domain name.
IName: .mailplustest.com I
Settings
@ g TTL: 86400 seconds
Priority: 10
Host/Domain: mail.mailplustest.com
oK Cancel
Finish
1item(s) |
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E DNS Server

Create - Edit ~ Export zone » Delete
Edit Resource Record Status 1

% Resolution Create - Edit Delete Y search Enabled
Mame Type TTL Information i
a Log mall.mallplustest.com. A 86400 172.22.1.16
‘p Keys Edit Resource Record A
If left blank, the name of the resource record will be the same as the domain name.
Views Name: mail .mailplustest.com
T 86400 seconds
£} settings
| e address: 172.22.1.16 |
0K Cancel
4item(s) | C
Finish

1item(s) |

5. DSM > HIo{Zt > HIES|3 > YHIO = 0| S5t1l DNS M =& 7 golzts MEIRLICH. MailPlus
Server 2| L 5! 9| F AHO| SHIEH XFE = == J|2 DNS Server =0 LHF DNS A<
IP =AE  CHH| DNS Server ZE0]| 2[% DNS MH2| IP FAE A= BILICt. MailPlus Server 7} 0]
HYS +=L5HH & DNS M| MX HZEES 2l5t 1 O|H LS M =217t 52 HE Mz &t
Lk,

.3 Control Panel TN s T LT RS
ﬁ p Search General Network Interface Traffic Control Static Route DSM Settings
 File Sharing ~ General
|B Shared Folder Enter the server name, DNS server and default gateway information.
Server Name: MailPlus_demo
File Services
Default gateway: 172.22.1.254 Edit
-’: User 1Pv6 default gateway: -

~ Manually configure DNS server

-~
aa Group Preferred DNS Server: | 172.22.1.16

Alternative DNS Server: 221
IR comain/Loar ernative erver: | 172.22.1.15

Advanced Settings

A Connectivity

~ Proxy
& QuickConnect

Connect via a proxy server
@ External Access Address:

Port: 80

ﬁ Network
Advanced Settings

~ Bypass proxy server for local addresses
&) DHCP Server

= o
= Wireless Apply Reset
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6. MailPlus Server £ A|Z5t1 Y HHE > 22{|0] H[0{= O| SEILICH. QIHH2E WY H2i[0] M MHoj| A
CHQl SE HES SeLIC.

F/ MailPlus Server el — L

General Delivery Relay Control Security
cl] server Management
Relay Outbound Mails
Threat Monitor
E For MailPlus Server to relay outbound mails from other mail servers, please click the button below to edit the trusted list.

@ Domain Trusted List

& wail o Relay Inbound Mails
]

To receive mails by MailPlus Server on behalf of another mail server, please add the domain of that mail server to the
domain list. If you need MailPlus Server to relay inbound mails back to that mail server, adjust the DNS Server priority

& Service

settings. For more information about DNS Server settings, please refer to DSM Help.
% security Domain List
I= Queue

E Auditing
M License
£ Account

Apply Reset

F/ Domain List

General Delivery Create Edit Delete p Search

£l server Management
Enabled Name Domain

Relay Outbound Mails

E Threat Monitor =
For MailPlus Server to relay

Trusted List

Relay Inbound Mails

Domain List - Create

To receive mails by MailPlus
Name:

‘_-b Service domain list. If you need Maill
settings. For more informatiq Domain: T
P security Domain List

1= Queue
B Auditing

P License
£ Account

- O|H Y2 WENO= MEE| X[ ofd O|HUS YX[ot2AH Hot Ho|X|2| A 5l OtE| HEO|2{A o

N Eot HFYS FHslof gLk,
o Hot HFO| 2H3te|0f AO D= MY HHE > Hotof| M O|H| LS 30| ER|AEO| 371510 XS
Xg 4= AFLICH.

o BE MHQ HEYI MOHEE SUsH0F L Ct.
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MailPlus Server Ol A O|H|Y =H|QIS o2 7 =

AE|
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I:gjél’ al xHol

=

fCt X+& BCC, AHE Het 8

MailPlus Server Of|A| =H[Ql DS 7|

MailPlus Server Off 223215t EHQICZ 0| F5t0] A =H|QIS PHELICE, O] HoME=

Sho 0| Qlof EiH oY

Helg A X e £

synology.456

£ o2 Ar83to AFgLIct.
1. EHQIez o|Ssta FILHES S2IFLICE.
& MailPlus Server e =S
Add Edit Delete Primary
cll] server Management
Domain name Description User Number
E Threat Monitor synology.mst (Primary) 14
synology.456 test 2
i Mail Delivery
& Service
P security
1= Queue
B Auditing
P License
£ Account
2. £H|Ql 0|5 synology.456 2t HHS AHBILICE,
3. Eojeloll LHUS =7t 22 MailPlus Server = 7|2 O|H|Y T4 dAlo| Ao what A AIAR
oM HEE 7IMSLCH. AE 0|8, BA 01T , HIY HU[Y , O|H|Y == ME|A > SMTP > AY |
Ol M 2 AE FAof W2t AAEXL X ES HEiE = AELIT.
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[

l; Server Management

[&] Threat Monitor

@ Domain

i Mail Delivery

& Service
%, Security
I= Queue

B Auditing
M License
2 Account

Create Domain Wizard

Complete the following domain settings.

Domain name:

Description:

synology.456

test

Select a variable to use the values from your account system as the default email

addresses of users in this domain. For example, if the variable is "Account name”, the
email address of the account name "andrewlin” will be "andrewlin@example.com”. For
more information on customized settings, please refer to DSM Help.

Default email address format:

‘ Account name -

Display name
Mail nickname
Email

Custom

Next Cancel

User Number

4

[

Server Management
[&] Threat Monitor

@ pomain

é Mail Delivery

¥ Service

%, security

= Queue

E Auditing
ﬁ License
2 Account

SMTP

MailPlus Server

Enable SMTP to deliver and receive mails.

" Enable SMTP

I Account type:

Domain Users (SYNO.LOCAL)

Port:

« Enable SMTP-S5L
Port:

" Enable SMTP-TLS

Port:

Network Interface

Network Interface:

IMAP/POP3

Enable following client protocols to receive mails via mail clients, e.g. Outlook.

" Enable POP3

+ Enable POP3 SSL/TLS

25

465

Reset
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Che HoIM= A RO M3 %= MailPlus Server 7|2 88 S B FELIC}.

AY /Y 712 24

2 AR
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LDAP A Xt oY [TSTE=Y
AHE 0|5
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e S
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MailPlus Server Ol M X[ &= M= MH[A > SMTP Ofl A MERSE A1 A|AEIO| what ZabEL|CH. XhA|
TUE2 LIS EE HZYAR.

—

Ha 2 MEXL LDAP A&7} EHQ AFZ R

<a> 0 0

<g>

<j>

<s>

<d>

<m>

<Xa>

<xs>

<xg>

o/lo o o/ojlojo| o oo

X
X
X
X
0
0
X
X
(0]

X | X | X | O|O| x| x| x| Xx

<custom attribute>
OXE oM= FI-OE_Q_E_O—I—EWI_I__I_ﬁoo;; ;;OXEXO—EEﬁ |_0—|—
7tet 2 JAELICE. MailPlus Server = ALEXt O|H[Y FAE 7|2 O|H|Y F4 YA et 2t =

HEE Jt4SLITt.

F, Create Domain Wizard

el server Management
User Number

Complete the following domain settings.

E Threat Monitor

2

@ Domain .

Domain name: synology.456
4+ . N Description: test
% Mail Delivery

Select a variable to use the values from your account system as the default email
‘.'P Service addresses of users in this domain. For example, if the variable is "Account name”, the

email address of the account name . lin" will be "andrewli mple.com”. For

. more information on customized settings, please refer to DSM Help.

P@ Security

Default email address format: Account name -
E Queue I " Add new users automatically to this domain I
E Auditing
M License
2 Account

Next Cancel

6. 4% = O3S 2=/eLIct.

7. O] o lofl AFBALS #7151 CHE S 221610 synology.456 of S gelgfL(tt.
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F/ synology.456 x
General User Group Alias Auto BCC Usage Limit Disclaimer
cl] server Management
Domain name: synology.456 Additional Domain
E Threat Monitor Description: test

@ T . Select a variable te use the values from your account system as the default email addresses of users in this domain. For
omain . . iow " o " PR
example, if the variable is "Account name”, the email address of the account name "andrewlin™ will be
"andrewlin@example.com”. For more information on customized settings, please refer to DSM Help.

é Mail Delivery )
Default email address format: Account name -

‘_.’ Service " Add new users automatically to this domain
Advanced

r. Security

1= Queue

B Auditing
P License
£ Account

F7h Emiel ghso| 8 HEY

FIt=o[Q Hof| M O|HYE 4T SAEN £t =02l 0| THE 4 USLICH. 371 ZHel MH2
synology.456 2| MM S MHEL|C}.
1. EM[Q! > synology.456 > YHtO 2 0|5t 7t EH[QI HES S2/BhLCt.

g 2=l6t0] F7t Zojlolg SHELICH. HE Ee Aot iy Zoolg MElstn o &
=

| A 2 O =41 2lol| = I =HQIQ| O|HY S =41E &= UELICH (L= Ao Z ZotE F

4. OFE S S2I5to] 282 ML,

7t oI TO| Kol M BHE =7t EHQIS 25 2 4= AFLICEH. 9| 0l A3 synology.456 |

F, synology.456

General User Group Alias Auto BCC Usage Limit Disclaimer
£l server Management

Domain name: synology.456

[E] Threat Monitor Description: test

@ oot Select a variable to ug Additional Domain in this domain. For
example, if the variab) H
Edit || etete |

"andrewlin@example.{ [ Create

a Mail Delivery

Default email address| Barnant s
other.example
& service '« Add new users al o
Advanced
P@ Security
1= Queue

E Auditing
M License
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1. Eojgl>
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synology.456 > MZl > o 2 o|5stn 1Z HES Z2BL|C},

2. 1 e oA synology.456 2| DKIM 2! Catch-all #EHE =X 4 JU&LICEH.

=

« DKIM:

DKIM ME 2 gdotsto] HAIX| T 2L ID =82 X = ASLICE.

ID =82 YKot s ALZO| BiEHEl HIAIXIS 423t = 5t2{H DKIM A M40j M opRH}2
E O|HIL0flA DKIM M s} efolzts MetshL|Ct

-~

.Ct23F 20| DKIM MEE =HY &

_A&LICH.
o DKIM MEH7| BHE0] : HEAIZF DKIM MEO|| =7HEILICH, DKIM MEH7| B EALS 2lsh= of
2 e £ ELct.

oy

3 71370 7| 2EXYLICH. DKIM ME S 28ttt 3 AIA-| 371 7|2 712l 717t
[ ]
H.

=
OH I ASLE M EELCt.

M 7| B HES 225t M22 371 712t 712l 7|2 TEts WEYLLH. 7|EX2R Al
A2 2048 HIE 7|1E MERLICE. (DKIM 7|7t ARE|H 7| Z0|E 1024 HIEL} 512 HIEZ
HFSHHAIR )

« 370 71 YWY HES S=IstH 7|1E 7|7t AFIE LI

General User Group Alias Auto BCC Usage Limit Disclaimer
Domain Name: Advanced
Description: DKIM

Default email addn

« Add new user

DKIM selector prefix:

esthertest.test

+ Enable DKIM signing on outbound emails

DKIM key length: -

Public key:
Generate Public Key
Catch-all Generate Public Key

Enable this fung The DKIM key will be generated. Please update the public key to the DNS records.
enabled inthed If you want to continue, select a DKIM key length.

Enable catt  DKIM key length: 2048 o

Specify cat

EEm  Canee

!
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TXT 2 E 2t "4 : v=DKIM1; k=rsa; p=DKIM 27| 7|

0| £ £0] MailPlus Server =H|210| example.com 0|11 , DKIM ME{T| HEALJLabe 0],

A2 HHE ZIH 7]7F MIGFMAOGCSqGSIb3DQE O™ TXT 2| 2=+ L322t Z0}ok

gLict.

« TXTYRE 0|€ : abc._domainkey.example.com

. TXT 3I2E 2t : v=DKIML; k=rsa; p=MIGfMAOGCSqGSIb3DQE

« Catch-all: Catch-all 2 Z42I5IH AL} AIHO| EMSHA| ALE E0

HEY FAZ HHll OIS =T HE AME HE S SHSI=T & = USLICE.

EoQlofl AFEXEAE =9t

1. EHQIOZ 0|S5t1 synology.456 2 ME{st = HE S S2IpLCt.
2. AI8X Q2 0| 3ot FIHE SIYLICE.

3. AFBXF A™HES MEfSLICE,

4. MEHSHALZ XS] O MY FAS 2HQISHL|CE .

AR AE HWHE X A
1. EHQIOZ 0|55t synology.456 2 MENS T WA S S2gtL|Ct.
2. A 2% HolM A™ME MEfstn MES Sl

3. AFEXF M HoilM ChS ¥ S =YL
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F/ synology.456
General User Grouo, Aliag Auto BCC Licaga Licit Dicclai
cll] Server Management 1 Edit User I
Add Edit ] _
Account name: admin@synology.mst
E Threat Monitor | E
Account name fion Info
Role: Regular User vI
admin@synulogy.m54 }vated
@ Domain Preview: Regular User
alexI111@synology.m ivated
é Mail Delivery Andrewtan@synn\ogyt You can add email addresses below for this user account. Messages sent to these fivated
addresses will be delivered to the mailbox of this account.
4 service Email address
admin @synology.456 = +
ﬂ Security
I= Queue
E Auditing
M License
2 Account
3item(s) €

4. MEX AYE M7 che AL AYE MBS AR HES S2IgLICt.

Eoelo OF =7t
1. EHQIOZ 0|S5t1 synology.456 2 ME{SH = WE S S2IeL|Ct.

2. AE YO = 0|S3t FIHE S=IYLCt.

3. OF HHE o H& SEOUR HiwolM EHQl 2#2|XHE MESIH OF W 2E ALt el 22
X Zeto] RofEL|Ct
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clil] server Management
E Threat Monitor

a Mail Delivery

& service

% security

1= Queue

E Auditing

M License

31 Account

General User Group Alias

Add Edit Delete View members

Group name Description
Directory Operators@synol

users@synology.mst

Auto BCC

your-company.com

Usage Limit Disclaimer

£ search

Role
Regular User

Regular User

Activation Info
Inactivated

Inactivated

administrators@s

copywriter@synol
Account name:
facebook@synolol

Directory Clients: Lt

Directory Consun

Edit Group

users@synology.mst

Regular User -

Domain Administrator

Regular User

-l_ Cancel

tivated
Etivated
tivated
Etivated

tivated

7 item(s)

c
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c

c
Cancel
No data

3 item(s)

Status
Normal
Normal
Normal

Disclaimer

,O Search

Usage Limit

MailPlus Server
synology.456
Create

LICt.

Auto BCC

3

=

PHISHY AL .

Alias

off &7t

Name
alina
amber
darren
(=]

Group

User

Alias name:

Member
User

General
Crei
Alias|

EHSto] AFEALE E

Mail Delivery
Queue
M

4+
E Auditing
M License

]
2 Y AN

Q Personal

E Threat Monitq

@ Domain

I; Server Manag
+* service
% Security
1 Account

6. AEXLAE , 18 AT L 7|E EHS HIRS 22 £ I 0|40 M ALSXHE MEE 4= QELICH.
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cli] server Management
E Threat Monitor

a Mail Delivery

& Service

B security

1= Queue

E Auditing

M License

£ Account

Add

MailPlus Server

Edit Delete Primary

General

Create

Alias

synology.456

User Group Alias Aute BCC Usage Li

Edit Delete Tools ~

Import aliases

Export aliases

imit

Disclaimer

O search

No data | &

A2 EE= HE HAX] Q]

= Apa E
£ X5 XtE BCC HElE

HI|z0 et BCC(s=2 X ) E
TtEMAIR .

1. EHQIOZ 0|S5t1 synology.456 2 ME{st = WA S2|ehL|Ct,

2. A5 BCC 2 0|53t WM HES 328t

3. A& BCC7|ES XIFEHCt.

o HLf= AR 4 Z8E: 212 00| 28X 9| MAIL FROM FE 7} of7]0f 2% B et AX|sHH

g2l olmY 2HXO| RCPT TO &It 07|0f st HE et AX|SHH BCC

S FAE
Aoz HEELH
. BE HAIX] : BCC & R AAS0] 22 0j|Ug Helst BE 0
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[

MailPlus Server

Add Edit Delete Primary
£l server Management

synology.456

E Threat Monitor General User Group Alias Auto BCC Usage Limit Disclaimer

Create Edit Delete Tools D ~ Search

Criteria
Auto BCC - Create

é Mail Delivery

Apply this rule according to the below criteria:

= . . :
47 Service @ 'From:' address contains username@domain.com
) ‘To:" address contains username@domain.com
r. Security
All messages
= Queue

Send BCC to this address™: username@domain.com

E Auditing
*You can specify the address in the following three ways:
= Single address:admin@synology.com
ﬁ License = User:admin

= Alias:all_admins
2 Account

No data

c

CHE BHAIE X5 X3S BCC #al2 HE & MHESHIAIR .

X}& BCC & 71MR7| [ LHE LK

CHE EHAIE HZ5H0 XtE BCC A2 EWAHL 7EY 2

Iz
=
to

1. E[HI?_IQE Ol%JO_I'J_'_ Synology.456 S MEefst :.?__ Eﬂ% %é!g[_“:l- '
2. RFEBCC 2 0|58t ER HES Z2IgtL|C}.

3. HEH ARE

ta
rir
ne

= M HEE 7P LHE-LICH.
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el server M3

General User Group Alias Auto BCC

Create Edit Delete Tools ~
[E] Threat Mg

a Mail Delivi

Criteria Import sender rules
Import recipient rules
Export sender rules

Export recipient rules

& service
% security
1= Queue

E Auditing
M License
31 Account

Usage Limit

synology.456

ays BCC to

Disclaimer

0 - search per

No data | &

3 an B
« 0| 7|52 22| 7|12 74 2Moj o|o| MHE|of U
LH7|E A E & @IELICEH. always bec E x5

o 7tM2 ool 2| HAIQIX| 2QISHYAIR .

CHZE (I BE

FMAIQ .

HIAMX| 75 7t 27| 3 L2

HUli7| micta e 2 4

1. EHQISZ 0|S5t1 synology.456 2 ME{sH = WA S2ehL|Ct,

2. A8 HIg MOz o|s Lt
3. SU7| RIS M 40lM S MEE TEELICH,

o O|H[U |} 37| (MB): OF2HI2

o ChY S opdol et 37| AS st T HE ool 37| Asts
b4

. OFRHF2.LC Ol Lol ChZt U2 E2HT RIS 2y

—

« OIRHI2E AE :JHE AIEXI2| OFRHIRE O|H| & A8 ™S =

=

EojH&el 27| Hgts X

getict.

X[EgLct. otz 37| ®gt

E HAX] £ HstetLict.

SF: AFEXIZE Y il 4 QU= OFRHI2E HIAIX|
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F/ synology.456 x
General User Group Alias Auto BCC Usage Limit Disclaimer
£l server Management
Sending Limit
E Threat Monitor Maximum size per email (MB): 10
Enable size limit on single attachments
@ Domain
Size limit (MB): 10
4+ N
=4 Mail Delivery Disable auto forwarding
& Service Daily Quota
You can enable the following limits on each user's outbound mails and view their outbound usage.
P@ Security
Enable daily sending quota
E Queue Daily quota: 500
Enable daily traffic limit on outbound email
Auditin
B 9 Daily traffic limit (MB): 2000
p License Outbound Usage

2 Account

O7|0ll M 7|ZE & OFRHI2E HIAX] & gele & AELICH. AASXI7F LY S0 ZESHH ALt
=]

JtolHLs A% U
1. EHQISZ 0|S5t1 synology.456 2 ME{sH = WES S2IehL|Ct,
2. A8 Mg o2 0| S5t OFRHIRE A8 HES SEIfLICt.

3. S20)M SH AISRIES MeistLICH HO|X] Q2 9 TA0| YU HM WEON ALBKIE HAE 4
= &L,

4. XRI|HES 2=I5t0] ALKt OP%HP EMEYIEE XU ME YIEE MHEFRLILH. BF H|
HHES 225l 220 A= ZE AFEXL| A BZEE X ZUC.

B Control Panel -

F’ synology.mst }

General Lser Groun Al Auto BCC Usage Limit Discl.
cll] Server Mg { Durbonn iy |
Sendit ber
Clear Clear All Y Search
@ Threat Mg . ‘
aximy User name Number of Mails Total traffic
v Enf dieselt@synology.mst 4 314.53 KB
siz alexl111@synology.mst 2 926.51 KB
4+ " &
2 Mail Deliv) Di¢
& Service Daily (
You can
B2 Securit
S Y
« En
i= Queue Da
« En
Auditin
B g of

1
,D License 253

2 item(s) (]

’_ Account
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Cancel
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Create Disclaimer

Username/email
Username/email

w | match the following rule:

LICE.

+

S|
=

Content
Do not append this disclaimer when all recipients are from this domain

TR 2MAELCH o2l 7

= Example:*@synology.com, admin@*, *@*.com

2 0|s
Rule

All

Sender
Sender
ghLct.

You can use a wildcard (*) in the email addresses as the examples below:

Name:

Matching rules:

Exception rule:
o

| =olo] %bs|x]| grgLict.

[==]

E
I

Generj
Creat%
LIk,
2y
XHo
A

+

=

S

|
x| of

FEO| LIS ALSXL7t OtL|H M) Folo| A% F=IHE LIt
X
o ol
[
StCatE

Folut 7A0] of2] 7H AS = AX[TE O|H| Y StLtof]
X
x|

Q10| FIHELICE.
10| U

Lict.
2XF(7)

-

xHol
=
Mail Delivery
Queue
.
A

o MEOIM O|HZS LiF O (LHE AFSXtoj|7| 2iH oMY ) = ZX|SHH My Kl0] I X| g
=

HES 22stol TS T

. ol 7

+
E Auditing
p License
o

.
E Threat Monitor

@ Domain

I; Server Management

1 Account

4 service
% Security
Xt
=

1. EHQISZ 0|S3t1 synology.456 2 M

5. BE W= ArEto] o] o

7. G3t7]| OFOIZ (+)
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Create Disclaimer

RIXJt S2I0|HE 20 SHIEA EAIE| =S HTML A

=
[

Content

Rule
HTML text

E

Genern
Creat%

T-T-A-A-B I

[

fLiCt.

Cancel
S
=]

Copy from HTML text
oK

HTMLEH2E XA

E ZHlxet SUSH| t2{H HTML HHAEWIM SAE 22/6t0] 2

Plain text

A

E Threat Monitor

@ pomain

+

cl] server Management

Mail Delivery
Queue

E Auditing
ﬁ License
2 Account

4 service
’e Security

<+

.

Joll
20

E

ofn

2%

| 2ol0] 24 &=2|of w2t HEEH of7|of| M 2 =2

xHo
=o

X2 B s&LIC.
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cl] server Management

E Threat Monitor

@ Domain

é Mail Delivery
4+ service
P. Security

= Queue

E Auditing
M License
1 Account

General User

Create Edit

~1 Enabled

v

Group

Delete

Name

test 1

synology.456

Alias Auto BCC Usage Limit Disclaimer

Save
Rule

Sender: admin@synology.mst

83



<l

MailPlus Server 29t 7|52 AH  OtE| H}O|Z]

LICt . MailPlus Server
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cli] server Management
E Threat Monitor

@ Domain

% Mail Delivery

& service

B Auditing
M License
1 Account

MailPlus Server

Spam Antivirus Authentication

Content Scan Data Protection

Delete spam interval (days):

Edit anti-spam setting

1 Enable anti-spam engine {recommended)

30

[/ Automatically update anti-spam rules

Update once a day at:
Manual Update
Engine information

Rule version:

Last updated time:

Enable postscreen protection against spams

DNSBL Settings | @

Enable greylist to enhance spam detection by temporarily rejecting suspicious incoming mails

Note: Enabling this function may delay mail delivery.

Greylist Settings

02 v ;30 v

1820725

2018/01/10 17:23:44

Apply Reset

HY 23 7|50| £|Al AEI2 SX|EE2 AT

+ Anti-Spam 773 X}E HOH[0|E : YOI0|E AHES HFSIE{H 0| M

—a

x| AAE FIIHQZ YO0 EsHjof Lt . LHE EHAIS

=

o
rx
Ju
of
=

|}, a2 AlA

=H
AEol a2t S 4 SpamAssassin ZAO|EO A £| Al Am 8tX| RIS CHREEFLICEH,

o SfF0f B H ACIO|ES A|ZH: FAIS CIREZES LY AHES EFYLIC.
. £ AGIO|E ; A WX| FHS FA| YHl0| =SB O HES S2UBLICH BE of2fo| AF
MH0ll= A2 YOOI EE AlZtar AH ZX| A HTO| EAIELICH
[ MailPlus Server P - o x
Spam Antivirus Authentication Content Scan Data Protection

I; Server Management
[£5] Threat Monitor

@ Domain

i Mail Delivery

& Service

E Auditing
M License
2 Account

w7 Enable anti-spam engine (recommended)
Delete spam interval (days):

Edit anti-spam setting

30

Automatically update anti-spam rules
Update once a day at:

Manual Update

Engine information

Rule version:

Last updated time:

02 v :30 ¥

1820725

2018/01/10 17:23:44

Enable postscreen protection against spams

DNSBL Settings | @

Enable greylist to enhance spam detection by temporarily rejecting suspicious incoming mails

Note: Enabling this function may delay mail delivery.

Greylist Settings

Apply Reset
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Edit anti-spam setting

Auto learning

General

5 (Standard)

Mark as spam if score is higher than:

ExxEEgpAMEEEES

Add the following to spam subjects

No

Encapsulate spam as attachment:

Auto white list

Custom Spam Filter

SpamAssassin Rules

Cancel

OK

86



SpamAssassin %

1 SpamAssassin X HES S2/8LIC}.

-
o

o= 0|5

LICt.

St
=]

3. 7IMR7| HES 22810 SpamAssassin #Al2 £7t

|

}

Xl
=]

2 S}EILICEH. SpamAssassin Of

LICH. #AIS 7FMH A0

St
=

« 7IM2 otedo] ShEEe cf" ofof

M MSotE AS HZSIALE A& X[=of| et RAlS =T = ASLCH.

SpamAssassin Rules

Delete

Export

Import

SpamAssassin Rules

Enabled

Finish

3

A HE ALEXEXIE

fLiCt.

2|3
al=|

E| A EX XY HES 2

3. A EE| AEALX|
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Custom Spam Filter

Address Filter Keyword Filter

Edit Delete Tools ~ ,0' Search

Criteria Do this

Mo data  C

4, HAX|= 2 AL Eh= AR 7| F0f et A s HAMOZ FAIEILICH, i2dsh A0 AU

[= R ) =2—
I 2R () 2 AHBE £ AsLC

_,_

5 U CENR HmoMAMOE BA| E= HAMOZ HA|S MEASILICH,

=l

- O|2feh A F4at 22| A- H7h SAIELICH.

Black & White List - Create
Create a rule to automatically mark certain messages as spam or non-spam.

® 'From:' address is username@domain.com

To:" address is

W
iz}
L
i)
[1=i]
]

Do this: ‘ Mark as spam - |

Mark as spam

Mark as non-spam

You can specify the address in the followin
» Single address:admin@synology.com
= Wildcards: *@synology.com, admin@®, *@=.com

0K Cancel

. A EE] AF2AL XY He| 7|9{E HE o= O| S,

=H— =
O 4% HES 22stel IS BELICH 182 of2f ) MHelo! 7IYS WEIS WEHH $ I8
U2 WES HaAY 4 ALt

. BBt TCo| BHoIRtS Mefsto] K| DB BBk HIZLREILICE,
. DS MY, BE £ ARSI 182 MustD At =7 89| 39 HES 32t
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9. 7I9|E TEIS BHSY| FO| SECHR oo ZEH E3E 1B S Mepict,

Custom Spam Filter
Address Filter Keyword Filter

Edit Delete Save Group setting Group: | Default Group

Enable

Target Keyword Score

10. SH HES 225 &S ALEXF KIFRLICH.

o CHAF: CHAF CECHR RN ZEZY CHS SMS MEfst 2 UL
= Mo
H= oMY X2
e (Hs x8) oMY e 3 H|=

. FI9IE  HEIYS 79SS YBLICH 0f7|M FFAS A8 2

g o 4= USLICH. Aol chst XpM|B
g2 Wikipedia £ &=stHAIL .
o BT AME o o|H| Yol E AT F0f FIhE XRIE 5 X|™HELICH
.

Keyword - Create
Target: Contents (including Subjec «
Keyword:
Score:
oK Cancel
3 an B
- O AW AP AW M YA ChA TS & 4 ABLICH AW ux| 47 B 3o YUnt
IO E CIA| 0| 5SSt AT M4 QAZS ZESHHAIR . AT H AA|IZI0| =25 AH J|F0| &
OIX|2E O[5 20| ABOR BN 7t Ho| SOISLICH. AW 33 2ol sordes 2u JIE
0| AASHX|ZZ o|H|Yo| AMOZ HA|E 7Is40| ZOHEL|CH
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<l
oK
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ol

Lo

SHA| X & JUE== MailPlus

]
<l

HAZ &= JAELICH.

30
i

i

O|HY S AtS2= MEHRILICE.

==
=

7|ELE J|Z0l| X[t

H

Il

o A

PALE HIAIX] 7} Ao 2 R KE|

51X 235

|
<l

fLICE.

S
=]

&HoR o5

for

s

Edit anti-spam setting

Auto learning

General

' Auto learning @

5 (Standard)

Mark as spam if score is higher than:

12 (Strict)

Learn as spam if score is higher than:

-1 (Strict)

Learn as non-spam if score is lower than:

+ Enable spam reporting

@NO.Synology.io

Forward spam to:

@NO.Synology.io

Forward false spam to:

You can check reported spam here, and allow the system to learn for better spam identification.

Reported Spam

Set daily schedule for learning reported spam

;| 00

02

Daily schedule:

Cancel

oK

O] EA|ELICE,

| HIO|E{H[O]

LIL

x
LIC}. O|= St 7|IE7F HXI=HE HAX| 7t Ao = 2ol It

of

‘40l EOFELICt.

=
=)

40| FOotELICt.

—
QIE Jts

HOR o

L
—

=7t AR = H HAIX| 7 20| Of

ot 7|9
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&1
« BN DZNAE AHMS EY MNYOR TG ofg TRMAS THSHE T2AAQLICE. @2ty
A EX= AH ENE gysitt 2 Lg £ 7 XI YO M2 A HIAYS 2 o AFLICH
« ALEZL7t MailPlus € A8 TIAIX|E =4I8t= B HE AL e0| o|2{gt ARt ojo| 714

Z|of JELICEH. AL XH= MailPlus Ol A EHIMXIE ATHOZ FAISI7{LE MailPlus & AT AFMES
2 0|S5t0] HA|X| 2 H|AO 2 FA|SoFRE BHL|CH,

o AMEXI7LEFAL O|H|Y S2t0|HEES AMES0] HAIX[E £=2A15tH o|H|Y 22I0|HES| ME mUR
ME |52 A0 o|H|YS HE Tt 2 AbAs E_._Oil THetefjof gt .

o AW MCHIA: ALE X7} ERAL MY 2210|QIE S AL O|H|YS LISt D B o B E A
O| MYE O|HY FAZS QUBILICH. Y2 0|0|Y0| M MAZ 0] 0|0 Y FA0 MEEL|CH
o 73 A MG LA AFR XL} EFAL DY S2t0|HES ALE510] O|HUS SAIStD HnE nf 21
S HATS FEE o|HY FAS Q2{BtL|Ct, 22 0|H|Yo| ME MAUZ 0 O|HY FA0 Mt
L|ct
o MIEI AT MDE AT HES Z2/5l0] BE HIE ABD B ABS SOIFLICH O|HY 22
Ol M O|H|YS MEHSI T BHE HHES SISt AT vEX| AIXI0] MEHBE O|H|Y Q& AL AUX|S B
AA|Z 2 QUBLICH SHAE oMY HHEIL|CH, A|ABIO| AT AL EHI} AHO| OFL! AFAMERS] O]
HYUOM SESHEE S| & USLICH. CHS AH 2Ha|S RXSHAIQ
s My
H7| HA|X| 2HIXE 2L}
sa A BEX| A EIO] MERSE O| B Lol A Al&SEH| S & UBLICH,
= 0|t S st&SHH O|H|Uo| 2 oj A M| HELICH,
Heaa A gEx| AEIO] D E o|n| YU HIAIK|OA E&SIES S&FLICH. B
e SIS HE HE Qo Y= EECIR EHITrOH UHLICH.
A ATH gEX| QlIEIO| MEHBE O|H|YUS SHEBIR| A2 AHEHLICH
glaj o M E2t2X B0l Y HUS FLct,
" 22 9| pMof Qs HAM Tsof 7S (RLH ARRE BHe AbRE Y
= M=) 2 elzisto] EX oY BAIX|S A,
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Reported Spam

View Learn |~ Delete Original Mail .O Search

Receiving time ~ Sender Receiver Title

Nodata C

. ETEN AW S| S U U MW AIAH0| HIE DE AW I BAY HAKS AHEOZ B
&3t Alzte Xgsteo o g4 Mgt

3 i
o AMH HEL MO LHE O|HY FAE JT|E ALEXIRL SUT ALEX} 0|E2 3FE & Sl&LICE. 0f
He FAE= 2to|MA ALEXIZ A ME|X| oM O|HY MES Bh= T AR ELICEH.
o A AmH MEL [ A0 YE O|H|Y FAE= T|E AEXIR SUTH ALEXL 0|ES S RY =+ SlEL
Ct

TAEATR
EAEASRIS G T F0| 0 AAS HAESD MHIAS ALK 0L AFELICH EAEAS

HiH AFZEO| SMTP BES 2L SMTP M QIR 20| B S HLi=X| 2QISLICH. HiEH AFZO|
SMTP AfH QIAtZ ol HHS HLiHE Of 2 A2 XHEHELICH.

HiH MO P FAE 7|EQ 2 CHE DNSBL MH S HQISL|CH. CHE MB{0|M 2 AFZEe| [P 47}
SUZAE0]| FIHE|H 0] i A2 KIEHELICH.
DNSBL &3

H HAF S0l 71E2 LAISHH &
=7t DNSBL HE== HX[of| M XIF
PSS

& US Za5HH MH I*7f HE 'LIEf OfEH CHA|S & x5to] DNSBL MEE ZHSHAIR
1. Bot>AMoz 0|S5tn AMof| Cigt RAEATR BT g3} etolzts MEISL|CH
2. DNSBL 2% HES 22I5t0] ZASHOF stz MHE HESLICE.

3. HY HES S2/5t0] MH|AE HEE & A= DNSBL = FXIE XFHLCH

4. WY HES 2250 A MHE FotELICH
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S
kel = =l 3 A O A= S A A
+ 07]0i DNSWL(DNS 7|8t 20| ER|AE ) MHE F715t0 ofiet 4= HEO]| S5 YUY = AEL
ct
3 = — S A A
5. t1EiSH DNSBL A{HE MA L= ARl 4 AELICH
F/ MailPlus Server
Spam Antivirus Authentication Content Scan Data Protection
cli] server Management
w7 Enable anti-spam engine (recommended)
[E5] vhreat Monitor Delete spam interval (days): 30
Edit anti-spam setf"
@ pomain 1 DNSBL Settings
e " Automatically u;: I Create Edit Delete Settings
Mail Delivery
. e | DNSBL Servers Score
‘_.’ e Manual Update shl.spamhaus.org i
Eaaliediforsmt] xbl.spamhaus.org 1
= c
G oy Rule version:
— Last updated ti
1= Queue
7 Enable postscreen pn
S Do coives |
DNSBL Settings
P License Enable greylist to enl
Mote: Enabling this fi
3 Account
Greylist Settings ]
@ Personal ‘ The client will be disconnected when the score reaches 1.
|
o -+ o S
6. ghols 22Isto] 4™ S 2A=PLICH
=t .
ago|2|AE E¥st
o o o " — —
MZ2 QH2E HAIX[Z ASH AAH2 0] 2IH f: HAIRI2E S IP T4, Bl AL = e AL

2ol AT} QUK HolBILITH, HAE

OH HAIX[= of2

AAR|Q HAIK|Z ZbEE D &

AHEOA LIS Ol HIAIX| S EHAl ELiEtD @85t 27 EHIAIII7PE._H Aol A EHA| MSELICH. 2F O
AXIE &2 2 AFRH2 SMTP EZ0 w2t LISl CHA| THIAIX| &S A|=RLICH. SR 2 iR 20| AH
S 2 A2 HAIX| TES ZI[L|Ch. 2t 2l ALZ0] FHA| 20f| HIAIX| S CHAl ELE A|A-0] 2
AZLICH. J20[2|AE HIHLIZME Of EAS A8 ABS KEHLICE.
0|2 AES gttt J20|2[AEE RE AA0 O|H Y THS 7|2 HYS +AYLICH.
« SJO|EB|AE HAES AH S5t YAl 2F HAIX|7t CHA| HSEIX| SELICH
« JYO|Z|AE : S4 7| = gl0| Hidll AR 2F HAXIE HEHLICH.
- SYBAE  HAXIE HF ARYLT

= L

« J2f|0|2[AE HFLIS2E 25 HHEO| X|HE £ USLICH. J20[2|AES Egst

H e & el HAIX|
ot7| Hoil J20|2|AE HFHLIEE 2

=Ll

5] OB A=X] 2RIBHUAL .
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S HAIE HZot] J20|2|AES SR AL .

Hot> AWMOZ 0|S5t1 0|2/ AES HABIt0] O HElE 24 HAS UNHOZ HLsto] AN
UX| 23t sholztg MeystLICt .
F/ MailPlus Server D — L™

Spam Antivirus Authentication Content Scan Data Protection
cl] server Management

Enable anti-spam engine (recommended)

E Threat Monitor Delete spam interval (days): 30

Edit anti-spam setting
@ Domain

+ Automatically update anti-spam rules

% Mail Del
5 Mall Delivery Update once a day at: 02 - | :| 30 -

Manual Update
& Service

Engine information

B2 security

5

Rule version: 1820725

Last updated time: 2018/01/10 17:23:44
Queue

B Auditing

Enable postscreen protection against spams

DNSBL Settings o

ﬁ License I " Enable greylist to enhance spam detection by temporarily rejecting suspicious incoming mails I

£ Account
Q Personal

Note: Enabling this function may delay mail delivery.

Greylist Settings

Apply Reset

JY0|Z|AE HHHES 22510 EF IP FL Ex= THQ 0|FL 2E &4 = ZRiof 7|2 ZYS
HFELICH.

Greylist Settings

Create Edit Delete -

IP / Domain Action

Greylist Settings
Action: Greylist -

Greylist time period: 30 minutes

OK Cancel

Action:Greylist / Greylist time period:30 minutes

Cancel

. ST EEUE WiRolA 7|2 S8 MeBiLICH 312 B2 22 Toof J0j2IAE X9 A Y
st
=

= d
U2 2E J20[2[AE Zol| MEELICH.

Il
o
>

YU SEste S 29 At 2200 THE AP S 2FELCH. ST AERo| 7|2 =g o e T2
O[Z|AE Y E 48 4 ASLICH
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Greylist Settings

Edit Delete Settings

IP / Domain

Action

Greylist Settings - Create

Source

IP address: 192.168.1.1

Metmask: 24

Domain

Domain name: example.com
Action: Whitelist

Cancel

Action:Greylist / Greylist time period:30 minutes

“ Cance'

6.

T HoIH B AR AAS MESID S3 ESCIL Ul 0N TYS MeiLICt

Xt

R

+ 0§7| M= HIA|X|2] MAIL FROM Ol M7t Ot-l DNS & Sl

LICk.

HME 1P F 2004 ool

2AZTINE

7.

gols 22I5t0] 2F S =PLICt.

=
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OFE| HO[2{ A ZHAL

MailPlus Server = W8l|0f YIRS 2RE E517| (e £= E| HIO|

2 A ARl
7|8t QtE[ HEO[2{A AITIQl McAfee £ MISTILICH . HO[2HA ZX| A| Y 2fejg et

OtE| HOl2{A XS Solf O|H Lo oY AT EQOIL} BT LBHE|0] U=K| HAIE 5 AFLICH.

ClamAV: ClamAV £ MailPlus Server 2| 7|2 QtE| HIO|2A A|AHIOZ 2ZZ AH
SBhL|CE.

ﬂllﬂl
JE
_O'l
)
Hr

+ McAfee: MailPlus Server = {2 2tE| HtO|2{A 147 |X|2] Antivirus by McAfee 2t E8E|0] UELI
C}. Antivirus by McAfee £ T1=5t10 QHE| HIO[2{A AITICE McAfee E MEHSIHH HME[o 22|, QHE|
Hfo|2{A of2F, 20 Y —'E.‘ MEES $HE & JAGLICH. MailPlus Server = ZAL A|Zt0| S7}5HX| ¢k

_l

OtE| Ho|Z A A S 43

— —

1. Eot>OtE| HfO|Z{ A2 0|S35tn QHE| HEO[2{ A QAT E-4s} 2tolzts MERL|CH,

E MailPlus Server 2 — O X

Spam | Antivirus  Authentication | Content Scan  Data Protection
cli] server Management

Antivirus

Threat Monitor
= " Enable Anti-Virus Engine @

@ AR Select engine: ClamAV -
ﬁ Mail Delivery Anti-Virus Engine System Information
Product Version: Not updated
,.-? Service Virus Data Version: Not updated
Release Time: Not updated
W% Security Last updated time: Not updated
— Status: Normal
= Queue
Use Google SafeBrowsing database
E g Use this database to detect malicious URLS in mails. This feature may result in higher memery consumption.
-P T Use other third-party database
Use third-party databases to enhance detection performance for malwares, phishing contents, and spams.
.l Account ' Auto-update virus definitions

Update once a day at: 02 w :30 ¥

a Personal

Manual Update

Apply Reset

2. QT MEi EECHR OFO0| M CFS & oiLtE MEiELICt.
« ClamAV: ClamAV £ MailPlus Server Of|A] X|lst= 22 QtE| HiO|2{A ATIL|CE,

+ McAfee: McAfee = 7t HX|7} HQot 715 7|Hk OtE| HHO|Z{ A AITIQJLICE, IHF|X] MIE{ 2 0| S5t
0f Antivirus by McAfee £ &X[stMAIL .

3. G2 MuS FX5t0] 23S AESHAR .
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ClamAvV
ClamAV & 9FE| Ho|2{A ATIOR MEst 29 S EHS HZol0] MHES TAHUAIR .

1. QtE[HIO|2{A TN AJAE FHHO||Af QLE| HIO|2{A AT FYEHE 2hQlet 4 QAELICH. QHE[ HEO[2{A 2

g HI|Z o2 HO|ESHIAIR .
2. ClamAV = CtZ 2| % H|O|E{H|0| A S A5 ZX| HEt S EYLICt.

+ Google Mo|= 22} H[O|E{H[O]A AL : ST El Google MO H2t2 7 C|O[E{H|O[A S AL
Stof HIAIX]off ot >IS Tt Zote|of =X HX[LICH.

« CHE EMAL HIO|E{H|O] A AFE : Sanesecurity ! 7|E} EFAL CIO[EH[O]| A AFESH0] HIO[2{A BHX|SE
YoteiLict.

3. HIO[2{A HOIE XIE L= #3522 YH0|EY & ASLICE.

« HO|2{A Ho| RS YO[O|E : A|AHIO] LE AF|E0] what 2|4 Ho[2A Fo| mUS ChREEd

o +& YOI0O|E : Hto|2 A HOIE FA| Yo|0|Est2{H 0| HES 2=IFLCt.

[

MailPlus Server Bl — Lo
Spam Antivirus Authentication Content Scan Data Protection
I; Server Management
Antivirus

Threat Monitor
E + Enable Anti-Virus Engine @

@ Domain Select engine: ClamAv -

Anti-Virus Engine System Information

ﬁ Mail Delivery

Product Version: 0.99.3
& service Virus Data Version: 25004
Release Time: 2018/10/04 04:51:19
p‘:‘ Security Last updated time: 2018/10/04 09:58:09
Status: Normal

1= Queue

_—
Use Google SafeBrowsing database

Auditin
E 9 Use this database to detect malicious URLs in mails. This feature may result in higher memory consumption.
p License Use other third-party database

Use third-party databases to enhance detection performance for malwares, phishing contents, and spams.
1 Account W Auto-update virus definitions

Update once a day at: 01 w :| 00 -

Manual Update

Apply Reset
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McAfee
QHE| HIO|H A AITISE McAfee £ MEHSH{™ T{F|X| MIE{2 0| S5t0{ IHF|X|E FFOHSHOF BFLICE.

of7|X] MIE{2 0| =5}0{ Antivirus by McAfee

1. McAfee & EX|5HA| QAFLE 2O AT 22 E B
S Toistets Z1 FO| LIEHE LT,

£ 2X5t1 Synology AE S AFE3H0 2tol4dlA

E
=2
=

F/ MailPlus Server

Spam Antivirus Authentication Content Scan Data Protection
cli] server Management

Antivirus

Threat Monitor
E ' Enable Anti-virus Engine @

@ Baaan Select engine: ClamAv -

{ Clamav }

BT e b
é Mail Delivery Anti-Virus Engine System Information ‘ McAfee ‘

Product Version:

& service

e Antivirus by McAfee is not installed yet. Please purchase the package for

installation on your DiskStation.

1= Queue
E Auditing

P license Use other third-party database

Use this database to detect malicious URLs in mails. This feature may result in higher memery consumption.

Use third-party databases to enhance detection performance for malwares, phishing contents, and spams.

1 Account Auto-update virus definitions

@ Personal

Update once a day at: 02 w|:30 ¥

Manual Update

Apply Reset

2. QEE| HIO|ZA AT A| AR HEOIM McAfee JEE gfoled & AELICE.

=

1

« Antivirus by McAfee If7| X|0i| Af McAfee M& S 1 A5H{OF BILICEH.

o &EN7LH|HAO|H (2to|MA EX| = &AE HIO|2{A Mo M S0| Q1) Antivirus by
McAfee Of| A HA|XIE ZALSHX| QESLICH. 2HE sHZBt7Lt ClamAV 2 CHA| HetsHYA|2 | ALE
X7t &2 2 Antivirus by McAfee £ H|Z4315HH MailPlus Server = X822 ClamAV £ A
SHefLICE.

[ MailPlus Server P - B X

Spam | Antivirus | Authentication = ContentScan | Data Protection
cfi] server Management

Antivirus

Threat Monitor
= " Enable Anti-Virus Engine @

mail Dellvery Select engine: McAfee -

Anti-Virus Engine System Information
Product Version: 0.89.2
Virus Data Version: 23490
Release Time: 2017/06/20 12:14:12
= Queue Last updated time: 2017/06/20 12:14:12
Status: Normal
E Auditing

Use Google SafeBrowsing database

p License

Use this database to detect malicious URLs in mails. This feature may result in higher memory consumption.

1 e Use other third-party database

Use third-party databases to enhance detection performance for malwares, phishing contents, and spams.
a Personal «f Auto-update virus definitions

Update once a day at: 02 - : 00 -

Apply Raset
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Reset

Apply

fLiCk.

Data Protection
a2 3 30
Delete mail
Save to quarantine
Deliver anyway
{Virus?}

[<)
=

I Delete mail

ol Mg
Content Scan

A
(b}

q

o] 2h= Arhol|A| £& HIAIX[ZF HSELICEH. of2f

Ml
=
=3
CHE2
MailPlus Server
Authentication

o4

Antivirus
Use this database to detect malicious URLS in mails. This feature may result in higher memory consumption.

Use third-party databases to enhance dstection performance for malwares, phishing contents, and spams.

Use Google SafeBrowsing database
Use other third-party database
Auto-update virus definitions

Update once a day at:

Lk,
LIk,

k

o
=

3

=

Manual Update

S

Send notifications to recipients after deleting o

Add subject prefix to infected mail I

H]

k
Spam
~ Actions
Anti-virus action:
Quarantine List
Template Settings

At - oo

Mail Delivery

cl] server Management
Queue

[E5] Threat Monitor
@ pomain
B Auditing
P License
2 Account
@ Personal

+

o« 0
&=

& Service

2. HO|2|A WX| #YH EECHR w0l M HHO[2{ A7} gt

1. Eob> otE| Ho|2{AZ 0|5

tE| Hto| 2

THr
or

]r
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H
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MailPlus Server

nam Antivirus Authentication Content Scan Data Protection

Quarantine List

| View Release Delete Original Mail

Receiving time - Sender Receiver Title Virus signature

No data | ¢

Apply Reset

E FH2 ALZ| HIAIXIE KIEHSHD ID =822 RE E517| s HiH Aol ID £ =2Helsy| ety

. SPF(2H AR B maol9]3 ): SPFO|7{LISE Wil Al SAEO| KA Bt Cieret &
biolol SPF 2B = $4H DNS of AAIE|0] OB ool ASto] o|HUS B 4 = Ato| 2

S SAEQ| 9K NBELICH. W2tM HIEYT2] SAEOA HIAIXIZ MailPlus Server 2 HEsted
[K=2
=2=

A A2 DNS 0| 2 A2 =0 Q19| SPF Eﬂ:":% golstn SAE0 o] THQIZ AHESH0] oo Y
Hl £ Q= HoH0| U=X| HRAFLICH. SPF 21F0| HnfstH SPF 2|2 0] 2t fail EE= softfail
EREH AAM2 & AE CHEA| HEI%’LIEL

« DKIM( =H[Q17] A*E M| ): DKIM HFHLIE2 &S
X X o|RE SHQITtLIC}. DKIM HF{LIZ S At2stH

XISt A

HH= o

431 DNS off 37 7|1E AMSks SA0l 712l 718 ARsto] ool MEY LIXE MES THELICH
M ZAETHHAIXRIS HOH DNS oA 2 At =012 S7H 7|1 &elstn 71 7|S AFE3He] A

02 4> o

, B4l AZHID % OIAIK| £ OfS folsiLict.

« DMARC(Domain-Based Message Authentication, Reporting & Conformance): DMARC | 7{
LIE2 SPF 3 DKIM 5 WHE 7|8t = BfL|CH, A|AERIOA BIA|IX|E 415 HiH AFZHo] SPF 3!
DKIM 212 S =X 6{FE &Qlsto] 2t AFRof| A7|d0] Q=X Sl SfL|Ct.

SPF

SPF AZS BABH5E A AHS Olo| AL7IS WXI5H7| 15H DNS OflAf Bt A2r Sofolo| SPF 22

£ 51013t + USLICH. SPF 20| ATBIY 234 fail £ softfail 2 AHELICH of2f £1Z HEsH
O SPF U5 MRS THAAL.
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&1

+ MailPlus Server 7t CHE M2 MEHOIM TEE HAIXIE $LSt=E A™E Z<2 2aflo] MY 2IX|7}
S AFZEO SPF 2| ZE0f| ZERE|0] QUX| 2™ SPF H7LIZ2 E20|E HAIXKIS AR = ASLI
CH. (ZHMIEE LiE=2 o] 2ME HZSHUAIL |) 22f0] MHE 30| ER|AE| FII5HHLE SPF HES
HIZE2toM AL .

1. Eot> 9150z o|SBHct,
2. SPF 4\MO|A SPF 25 B3t glolzte MeigtLct,

A5 2147t fail O[H HIAX| 7} AR ELICH.

. 7"% DE:’E

4 t7t softfail 0| SPF softfail {57 =QI2tS MEISIY] softfail HIAIXIE HEY - UASLI
CH. JEX| 42 softfail 22t2| 2= HAIXIZF =& ELICE.
E_/ MailPlus Server e e
Spam Antivirus Content Scan Data Protection
£l server Management

SPF
[E5] Threat Monitor

@ Domain

é Mail Delivery

SPF is an email validation system designed to verify sender identity and prevent spams by detecting forged sender
addresses.

Enable SPF verification

Reject SPF softfail

& service gen

DKIM allows the recipient to use a public key to validate the sender’s signature to reduce potentially malicious emails or
LY‘.' Security spams.

" Enable DKIM verification on inbound emails

1= Queue If you want outbound mails that are sent from specific IP addresses to be signed by DKIM, please add the IP address to
DKIM White List.
Auditin
B 2 White List
M License DMARC
DMARC allows the recipient to validate the sender’'s claimed email domain.
2 Account

Enable DMARC

@ Personal
Apply Reset

DKIM AE S g4ststH HAIX| £HE LXIStL ID 22 RE Hogl = QEL|CH, of2f EHAIE &x
510 DKIM AZE 23S ZHHIAIL

2. QHFRE MIAIX[S] HEH ALZHID £ 2flst & 4= @l= AA0M Eill HIAIX| S F0|2{H DKIM Ao
A QIHI2E O|H| 20l DKIM HE 43} stelats MegiLct,

4. 2l0|EB|AE HES 22|50 EF EH AHI0] Q152 S15t DKIM MBS HIAIX|of HEE 4= QU
TE Sl0|EZ[AE0 EF IP FA HRIE F/IYLICH. EHel | 2AETL OF%HP-‘?-E HAIXIE BEUHES
MailPlus Server Off HZE|H A[AE2 HAIX|O DKIM MBS ML,
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MailPlus Server e e

Spam Antivirus Authentication Content Scan Data Protection
£l server Management

SPF
[E5] Threat Monitor

@ Domain

é Mail Delivery

SPF is an email validation system designed to verify sender identity and prevent spams by detecting forged sender
addresses.

Enable SPF verification
Reject SPF softfail

. DKIM
& service

DKIM allows the recipient to use a public key to validate the sender’s signature to reduce potentially malicious emails or
spams.

[v’ Enable DKIM verification on inbound emails I

1= Queue

If you want outbound mails that are sent from specific IP addresses to be signed by DKIM, please add the IP address to
DKIM White List.

M License DMARC

DMARC allows the recipient to validate the sender’'s claimed email domain.
2 Account

Enable DMARC

@ Personal
Apply Reset

« MailPlus 2.1 O] & HFO{| A = DKIM Of|Af 7R =l O|H| 0] A AtABIO 2 0| SELICEH. MailPlus
Z2I0[HE|A o|2{st O|H[Y0| =™ ANIt EAIEL|CE.

DMARC

DMARC = SPF 3! DKIM ZZ& & 7|8te 2 StEE T Qlof SPF E AHSt 7 7|15 M Hste] of2HL2
C O|H|Z0fl DKIM MBS E4tet 20i DMARC #E S Tk = Z5t0{ DMARC &

T2 ZYIBHHAIR .

>
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2. DMARC 43} =tol2tg MENsto] DMARC £ E43}etLCt.

S

+ MailPlus 2.1 0|4 H{T0f| A= DMARC 0ff 23l H2|El O|H| Y2 A AMBIO 2 0| SELICEH.
MailPlus 220 E0f| A O|2{3t O|H| 20| =tQl=|H H 0Tt HAIEIL|CE.

ZHX B3 7|52 A T et oA R o|HYE S HE Y 4 AFLICH.
« MCP %] : 32 o|H|2e] 2HIXE J7|ZQ2 HMBIL|Tt . oy A2 2HXIt 4T G| AEEH 0]
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MCP(Message Content Protection) &S M&st1 MCP A2t F4E XIFLICH. O|H| o] 74 7]
ZEF LKSHH 7 FHa=IH E MCP H=0fl SAHELICH, & F47F MCP AL F+E F1isHH A AR
M O|HY S HEJ-SIALE KEHRLICH. CHE BHAIS BZ5I| MCP £ gdetsti #2|shdAL .
1. Hot>r|o|E BS 2 0|55t HIo|E] B M Moj|A MCP 2%t 2folats MEfgtL|Ct,
2. MCP YAzt = HEO| H-E L},
3. MCP 7% 22| HES 22510 M A2 F=7HELICt.

& MailPlus Server Sl

Spam Antivirus Authentication Content Scan Data Protection

Data Protection

cl] server Management

E Threat Monitor : . W e 2 i
With the Message Content Protection (MCP), you can set certain criteria to rate the mails, and take the predefined actions

on the mails of which the MCP score exceeds the MCP thresheld score you have specified.
@ Domain
|n" Enable MCP

é Mail Delivery Manage MCP Rules

MCP threshold score: 100

& service

A Actions

Select the following actions for filtered mails:
= Queue @ Save to quarantine
MCP guarantine

B Auditing

Deliver anyway

¥ Delete mail
_,P License
More options:
2 Account Notify sender

@ Personal
Apply Reset

4. MCP 1] 22| HoilA 48 HES S=IgLCt.

5. MCP 7% 371 &0l = = 50| ZE L),

el 49
= Ol HIAIX| M=
LHg (M5 Z%) O|H Y HAIX| 2HE % W=
HH Az Ofm| & TIAIX] 24 AtEh
= Atz Oft| Y TIAIX] Rh= AtEt
A%} X 8| 2 O|HY HAXIS| £ HE|Z

o M8 XY 5| : Y EECH2 HiwolM AFSXL X1 ™ SIE S MEiSHH AFgXL X1 SiE 2= Lt
EHEfLICH. of70f £ ME|=S Y=HYLICH.
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7. MCP 78 2] B0l A DA M4, a8t HE T AR 4+ AT E8 Q2% 9| AXof 9
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[ MailPlus Server
Spam Antivirus Authentication Content Scan Data Protection
cilsener I I

Manage MCP Rules

& || create || eaic || eere

Enable Name Target Relation Pattern Case sensitive Score

ex_creadit_card Title, Conten. Fit reqular expression  ((4\d{3})|(S[1-5]\d{2} No 10
ex_tw_identity_number  Title, Conten. Fit reqular expression  [a-zA-ZJ{1}[1-2]{1}]0 No 10
ex_example Title, Conten_. Contain example No 10

ex_email Sender, Rece Contain example@example.com No 10

A .

ditem(s) €

ha S M

=Xt

o

YRSt FA SHO| MCP YAIZE WS E0totH S 20| +-ELICH CHS IS X5 22
HESIYUA

1. 2ot >r[o|E| EZ 2 0| S35t C|oJE| 2= M Hol MCP A2t B 2Eo H45 gLict

2. Y MMoIM MCP YAIZE Mot Zoie|H Y xS AHY 4+ AFLICH.

o BZZ HHE : O|H|Y HIAIXIS BHEELICE.
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MailPlus Server

Spam Antivirus Authentication Content Scan

I; Server Management

Data Protection
E Threat Monitor

Data Protection

With the Message Content Protection (MCP]}, you can set certain criteria to rate the mails, and take the predefined actions on the

@ Deomain

ﬁ Mail Delivery

" Enable MCP

Manage MCP Rules

I MCP threshold score: 100 ]

A Actions

Select the following actions for filtered mails:

@ Save to quarantine

MCP quarantine

B Auditing
M License
¥ Account
34 Personal

Deliver anyway

Delete mail

More options:

« Notify sender
Template Settings

" Forward to: admin@yourdomain.com

mails of which the MCP score exceeds the MCP threshold scere you have specified.
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I; Server Management
E Threat Monitor

@ Deomain

ﬁ Mail Delivery

4." Service

L]

7, Security
I= Queue

B Auditing
M License
1 Account

@ Personal

us Server

Spam Antivirus Authentication Content Scan Data Protection

Attachment Filter

Specify the file types of attag

Attachment Filter

Attachment Filter

[create || pelete | sove |
Content Scan File Types
ani
Enable dangerous conte bat
»" Reject partial mesq cab
o Reject external mel ceo
« Highlight phishing { cer
Convert HTML into] cmd
enf
IFrame tags:

com

Form tags:
cpl

Script tags:
cript tags: i
Web bugs: fdf

Object Codebase tags:

35item(s) C

Resst

4, ME2 Z=gLct
5. OpAg 2=i6t] S t=2EL|ct
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o QR HIAIXK] B2 HE : 2R 2|AAE Jt2|7|= o|HYE HEHLICH( E9| HIAIX] / 2|8 222

Content-Type 20| = O[H| Y HA|X] ).
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+ High-availability 22{AE{ £ 0|0 HHFYCH 7|2 MHO|M 235 ZISHHAIR
& MailPlus Server N e =T Y. <4
Mail Monitor Server List Mail Migration Configuration Import
Number of Mails
@ Threat Monitor
Filter ~ Export Date month -
@ Domain
M 2018/04
+ | i
i Mail Delivery Total
Sent 310343
¥ service Received 326269
S I ow 15663
Resent ]
%, security = — Reject 20746
2012104 2018/05 2018/06 201807 2018/08 2018700 201810
i= Queue Top List of User Activities
E Auditing Sent Received Failed Resent Reject
48776 (user6@synolo. 129860 (user8@synol 2462 (userS@synolog. 0 (- 4675 (176.180.17_
,9 License 46583 (user3@synolo.. 124022 (user7@synol 2351 (user7@synolog.. 0 (- 4465 (176.186.14._

1 Account
Q Personal

46581 (userd@synolo_ 124017 (user10@syn.

46566 (userl0@synol.. 123976 (userc@synol

( (
( (
2351 (userd@synolog. 0 (-
2351 (user3@synolog. 0 (-
( (

46561 (user8@synolo.. 123964 (userl@synol.. 2350 (user8@synolog... 0 (-
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(
(

4465 (109.163.79..
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(

4463 (92.36.91.11.
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MailPlus high-availability 22 AEE AHSIALE HAHSHH A|ARM O|HYS ST
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MailPlus Server ? - B
Mail Monitor | Server List Mail Migration Configuration Import
add || Delete || Manage || Check Settings
[E] Threat Monitor
EW mst-demo14(10.11.13.38)
®  primary Server
@ ooman TMAP/POP3 Running
. sMTP Running
oMl Delivery Spam Filter Stopped
Antivirus Stopped
& service ~ i
MailPlus Running
i cpu 5% RAM 23% Network
I secunity - s # 3KBfs 3 16KB/s
i= Queue
B Auditing
M License
2 Account
£} ersonal
i
CC 3 o H L= SEA S o oF ol =1
o QIE| HEO|R{A FE= MCP 7t EdtEl 32 AW WX| 7|50| 2dotE|of UX| girfete A HETL &
= = = Al OFA
HSHEILICEH. 3HX| 2 A HAL= HRE|X| QEELICH.

UFLIEL. ot of7]
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gholofl A MailPlus Server 80| Synology o HZ MM at S UK gole
OFSt MX & |-E Zlo|st A Ol A | |. |.O C |§ XI‘I"'-AI |
Ol A CHYot MF F3tE ol o~ JUSLICH.C CHAE BRSHA L.
MailPlus Server
Mail Monitor | ServerList | Mail Migration | Configuration Import
Add Delete Manage Check Settings
[E] Threat Monitor N
Check Settings
Check Settings
@ Domain
Settings Effects
& Mail Delivery
= @ Enable SMTP Authentication The setting is good
@ Check if the senders’ email addresses belong to.. The setting is good.
& Service
© Ensble anti-spam engine (recommended) Spams will not be identified and moved to junk autom..
% security © Enable Anti-Virus Engine Users may receive emails containing viruses. .
© Enable daily sending quota Email accounts, if hacked, may be used to send limitle. /s
i= Queue © Reject unauthorized pipelining requests Users may receive mails from bulk mail software that i..
© Reject HELO hostnames without fully qualified d .. Users may receive spams from servers who fake the ..
B Auditing @ Reject unknown HELO hostnames Users may receive spams from servers who fake the E..
© Reject senders without fuly qualified domain n... Users may receive spams from non-FQDN hostnames
License
'P © Reject senders using unknown domains Users may receive spams from non-FQDN hostnames

2 Account

£} personal
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« High-availability &2{2F S 0|0| 2HYOH 7|2 MHo|M 2O 5 SISt .

2. Mttol] = EECHR OiFollM Hot 271 5! LHE H|O|E{H[0]A S MEHBILICE .

F/ MailPlus Server s = L
Log Usage Analysis Log Management Log List Mail Search Report
Server Management
Export Security Log = || Internal database w || O~ Search
[E] Threat Monitor Date.  Time Source Sender Recipient Title Type Event
2018-0.. 15:55. 219.233.10.80 test6@examp.. user7@synol.. Test subject. DKIM dkim example event
® Domain 2018-0 15:55. 4.63.247.206 user4@synol.  testl@examp.. Test subject DNSBL dnsbl example event
ﬁ Mail Delivery 2018-0.. 15:55. 109.116.71.21  testl@examp.. userd@synol.. Test subject.. Virus virus example event
2018-0 15:55 186.139.249. _  test2@examp_  userd@synol . Test subject Spam spam example event
4." Service 2018-0... 15:55. 116.70.3.208  test4@examp.. user9@synol..  Test subject.. Spam spam example event
2018-0 15:55. 34.91.73.154 test7@examp... user4@synol . Test subject DKIM dkim example event
% Security 2018-0.. 15:55.. 55.144.66.187 testl0@exam.. userld@symo.. Testsubject.. DNSBL dnsbl example event
o 2018-0 15:55. 186.139.249. testé@examp... user4@synol . Test subject DKIM dkim example event
1= Queue 2018-0.. 15:55 157.20.191.1.. test7@examp.. user2@synol.. Test subject.. Reject reject example event
E Auditing 2018-0 15:55. 217.114.43.2._ user7@synol.  test2@examp...  Test subject Virus virus example event
2018-0... 15:55. 42.126.215.2.. test4@examp.. userl0@syno.. Testsubject.. Spam spam example event
M License 2018-0.. 15:55 149.10.64.91  user7@synol . test4@examp . Test subject DNSBL dnsbl example event
2018-0.. 15:55. 185.169.72.81  user4@synol.. testd@examp.. Test subject.. DNSBL dnsbl example event
1 Account 2018-0 15:55 15.5.86.72 testi@examp..  user9@synol . Test subject Virus virus example event
2018-0.. 15:55. 215.90.138.1.. test2@examp.. user8@synol.. Test subject.. DNSBL dnsbl example event
£} personal . 2 3 » 3l 15240 item(s) | C
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22| 23= MailPlus Server 88 HZE A 7|SLICH. 2 200 RF , ARSXE, A2 EWE, A
=2 =A g0 27} & 2F5) M £l o 2 XIX3S il = 3
EXHIP 4 8 MH 0|F 3t &H| 7H2fot O|HIE HEHO| HAIELICH. CH2 BHAIE RSt 22| 235 =
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1. ZA>2O2 0|SlLCt,
Al ol CE2r|IL L | ajl =} AE A{EHSH
2. AT Yl EECI2 HiolAl 22| 21 % LIS ClO|EHIOIAS MeigLT) .
MailPlus Server P - O X
Log Usage Analysis Log Management Log List Mail Search Report
Server Management
Export Adminlog w || Internal datsbase w
[E] Threat Monitor Type Event User DateTime « User's IP Server na
@ - Mail Search Search task "1" was created and started. admin 2019/04/15 17:29:26 10.17.41.16 MST_DEM
omain
Service "Account type” was changed from "LDAP Users (m... admin 2018/04/15 14:36:33 10.17.41.16 MST_DEM
i Ml Dy Service "Account type” was changed from "Local users” to .. admin 2019/04/15 14:08:55 10.17.41.16 MST_DEM
Service “"Account type” was changed from "Domain Users (... admin 2019/04/15 14:07:24 10.17.41.16 MST_DEM...
*“ Service Service “Enable IMAP SSL/TLS" was changed from “disable._. admin 2019/04/15 09:59:53 10.17.41.17 MST_DEM.
Service “"Enable IMAP" was changed from "disabled” to "en. admin 2019/04/15 09:59:53 10.17.41.17 MST_DEM.
% security Service "Enable POP3 SSL/TLS" was changed from "disable... admin 2019/04/15 09:59:53 10.17.41.17  MST_DEM..
Service “Enable POP3" was changed from “disabled” to “en... admin 2019/04/15 09:59:53 10.17.41.17 MST_DEM.
= Queue
= Service "Account type” was changed from "Local users” to .. admin 2019/04/15 09:59:01 10.17.41.17 MST_DEM
E Auditin Service “Enable SMTP-TLS" was changed from "disabled" t... admin 2019/04/15 09:59:01 10.17.41.17 MST_DEM...
Service "Enable SMTP-SSL" was changed from "disabled” t. admin 2019/04/15 09:59:01 10.17.41.17 MST_DEM.
P License Service “Enable SMTP" was changed from "disabled” to "en... admin 2019/04/15 09:59:01 10.17.41.17  MST_DEM

j_ Account
a Personal

12item(s) | ©
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F/ MailPlus Server ! a X
Log Usage Analysis Log Management Log List Mail Search Report
:_ Server Management
Export Mail Log ~ | Internal database 0 - search
Threat Monitor
E Message .. Date Time Sender « Original Re...| Internal database Title Ma.  Status
442875c. 201 19:14:47 Jonathan@ - External databa st Mail 11.  Sent
@ Domain | —
c737a3d..  201.. 12:33:11 Jonathan@... - ips@text Test from MailPl..  0.8... Sent
é Mail Delivery 0bfgs3a..  201.. 13:09:23 Jonathan@... Jonathan@.. jonathan Testing the look.. 0.8.. Recei..
827bc2b... 201.. 15:32:20 MK@synolo... - andrew802... test 0.9.. Sent
4." Service 527dbdc... 201 15:33:45 MK@synolo... - andrew802._. test 0.9 Sent
f21bffbb- 201 15:56:06 MK@synolo..  admin@sy admin test 0.9.. Recei
%, security 201 15:33:29 SYSTEM - patrick@sy. 51 Failed
201 15:37:24 SYSTEM - patrick@sy.. 1.5 Failed
= Queue N .
201 12:00:04 SYSTEM - patrick@sy.. 1.4 Failed
E d 201.. 09:37:14 SYSTEM - patrick@sy... 3.7.. Failed
201.. 13:59:41 SYSTEM - synology@... 95.... Failed
'p License 201.. 22:29:07 SYSTEM - synology@... 1.4. Failed
201.. 21:06:53 SYSTEM - synology®@... 1.2. Failed
1 Account 201 16:51:02 SYSTEM - jero@synol.  Undelivered Ma..  1.0..  Failed
2017101.. 201 22:47:11 SYSTEM - patrick@sy.. Undelivered Ma 38... Failed
Q Personal .
2 3 » ) 34457 item(s) | @
= o = 50| 35!
3. Synology NAS 0flA 2|5 H|O|E{H|0|A 9{X|E ZHlSfL|Ct.
El Eo Az2|5}
4, MEHHES S2/eLICt.
F/ MailPlus Server
loo lsage Analysis log Log list Mail Search Beoort
cli] server Management
o D - Search
. Name Size | File Type
E Threat Monitor i | e
ail 1.1 Sent
@ Domain
~ home ailPl.  0.8..  Sent
} CloudStation i
é Mail Delivery look.. 0.B.. Recei..
+ homes 0.9..  Sent
& Service + homes-backup 0.9..  Sent
» MailPlus_1 0.9  Recei.
% security » Mailplus_2 5.1. Failed
» MailPlus_3 1.5. Failed
1= Queue } MailPlus-backup 14. Failed
B b music 3.7.. Failed
+ NetBackup 95... Failed
P License » photo 1.4.. Failed
b video Nodata | C 1.2..  Failed
1 Account dMa. 10 Failed
d Ma 38... Failed
Q Personal 3
2 3 » )l 34457 item(s) | @
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R/ MailPlus Server e =] P
Log Usage Analysis Log Management Log List Mail Search Report
|; Server Management
Export Mail Log w | Internal database w || O~ Search
@ Threat Monitor Message ...  Date Time Sender - Original Re... Redipient Title Ma... Status
442875c.. 201 19:14:47 Jonathan@. - jlmdemore Test Mail 1.1 Sent
@ Domain
c737a3d 201 12:33:11 Jonathan@ - jps@texteri Test from MailPl..  0.8.. Sent
i Mail Delivery 0bf353a 201 13:09:23 Jonathan@. Jonathan@ jonathan Testing the look..  0.8.. Recei
827bc2b. 201 15:32:20 MK@synolo... - andrew802._. test 0.9 Sent
‘:F Service 527dbdc. 201 15:33:45 MK@synolo... - andrews02... test 0.9 Sent
f21bffbb-..  201. 15:56:06 MK@synolo...  admin@sy. admin test 0.9.. Recei..
W% security 201.. 15:33:20 SYSTEM - patrick@sy... 5.1. Failed
201.. 15:37:24 SYSTEM - patrick@sy... 1.5.. Failed
ueue
Q 201 12:00:04 SYSTEM - patrick@sy.. 1.4. Failed
E uditi 201 09:37:14 SYSTEM - patrick@sy.. 3.7 Failed
201 13:59:41 SYSTEM - synology@... 95. . Failed
p License 201 22:29:07 SYSTEM - synology@... 1.4 Failed
201 21:06:53 SYSTEM - synology@... 1.2 Failed
32 Account 201.. 16:51:02 SYSTEM - jero@synol..  Undelivered Ma.. 1.0..  Failed
2017101.. 201.. 22:47:11 SYSTEM - patrick@sy...  Undelivered Ma. 38... Failed
Q Personal .

. 2 3 » ool 34457 item(s) | ¢
= Z1M - = ) o] o| = IS Z2|s A ol A =1k fu §
o 1O HM HO|X| LEZR 9 Pl A= FAM el =T ofo|2S 22Y £+ UELICH. LY g H

o ABHS S 22 MXS MH=2 St 8 S 32|35 | (=]
ME SHEH 2t =0 PM 7|ES BFYUCH. 2Y S AT T QIS S2UYLICH B EELR
L = el =] L = St A OlA
IOl =@l LHS MERSto] LS ARSXE LHOIA 2 BIAIXIS ZA e &= AELICE.
F/ MailPlus Server T N LT
Log Usage Analysis Log Management Log List Mail Search Report
I; Server Management
Export Mail Log w | Internal database w || O~ sSearch
E Threat Menitor Message .. = Date Time Sender « Original Re... Message ID:
442875c..  201. 19:14:47 Jonathan@... - ]
@ Domain
c737a3d.. 201 12:33:11 Jonathan@. - il Sender:
i Mail Delivery 0bf953a 201 13:09:23 Jonathan@. Jonathan@
827bc2b... 201 15:32:20 MK@synolo - Original Recipient:
*" Service 527dbdc... 201 15:33:45 MK@synolo. -
f21bffbb-.. 201. 15:56:06 MK@synolo...  admin@sy..
i Recipient:
W security 201. 15:33:29 SYSTEM - ’
201.. 15:37:24 SYSTEM -
= Queue
=Q 201 12:00:04 SYSTEM - Title:
201 09:37:14 SYSTEM -
ud
201 13:59:41 SYSTEM - Mail Size (KB) :
P License 201. 22:29:07 SYSTEM - any -
201.. 21:06:53 SYSTEM -
Status:
2 Account 201. 16:51:02 SYSTEM - i
Any -
2017101 201 22:47:11 SYSTEM -
Q Personal Date:
|
From To

118




23 FHX LT
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& MailPlus Server ==
Log Usage Analysis Log Management Log List Mail Search Report

cll] server Management
~ Search Conditions
E Threat Monitor

Mail type: Sent -
@ Domain Date: From - To
Identity: Sender -
i Mail Delivery Search range: email address -
*_’ Service Keyword:
Search
%, security
email address/domain Total
I= Queue

M License
2 Account

Nodata ¢

2O E ™S ALY = AELICH. MailPlus Server = A H‘JQI A7|E0| et WY =20, Het =
a
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F_/ MailPlus Server ST
Log Usage Analysis Log Management Log List Mail Search Report
cll] server Management
Log Archiving
E Threat Monitor Enable log archiving
@ ) Archive destination: Select shared folders Select
Domain
Run on the following days: Sat -
i Mail Delivery Run task: 01 v |z 00 -
+* service Log Transfer
n Security Transfer logs to the secondary server
Transfer logs to a syslog server
1= Queue Server: Enter the server IP
Port: 514
Auditin
E < Transfer protocol: uDP -
p License Log format: BSD (RFC 3164) -
Enable secure connection (SSL)
1 Account Import Certificate
EIEBX MHE M&
High-availability 22{AE S HsIH 207t 7|2 MHO| T ELICH. SAHEE EX Mol 22
Q&LICH 218 B AH{of {2 21 0[E|H[0| A BHS0{oF BHLITH (21 Hlo|E{H0|A WA &

Z).LIS HAE HZo10 22 BEX MHZ HSSHAL .

1. #At> 20 @22 o|sELct
2. 2174 MMM 208 BX MHE B2 golzrg Megict
3. 388 22stel 832 HEELCH

2 2EOE 2 syslog MHE HE

CHS CHAIE HZSH 29| 235 CHE syslog MHE HESHUAI2 .

1. ZA> 23 2|2 o|sELCt.

2. R3PS MMM syslog MHE 213 W& &folzts MedgiL|Ct

3. syslog Mt HEE L&BLICH.

4, Hot A (SSL) 243 =telzhs MEist AR 215 HiUj7| Toj| 2
syslog Mt 2| AZME 7kK 20k e o~ AFLICE
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cll] server Management
E Threat Monitor

@ pomain

é Mail Delivery

& Service

’i Security

M License
£ Account

MailPlus Server

Log Usage Analysis Log Management Log List Mail Search
Log Archiving
Enable log archiving
Archive destination: Select shared folders Select
Run on the following days: Sat -
Run task: 01 - 00 -
Log Transfer
Transfer logs to the secondary server
Transfer logs to a syslog server
Server: Enter the server IP
Port: 514
Transfer protocol: uDP -
Log format: BSD (RFC 3164) -

Enable secure conned

Import Certificate

tion (SSL)

Report

Reset

23 3H & 43

&9 29| 3 J|7hat IHY 27|12 MEY 4 YALICH K1Y 21 Gl0|E{H|0] A2t Ho 21 Ho|Efo]
£0| 5|4 &2 49 7t HEEL|CE,

CHS EHIE HESI0] 27 3|H F42 AHSAIL .

1. ZAt> 23 Bal2 o|SELct.

2. 20 3H A MMM 21 T 37|17} CHSECH S (MB) ZEO| 2t YAFLICH

3. 20 3|M A MMl A 23 3 37| Solake Metstn SECHS Hlk0) M | 7|2he MeBt|C

[

cll] Server Management
E Threat Monitor

@ Domain

a Mail Delivery

& Service

r. Security

P License
£ Account

MailPlus Server

Log Usage Analysis Log Management Log List Mail Search
Log Transfer
Transfer logs to the secondary server
Transfer logs to a syslog server
Server: Enter the server IP
Port: 514
Transfer protocol: upp -
Log format: BSD (RFC 3164) -

Enable secure connection (SSL)

Import Certificate

Log Rotation Rules
Rotate the Postfix logs when any one of the following conditions occurs
Log file size is larger than (MB) 30

Log rotation period Daily -

Report

Reset
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F/ MailPlus Server e Y oA

Log Usage Analysis Log Management Log List Report
I; Server Management

Download Delete Generate the log database Mail Log - Main log -

@ Threat Monitor e Modified Time File size

aggr_mail_log.db 2018/08/06 10:53:45 12.0 KB
@ Domain

ﬁ Mail Delivery
4." Service

%, Security

I= Queue

P License

1 Account

Q Personal

litem(s)
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Log Usage Analysis
el server Management

MailPlus Server

Log Management Log List Report

Download Delete Generate the log database I Mail Log w || Received logs - I
E Threat Monitor File name Modified Time File size
aggr_mail_log 2018/09/10 11:57:45 792 Bytes
@ Domain
4+ N
= Mail Delivery Options
Merge with the internal database (may cause the loss of
& Service some logs)
Save to selected folder
P@ Security
Select shared folders Select
I= Queue
_ OK Ck
E Auditing - i
M License
2 Account
1item(s) | ¢
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F_/ MailPlus Server Gl =l
Log Usage Analysis Log Management Log List Report
I; Server Management
Enable daily report
[=] Threat Monitor Send at: 00 v :[00 ¥
@ SRR Send to: [}
i Mail Delivery
4." Service
% Security
I= Queue
M License
1 Account
@ Personal
ol 2
MailPlus Server Of| M QIEI Y El ZE O|HUS &S 4 AS 2 OtL|2t HM Z0HE B, MH[SHL , LY
2 5 ASLICH.
CHE EHAIE HZoH0] MY M TS THEHAR
1 ZA >0 Aoz o|SEL|Ct
2. 3t7| (+) ofo| 22 22I5t0] M| =S BHSLICH
3. Y 0I5 2 YEgLC)
4. HM =S AL,
o AP HOIE ZA  HM Zedof M TS o2 JH It = JAELICH. EECHR HiRoilM =St
O RE Z20|Lt o] =AM LX|Sh= O|H LS R0 HEH Abgh = APE.:.', HE,II9E , HY 27|
(MB) EE= 2%t 7| E7 ZE L= HQlE EME TS FolgLct
o AMSZ}R[E - HM ALK 7| EE MG A ZUS MEX XHE =& AELICH. OIE S0
admin@synology.com F=20i|A1 2018 4 5 & 25 & 0|=0j| 2H GDPR 0f CHst O|Hf| Y S =3[t

2{H M T7HOZ after:2018/05/25 AND from:admin@synology.com AND GDPR & i35t

™ ELICt.
ZA AL Mg of
from: RIFE i ARl HIAX| from: &3
to: XY 2= AFROA TSE HAX| to: M4
subject: H= 20l £H £Hof7h A= HAX| subject: M4 AlA}
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before: EE= after:  S7 7|7t 30| WS E HA[X| after:2004/04/16
larger: &&= = CF 3L RS HIAIX ' ‘
smaller: = |2 CH AL £2 T AIX] (MB £ ) larger:10M
filename: EX ot = oY FAO] ME ol filename:pdf

has:attachment | &= If0| Ql= HIAX]

has:attachment

is:starred HE HAIX| is:starred
is:unread SIX| 42 HAIX] is:unread
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Add

Target User

Search Conditions

Task name:

Search Conditions:

Custom

® Pre-defined conditions

w | match the following rule:

All

- admin@synology.com

contains

-
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* 2

DSM and packa...

Y Search

Export | ~

Delete | ~
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11 & : Disaster Recovery

/
11 & : Disaster Recovery

High-Availability 221 AF

MailPlus Server 0l M= & 7tX| £8M | = £t I = 1M1} high-availability 412 ®3gfLict. o
Y = AMOM HY MHIAZ MEiEt2{H Synology NAS 8tLE7F T QX[ 2t high-availability FA0f|
M O[7]X] 23t O[HIE Al STHE MY MH[AE EEE & = high-availability(HA) 22{AHE HA46t
2{™ Synology NAS & 747 Ze%tL|Ct.

high-availability(HA) 7+ A7H
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/
12 EF - MailPlus EFAH

J2Hoz 2IQI5HH ALME0| EAIELICE.

MailPlus P~ 81 test3@esthentest test +

o o

Mailbox
Inbox
Starred
Draft
Sent
Spam
Trash
Archived

Label

No conversations

OH| Y A2 5L 2t

T A= ZE HES S2I6I0 o|H|Y XetS A BLICE. MailPlus ol A o]
PN

x}
U A2 SO NIELICH AMEX| B &2 1 0k AX{0A] CHA| FO{ M7|S Chal AlSHE 4

MailPlus p- &% iest3@esthertest test -

c -

Mailbox
Inbox
Starred
Draft
Sent
Spam
Trash
Archived

Label

No conversations
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o OjH[2ofl 241 : MailPlus Ol A O &ol| 2| MSt= o= Ml 7kX[7F AELICEH.

o B3| AE S25t0] B ALRIO|A 2 MELCEH,

o HE S4B HOY| 2E B ARRE(CC Ehe ARRE ) offA| 2| A5t R B|MS S2IRL|Ct
o TE: R =AM 0[2|2| CHE AMZHOIA| O|HY S Hiliz{H MY S SEISLCt
heather
*~ * -+
Reply Reply all Forward

« AMTEZ O|H|Y 714 2o w2t AAMES of2] 7 TS 4= ASLICH. IZ 2 A0 A= AME |
HME SHSELICH. 22{H AtMe Fofl Tsts| 0t0| 2 (+) O] EAIEUICH. H{3t7| (+) of0| 25 22!t
of M AtMetS BHSLIC.

- Hlo|='E oW 22| : 20| =S MEX} X|HSI O|H| S 2FEY 4 AFLICH. 21Z 1 2o A= &lo|

ol AME 23s&LICH. J2{H 2|0|5 Foll T5t7| 0t0| 2 (+) Ol EAIELICE. H37| (+) Ot0
S0f Af 20|28 BHEL|CH, 1A AlHE | o

2ot = AXE Y 0|S 0|ES LSt 2|0|S MebS MEHRILICH.
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AbMEH ME gl

MailPlus £ AtE3IH Z20|HE ALE2Xt= A 20|0HR , Xts 2|4 / ME A
Y Mol A== Z2EZ (0 : SMTP % OpenPGP) £ ALEXt X[ &Y Ct. Synology
MailPlus Server 2| MailPlus #2|Xt7} ZE ALEXO[AH M El At ™S 22|e 4 USLICH, H A

710l M A2tk 2 BHE RS & ABUICEH.

= HIAIX],
P olaL |

0| ol M= SMTP, OpenPGP 5! SZ|AE [ SI0|EZ|AEQ| 714 & HFeILICH. THE EFol| TSt Xt
Mgt LHE2 0] E2% EME HESHAR.

REZ 9| 7M0 A= AFE 0|E2 S22t EEL2 HiRoM B™EE 22150 MailPlus & #+4=LICEH.

MailPlus P - inTest 28 | testi@esthertest test + |

Settings
o
Help

Mailbox About

Inbox Logout

starred
Draft
Sent
Spam
Trash
Archived

Label

No conversations

SMTP At =7t

MailPlus £ MY M0l AH2E|= SMTP MHE 02 7 XIZEILICEH. SMTP MHE F7}61X| Qo™
MailPlus Server = B E O|H|YS HILSIEE XISQ R 7|2 SMTP MHZ MFEEL|CE, HUH AIZ 0|E
MY WA 4~ ASLICEH,

AF8ZH= MailPlus O] M O|H| Y S LESHES CHE SMTP MHE F71e & AFLICH. 0| S0{ Google
9| SMTP MHE Z=7t5t0] MailPlus 2| Google AIH S S3ll O|HY S 2 = AFLICH. OF2H HASE +H
510 SMTP MHE FISHYAIR .

1. 88 >SMTP 2 O|SLICt.
2. Oh2 FEE LAYLIC.
o SMTP MH : Y MH|A SEXC| =T 2M = XS MM SMTP MHE RELICH.

« SMTPEZE: ZE Ho= A}EQ2 SSL/TLS £ S SMTP HZ0f| 2edt gto= 0| EE LT,
JI2HOR EE 465= SSLE 8¢ SMTP HZE0|1 ZE 587 2 TLS E St SMTP AZEYLICt.
SSL YU TLS &0t 5 otR & MEHSIX| to™ SMTP HZ0|| AFSEl= BE ZEE 25 JLCt.

« 915 ©R:SMTP AHo|| 2150| ZR3tH 0| gtelzts MEHpLICt,
o AI8%} 0|5 : 0| FAE elLICt.

. THARIE : O|H|Y HAES 2fBLICt.
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o HOFHA (TLS) 2R :TLSASM=Z HES Hst2{H 0] golzts MEfpL|Ct
o HOMOIZ (SSL) R :SSLABME HAS HootHqH 0] golets MetgiL|ct

+ U AZHOIHIY : Ol FAS QURIELICH ALSX} OIS0 A3t O|H|Y FAot AX|SIX| YO
00| ABOZ BAIE 4 YBLICH,

« S AREH O]

o
n
rr
>
ol
o
H
=

ARE QIR 4 YTE B AR 0|22 YBILICE,

Create
SMTP server: smtp.gmail.com
SMTP port: 465
+" Authentication required
Username: @gmail.com
Password: sesrssann

Secure connection (TLS) required

+" Secure connection (S5L) required

Sender email: {@gmail com
Sender name: Heather ‘
0K Cancel
3. gelg 225t 4™ S MELICH.

4. O|H| S=0i| A2 F7ter SMTP Mt AHF 0| LIEFELICE.

. 20l QU E7 230 HES S2Yol0] AHS B, ARSIALE 72 SMTP A2 258 4 9
Lict

i)

Settings X

General Add || Edt | Delete || Defaur |

Theme Customization Sender email Default SMTP server

Auto Reply/Forward com Default

Mailbox gmail com
Shared Mailbox

Filter

Priority Mailbox

SMTP

OpenPGP

Notification

Blacklist/Whitelist

0K Cancel

o O|HUS ZEE ZR HEl AFRE: HEO| M SMTP A Ztol| Hetet 4= &L,

Compose - X
To. Recipients Cc Bee
From: heatherfang < -

Subject heatherfang < >

T A Heather< Jgmail.com> : s moeén
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o OHE AMZHOIA| 2= 3hEl O|HY S ELHOf 3t R MM R7| HES S2I5t0] It = HAE 20N

20 7|12 7t AN L .
Saa|AE [ 3to|ER|AE BE|
el EM2|AEQL Bl0|EE|AES TS0 EHU2|AE [ 30| ES|AE HO|X|0)|M ST O|HY F4 / =0
QS AL S8 4= USLICH &Moo= AMS Hifi= O|HY FALL E0QS SHME|AE =
7ShH AHEbet 4= UELICH. OFEEIEX 2 Al O|H| 0| XtEhel ZR0= o|H Y FoL =Ml 0|52
SlO|EZ|AE| =Tt5tH ElLICH.

Settings x

General Blacklist Whitelist

Theme Customization P = Tt Ie)

Auto Reply/Forward

Mailbox Email address or domain

Shared Mailbox

Filter

Priority Mailbox

SMTP

POP3 Fetch

QpenPGP

Notification

Blacklist/\Whitelist

Maximum item number- 10000

Current item number: 0

Cancel

mjz

2. O|H|Y FALE E0ijl 0|22 X Mstn Stele S2sto] MHS HIBLICE .
3. M2 27} 0| ZALF E0I9! 0| 20| SZ0j FA|E|0{0 EhLiCt

I|Z O|H|2 FA = EHQl O[S AL

1. FHE 0|t FALL EH9l 0|22 223t = AH|E S23LICH

2. AE[St2{R GE | 312512® OILIRE 22eict

J|Z o|H|2 FA = EHQl 0]

1. HES 0| FALL EHQl 0|22 223 MAS S

2. sts iz W S spole 32eict

3. O[%| 220]A 0|t FALE E0j9l 0|2 0| HAELICH.
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