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Synology DiskStation Manager (DSM) Aaszuuilfiisinns Web-based
7ildd1a81115u Synology NAS TaaaanuuuiniiaznaaaIan1sdunindalinaarinnasiwnlsideluiaiazina DSM 7.0
talialnsaldaAvdayaiiiiandaduiriazinauasqa Bivigsuaazvinnindugudnatsnisuas Ina luiadaznanaaluviniiu

wafvhalinavinnulddusannnninviaa’lidndas
ArrasuaztuAdunisidunanuas DSM dsznausia:

AsudsWduazaisded: 1ide wus wazduAdunswifiinaazasnalariuinlunarag alnsal dnvivivazadn daaasde wazvinlénni
Liaaazagiladay

Asdsavnazdfudaya; dalugiunisdrsavdiayavuudaanid@ninistdoiuuasts
adNsasgsavtiayanaslnilasfunsndainaauunanniieas, Virtual Machine, u3n1saae wag NAS 16
Wandnidavhvnaingavinuataduduasasaiihvanagiudviahvunanivasianasn e

ANsvintvusNAuaasiin: dmamnudugiudiaaluaanduatnaiad paususadgigTauassunsvinuiuinffiusegeladucdean
wiauaauTandmudasnsrionualudrunisvinorusiuduléadla Synology Office, Calendar uay Chat

o_ oo o o _ o

Asansudiadiidia: hduaynunuiiamdadfivia i TulausBdadivafivalwdwdunsawnainadadfiviaginisalidoulaatiivgeain
riruduinasiwe Web-based 7ildonudne

szuu Surveillance Wividita: T2igdu Surveillance wuuasvIsTAaviianARALLALIATAVNRIANTIA TaLLLEADTHY
Wiadntlasnsweadudisuavaatlutdasniervingsia Tutinu srudvanensidoudug

Wuiidaiiudaya Virtualization: nsdaesauuaznnsinnns Virtual Machine

sy tialidindeRuidaiAudayavuaiaznafuidadnls wlauinAuinldaguusadaaluedaifiardu
Taafilufusavatitaidngduuug i usuaniwwiaaay Virtualization aas VMware® vSphere™, Microsoft® Hyper-V®, Citrix® XenServer™
wae OpenStack
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TaigifunisiatAudayaunas SAN ilasun1susuilgs

Storage Manager Tviiagauiwiauiiaasnstiinlse@naninivieg

N a

wazinilasnsidandna wuasdiaya'léddtiu wasluifaaiuldsunisaanuuuandinsuaainwiadan SAN vinlii Fibre Channel Protocol (FCP)
fianuwsanlidugonaziinnunivdidnsuiesazinafuidaidudayanardusanisna

P

Wordu LUN drugesasiu VMware VAAI waz Windows ODX tadsy&naain VM Aadu dnedevinlinsasvauuildan nnsddu
uaznIstaaunaEIsuh

Sutpasiainsiansvidaaavinliasifiandanarnsiansdndinmdufiae winalusgaiiznistdeiu SAN aualvaj

5a95u iSCSI wag Fibre Channel vinlviszuufufidaiAudayauas Synology
wuInsIudnAugaalasalnuiadnladaaabisvduluaniiznisldounavasdns

mssnzauldaaasdaliidudayasdruynaa

Saa Y oo

Synology Secure SignIn ii3aasatin1dvidentulvitianvarawuy (Vivnisesagausinu 2 1adn
Asavtiardinlduuulidasidswaeiu wazasasradaudeunuuiill) nsawiinisasdardinldinaidual Adaulaaadadiduaisaunis
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ATARAITANAILLULADR-BU-IU
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Fanmsanarauadaaaadalin wasuusiiavlaafuinemnulaaadalvduainanunssituasaasiadvinisusidaansie

dnilavundiunazdausiaiu

oo

vazfinadwdintunisdrsasiiayaiiffigauaisnalvinailnilavailasal vsn1saaulad uasualdwdiatu DSM 1aunnfiuudl Active
Backup tiunisinilavsaavaadianisdisasdiiaya Linux Aldiatauddivsuvinfsnsindunan

1lnilay Synology NAS uasaauéia Hyper Backup #ifin1séiea1 DSM unadiu wiandiaaanadwisifindiuann Synology n&usasunaina

nasuasIduarnaisvitviusuduadtvilaania

vinnuninduldadielaandadiafiaasanudaaadudBuiasnisianisaay Synology Drive dozialvigguassuudfinainegld nnsauae
wazdiayalacafiaasnisinanulaaadadwtiuvundediu

Snwn1saiuaunisldiu Synology Drive Server aualviaifiusranaulzanisquassuulviuay Synology Drive

arAsus IlddaaadaTaansuaudniasuasvidugldusanduiiltdan
HldazgnivAulidearsiaritumzaiunuaargiasiunsiasdunnduiiawusiua

Suuwntiunslduardansiuiidaiiudayauasnanauazivliiadrdacianisaurainistderunag Synology Drive Server
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asnaRuiliatAudayauasnatlliivaaiie

daziinauaunsadudFdszaunsalanuiavtuuasaanalaala Hybrid Share
Tagtuaanduuylauialniargadiniunisuas lWaduuuviareladiiaaafieiiu aasusariausia NAS wiindu C2 Storage
WagsviudaiAudayauunanduuunanladiaiiad Synology

wEuANUEAUHULAzARaIfIuaY Synology C2 Storage Auausuazwavuay Synology NAS
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duddiayaridanisuuaaialids Synology NAS wanaesaslaviuf uazidinfe'lWdlamiiaudaiduaganaly
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findalnaiaas Hybrid Share "1y Synology NAS usdinfivdiayauadsnaiuu Synology C2 Storage 1éviud luddugassalvinisifudaya
wiansynuMsinaLasanay

A1snsdadtau NAS iladcuunaineg

asyagau Synology NAS Tugauiisne éie Active Insight Mizhalviaaasiadgaviss@naniwldluwasiasingueainiagiotiien
AseuAINIsHAYLfiauinuuatag lduainvataiatiaaunsiaduanuialndvasuauigdgdulsviuiiiiaaanaingavineu

oo

Active Insight agdanisudvifiautnanisaiffidnuzinnsudladgymadvasidaaiuiiiasanuanuiialnfiuasssuulu Synology NAS
fiagaaldnisquazann

Synology azitasizudayaitduiisunuann Synology NAS ialaniiiiansaatifiaszudiuviiuaninissuuaiaduiniad
wagazidifiaugnavinalnsaluasgndinnasgiuainudes
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/
UNNA 2: allatduauldoualiuta

Tuuniiazadunadininsinzasnisiiuaaauduzay Synology DiskStation Manager (DSM) alviaauzuauldou
Synology NAS 'lgatinednaaia TusavinaudnusiinsallfiiAeAunisderlasw, nsiiage 0S, maedanlduiuiidaiiudiaya
warusnsludAnainvaiauasn1sinnis DSM

2.1 6inddlasw

Synology NAS wdutgiswWiasifudayaanidusdasiilaswauia 3.5 wia 2.5 fhatvtiaanilvdafiasasiunisvineu
dusudiayalaaasidaaiimiunisfinaelasi Tusagailanisfadeaisamisritudutnniituaauas Synology

d1savdayalaswWnaunistindv

wn'lasaasnaiunann Synology NAS ta3adian Tdsavinenudwuginluunanuil tavinnséialasw
dupaunmsitafinandsluunanuiiazthaliaaAusndayasdiuluga11i'le wazanusinliaadisasiaya’lilu Synology NAS
wsavtinlasazgndtaaanly iiandndasbilvdayagayvnalanliléaaela

ayaag aaadudavdrsaviayanaunisfinge

min'lasaasaalailéurain Synology NAS 1idi
tvisnualusyninenishinga

tavanszuuazwasuualasiiazaudayaiiia

e tadulszian RAID

nAINNAAAIasHLAY AaLAITEIATa15L9E RAID iRafinmnulaasdauazaisdisavdayadhludiuiidaiiu
frufiazliidiayaiiasduleadoiniidsdunaiulad RAID uazauwanenasening RAID ueasilssian

RAID (Redundant Array of Intent Disks) AainalulafinnsdatAudayaisiusiulasdadssviaia sadindraduluansisd RAID
iansaisaviiayauazlss@nanwaisvinouiiiuanndiu Tuaisisd RAID dayaideduazgndaAu'liludiunusfiuansrafunaslasivaiag
A7 waaamuiasidayaasgaymaanndym lasdauuar dollnindu nnsévan RAID deanunsatindsedniainlunisarundauls
tiavanndayaazgaudaAulilulaswvaiae 61 aaldnsAinuas RAID usazuuy
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AsAuaA RAID Aiuanstviuazvinlvinnsdisasdayauardsz@naninaisvinouadlussauiinanenvdu salufidaissinn RAID 1aasiuii
Synology NAS sav5u:

SHR: Synology Hybrid RAID (SHR) tilussuunisiaais RAID
daTudfiaanuuuiae Synology SHR numusamnudamadfiailaswunnningasdr uanusintigldfialnidanlddssian
wavannazimalfuldleedaTwitiialsslamigogatunsliddiuidaiiuuasna

Basic: nsitnuatiugiudsznavdialaswaassiiadatfien avtiudebifianunumusaanudarngnianisiiulss&nanw

JBOD: nasAmuaan JBOD (Just a Bunch of Disks) tiunissinlasdsnuaianliluaudialasiéien lasv JBOD
weazmaziaidulasidayananiunamiagulaswasidunuunanida) vinliguanisauauasiatiudayaléddiadiu nsaivuaal JBOD
ifanunumudaanudamaviansiinlsedniain

RAID 0: RAID 0 unngingann JBOD asviitiuaissinlasiaasdrdiulildnaradu wazdiainlasWisaasiiutiugfiauien Tu RAID 0
dayaazgnuiivaaniduudaauazuanldaglunaiag 1asw deduanuiilunsaudiauazifindufiailasiiinanndu

RAID 1: RAID 1 davnislaswatneiiasgasdy Tu RAID 1 dayaavgnisasuuleswiionua iiavanfidayatderduatlulaswionualuaisise
raanavlasianadnigaidusungnivdudrdiiviuaanuasiuaasaisisd dududnfanfidaasdafigalunisdailasiayafidrdey
wedsz&nsanlunisdizunazanulazAautineanga

RAID 5: RAID 5 davnslasWadrvtiaaaus) waglasidiladinilvazgaldadrnduanunumusaninuidanie RAID 5
azwivudandaya'ldfvlasiraiad waznszanadayadisasiiizanin Parity lddelasWionuatuaisisd WalasWiiladndedumad
dayangayasiunsagiviulvilateald Parity defiaglulasiitndarivviua

RAID 6: RAID 6 siavn1slasWatviiaad@al RAID 6 Usznauala Parity wuunszanadgadtvin aviiudeiinnsdisavdiayaisinii RAID 5
atn91sAau 1fiagann RAID 6 dniludavilisuudan Parity avufanuulasiienuafidusungn doiduilss&naniwlunisidiauieinnit RAID
5

RAID 10: RAID 10 ¢giavaislaswatvtiaaddr Snwnulaswazdasduitmuaad wiavannlasiazganuidusasngu
dudiayaazgniisasuazuiaiulunguiiogaiiu RAID 10 Taataudiailss&naniwuuy RAID 0 uagaisinilavdiayauuu RAID 1

RAID F1: RAID F1 diavns'laswacnvtianaué RAID F1 widiaudu RAID 5 asviildnsuaniivudandayauaznszans

Parity ldfvlasivisnuadiidusungn Taafianuuanargiiavaditadada lasidrladuiisazsasiudiaya Parity unnnin
FoRauanmuwisrninlesau fenalinlasdonualasunisilasdulilinuaaianisldorunsandu aauuztnild RAID F1 &ufuaisisduuy
all-flash

UNLILG):

e RAID F1 way SHR sunsaldeuléduuiviuivingu Tusagdiayalagasidaaludayaintnisuaduaaziy
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2.2 BuauAu DSM

gruflazuusinaaufsAuiansdiade DSM afusariuiuiusiaasviataldwiiadunas Synology uuiiaiia

finév DSM a1 Web Assistant

Synology NAS uasqaunwsaufiu Web Assistant ta3aviialusifiazaialiaaniilvaa DSM nastuaigaanndumnasiia uazindeliuu

Synology NAS uavaat “indadn1s1doiu Web Assistant Tvivinenudunaugiuaie:
1. dawa3a9 Synology NAS uavaas

2. dladuuniaasuuraufieasamaluedatnadenfudui Synology NAS aavaaifiadvat ual'lui "find.synology.com” NAS
aavpaazdasfiaauziiu fdeliladadv

w

. 1&an Synology NAS uasaaL nnfiuadn iauea 1u Web Assistant

. AN ARGV LIWABUATYLIUNTAAGILARLVINANATIL UL LUKTINRA

N

Welcome!

Set up your Synolegy DS3617xs now!

Device Info

UNEILUG):
e Synology NAS wazmaufitnasuasnaifadatiuutaaaznanialutdenfu

o 1uauuzin il Chrome wia Firefox tuusiiaasarnsunistings DSM

o §nsudiayalfintdniiaAunisaaal Synology NAS way DSM Tilsagaiianiséndeaisauwisanisu Synology NAS
suinaldorusirudueianiilvian
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e

finéiy DSM aaa DS finder

aadvanusadiage DS finder (App Store/Google Play Store) uuainsalfiafiazavaaiiiatingy DSM defindaeliduarvlddnse:
1. wdawa3a9 Synology NAS uavaau

2. (ausaalnsaifiadiavavaaidinduiniatnanialui Synology NAS uavaaifiadvatuaiida DS finder

3. uag 6@ NAS Tusd LiaEunsTLIUNIsEaA

4. vihaurvusinuuniinaaiagivnsiiausasyuinvalnsalfiafiaway Synology NAS anntfuuay duun DS finder ag@uwn Synology NAS
aavnar NAS aavaaazdaviizatuziiu fivlildtinde

5. 1&an Synology NAS waiwae fiediv LilalzunssuiunIsiiadowazvitauaAILuginuumniinag

& Install DSM
DS218
Not installed
Model name DSM version
DS218 7.0-40777
IP address

Serial number

=l " LT
MAC address

Install the latest version of DSM for brand new features.

INSTALL

NUULUR:

a va

o Tuunfitsnazan Android 10 wudlatine dunauazvarauansvdulunsaznasfuuasszunilfifnisuazalnsal
 Synology NAS wazainsaifiafianavaaidiadaguuiaiazinanialulieddu

o DS finder aunsasulauuailnsal Android uag iOS wviniiu

e DS finder savsun1stiagiy DSM uusunag Synology NAS shulua (antiusuiisaduunsiauazsuiadiviaduasdssd FS/XS)
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Tuguegisl Synology NAS luasaunasay aaAsiitieyd Synology tiatdindvuinisaaulaliuad Synology uazdnnisiayagneiuavnal

dauansgarniieydifld DSM deaunsaldiiiaastiacinldglu DSM 1

v %

anAa 1y

4 Synology azahaliinudnnisdayanisBantAudy, Naafauad

Synology Aiaangiiiey, Auasunissiuayunisinaiia wazuinisaaulatuag Synology (vau QuickConnect, DDNS wag Synology C2)

dusudiayariuduiisduanuuaneneseninetdeyd Synology wasiigyZie 14 DSM Tusagunariuil

aunetfinuiieydt Synology uasiZiautas Synology NAS aavaailuszninaniséiage DSM vizavinenudunausa‘lli:

1. A ulai6il

2. nsanuuuwasulviasudrundrndn dalu nntulvivinanudinusinuuninaaiagsneiieyd Synology

Synology Account

Create your account

Name *
User Type *

Which type of user best describes you? * v
Location *

Taiwan v

Contact Email *

Password *

L7 2

D Subscribe to Synology eMews to get the |atest product updates,

tutorials, promotions, and security advisory.

3. ldfindavaanunguavdmaiinailau udindndwatia fieyd Synology - aynetiau ( &931n "noreply@synologynotification.com”

LHFUSRENITATIARALUDIAL
4. auswanisaadauuazadn a'lu

5. anadavdaiiuauazulaunaanudugiudi adn de
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6. U7 uwemIuAN > tieyd Synology uaindn aviiazinla visa asnsifiauiieyd Synology

j Control Panel

#f Q Synology Account

Info Center

4 After you sign in te Synology Account, you can set up QuickConnect, DDNS services, and configuration

o . automatic backup for your Synology NAS. In your Synology Account, you can also manage your registered
(& Login Portal products/software licenses, contact Synology Technical Support, and subscribe to eMews.

% Regional Options Synology Account: I Sign in to or sign up for a Synology Account

B, Notification Active Insight

' Hardware & Power Synology Active Insight is a 24/7 monitoring service that allows you to get an overview of Synology NAS

operating status through a web portal and will notify you of system abnormalities. Each notification comes with
External Devices detailed steps for troubleshooting.

For more information, please see our Privacy Statement.

1} Update & Restore
Enable Active Insight

A Services Service status:

:0 Syneology Account

Nate:
8 Application Privileges * When you enable the Active Insight service, the Time Setting will automatically change to "Synchronize with
NTP server”.
ﬂ Indexing Service «+ Signing out of your Synology Account will disable the Active Insight service on your Synology NAS. If the

Active Insight service is not enabled again within 30 days, you cannot access all the previous information

Reset Apply

7. luniheeilaldw Witlaudayasusavuasiiey® Synology uasadn avdiawzinlal

" Task Scheduler

8. wauzfinauaonzifiauiieayd Synology waziZianlas NAS aavaaduiidainanaisansn

2.4 mamnawadiviald DSM aavaau

navanGinay DSM uu Synology NAS aatsnunsaavZiatdinldilu DSM Taa ey sl DSM Anaieifindinlullusznitenistindenionsn

viandunaudruariiaasfaidnlddniusSuiusiaas:

=

1. emadaulvivilainaaufiiaasias Synology NAS uasaaufiausaduiaiaznanalutiieddu
2. dawsiwiaslunanineaszasaanallavatrvlaatvniivealdfilunavnaniass:
¢ find.synology.com: ilau URL filansiiianaufilnasiay Synology NAS uavaaiiausaduiaiazianialudedfuiviniu

o IP uaniasauas NAS:5000: vinn IP uaaitassuad Synology NAS @a "192.168.48.14" 1viAuw "192.168.48.14:5000" IP
waatasdazduatdiunisdoadiiadulussninenisdeAiniousn
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3. flauttaglduasnaiidrndngnasdicnuuin

4. flausianunadaal NnTurdngnasiiduandnaioiiaastiactinld

MyDSM

Signin

wanial DSM

navnavtardinliusl aarsiuasdiial DSM deazudaduailwiindulazsningounatnauadqar uanaini
aatfvdnsagsnaataafiadlldualwiiaduiiliiaaléee

Package
Center

Control Panel

File Station

q.\

HauIIu

wavuRzatduuuravuiinanasisnanisealui:

1. usgavaddiail: daniisrviadwdiatuiazuitgrsunatnaiidalduivnue

PO

1BUaU

Tafvruaiiutia

2. wiyndn: adnlarauiaguasidaualndndunazunanalay aafianunsandnuazainiiagsnaaaddiallaanda
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3. wadwawadiuiideaas: udavualndiatunasunatnafiidalidluidaqiu aasunsandnunuazazaldwdinduniawnwatnaduuaueiule
walidindeldnaiiduluauiaa

4. anddtuaa: azdnngiudianazuddivaaliadldde Synology NAS adnlamauiiagsaasidaatiuiéia Ly
anuAuninuazauH lunsaliuan

5. auUnsalidtausaniauan: asngiudiafinnsdiausaadnsainiauan (1du wWaznlasw USB) Au Synology NAS uavae
6. ASUAVLHAU: LFAINTULIILGAY LU Tafawaln ATaliaadaiuy wazAsuddtiaudiniunsfiadouwatna

7. édan: adnuyliataaid 38a15n wiaaviaaanann Synology NAS uadaa aadvanusatdan daudn
naytRanilansdeateydgiuer lade

S

8. Iatda: uaavusadauiaia Iatinazatduanuadaddial DSM au A1GuAY Tagazudaddiayauadssuue1eg iy Auddatiudaya

FOIUANNWUDITEUL “R™

9. AU dumuadwdatulazunatnalanie wWiaunaudald DSM ‘ldatnesinis?

Wynan

v aa

AaENTaduamsLadwladunasuwatnafifacalu Synology NAS aasaalafidl lunisasamedauuiadavial Wiide wiyudn
waradnuazainualwdiatursaunanalldudng

mE e A =

Control Panel File Station DSM Help Resource
Monitor

B € B ®

Universal Search Log Center OAuth Service Security Advisor

r B

Support Center SAN Manager DHCP Server

FHna1 30151 aviaaan uazn1sGeadIUG

adnwuy dataan (lamausdauidruuuadn) tWataaid 380150 wiaaviaaanain Synology NAS uavqal
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uananil padeanunsaldandidan drudl nnyasalaiiiiainaisnsduiyduasaal 12y sWRNIU A TUATURAINA
aavardinld wazaisiinuadAInsuaaINa snansea’ldfvinliaauiuniwsinaasuiiueieg analadaidand:

Personal 2 — m X

Account Display Preferences Email Delivery Quota Others

Email: @synology.com i

Display language System setting -

View your account activity, including current connections, trusted devices, and login history.
Account Activity

Password

Your password protects your account. You can also add extra protection with 2-factor authentication.

Password: Last changed : 11/01/2020 Change Password

Sign-in Method

Use a verification code (OTP) as the second sign-in step to strengthen your account security.

2-Factor Authentication

Add an extra layer of security by implementing a second authentication step.

Cancel Save

o figydt: uAlunisdvmleyd daldouizasiavinlddugs wazgianssunisasiatinldargauasiiceyl DSM uavqal

(Tdsaguunanuiidvsudiayaiiugiu)

o MafuuUaAIAISuAAIHA: LAlagduuuiufiuaznal nudvdaneazuadadanal (Tusaguuaduiidiniudayaifiuiin)

o

o Astndvima; tinTyddmanasnaiuiiud Tyddwamaitazlilalunsdlaiuaiy (Quuearuidiusudayaifiuidi)

o navlWdAIaAuly File Station (ulnWauwuy
o gudluatdigyiinginAanssumie Synology Calendar
o guduaudaifauiiandslWadduiduniunie Synology Drive

e Ta261: aTAmduavaadInimasuisnnadivualaaiyduasiguassuy srudvilzunamuanaaldlldluisaziadn Tuguiisasdu Btrfs
AaLfausag TAdILaznstduanulzasinanasildnudunaasiatnasidgand e

o Suq: Anuamidaniyddiudidug tae (Tdsaguunauiidvsudiayalfiuidu)
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2.5 asradaudtaanninim

U wvAIUAN > dtAanafinana aadINNsadIuuanNsiAIninacallllé:

il control Panel 72 - A X
& Q Time Language NTP Service
System Date & Time

o Info Center

Current Time: 05/25/2021 13:25

& Login Portal Date format: MM/dd/YYYY -
% Regional Options Time format: 24-hour time -
B Notification Time Zone

© Hardware & Power Time zone: (GMT+08:00) Taipei -
External Devices Time Setting

t} Update & Restore Manually

A Services

Time:

[
Synology Account
e =Y 9y @ Synchronize with NTP server

3 Application Privileges Server address: time.google.com -
3 Indexing Service Update Now

*** Task Scheduler

Reset Apply

AN AIAIIANSTULAaY DSM aatdnusansadgauialtayiiu deariurinasiatzagidsniasamanutad
wIadvA taganTuwit laaldigsnnasnaaiaiiels (Tusagunaruiidniudayaiiuiéiu)

o AN AMnuaNEAlHLEAINE NTuAHau uasutinsid (TdsagunaruddriniudayatiuLéin)

u5n15 NTP: Anualii Synology NAS aavqanduidsWiiasnaieiatnaiiadelasludnaiduailasaldusiuiaiazinaeneg
Tdsansudnudais NTP adudndu Surveillance Station wazadaieas High-Availability sy wnaafiadouaziila Surveillance Station
#“3a Synology High Availability Tu Synology NAS 2adqau 15015 NTP agliagunsadaldeule
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2.6 s=u QuickConnect ID aavqa

QuickConnect 2alinalwdiatulaatausiiausadu Synology NAS wiumvauinasiiinlédlaalidasdeang Port Forwarding
doanuisavitusuAuuwaLnaf SynologyLilugwaiun 1ziu Audio Station, Video Station, Download Station, Surveillance Station, Synology
Photos, File Station, Note Station, CMS, Synology Drive wasualwdiaduuuiiadia aaaiuisassy QuickConnect ID Tuseninen1sdiagy DSM
wiatdaldoruuinislalaavineudunauaiuan:

1. 1A wwearuan > Arsainfdvannatuauan > QuickConnect

2. dandavvinezasniung tialeeiu QuickConnect

J Control Panel ?2 — A X

P} Q QuickConnect DDNS Router Configuration Advanced

- -
File Sharing QuickConnect makes it easy to connect to your Synology NAS from anywhere. Just enable QuickConnect below

I shared Folder and register for a2 Synology Account.

General
File Services
' Enable QuickConnect
23 User & Grou
= P QuickConnect ID: i
ﬂ Domain/LDAP Note: To secure your QuickConnect connection, we will pass your QuickConnect domain to Let's Encrypt for

domain registration. Please see our Privacy Statement for details.

~ Connectivity d 4
Advance

5 External Access
Configure port forwarding rules and permission settings.

Pa
" Network Advanced Settings

@ security

Bl Terminal & SNMP

~  System

0 Info Center

Reset Apply

3. vnaafvlilaaviiavinldieyd Synology uavaar niieensaviavinlddazidsingdivu daudiayatiey® Synology fimaudiat

wiaags iy diniaaluniinene
4. 5y QuickConnect ID Tusi

5. adn 1af

NUULUR:

o QuickConnect ID AAifinnuatadazfavlsenauiadianysAI¥IaInae GILaY wastAsasnanadanaly (-) iy davBuaudlIaflIdns
wagliausaadvinasgLAzaIninadanand

o dnFudiayatfintdniieAu QuickConnect TisagunalInuil
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-4

2.7 AnnuaftNunIaiu

o

fhuflazuuzninaanfmdudunaunsasvyatuidaidudayalaaldunwainaludl defida Storage Manager

vinarunlatAanAunwanuiiaiiudaganaziagu

P~ I3

iaaauduldenu Storage Manager tilunsousn Storage Creation Wizard azzhaliqauaivuazdiiuadiwafiuidaidudayauaziagule

1

@ Y

wadundaAudayadagiiafuiidaifuiayanivgiieiilasiuaiadl taguAafiufidaifudayafigaaswiuuuyaiuiidaduiaya
AadiavasIaguatvtiasuiiiaduiiiadaiAudayalu Synology NAS uasne

I ananuiidatAulayanaziagu
1. ila Storage Manager Tutuynan Storage Creation Wizard azuUsngiiutiiaiinaaldgdiunausieg dnuae

2. daniszian RAID wiainilasfiuridaiAudayazasaar RAID wvdssinnasfiluuieguvingu duagiuirwuiubuasiasi
wingagn1snudn RAID dssianladivnsduwaduiidaiiudayanadna aadiunsaglusdiu vinaruaintadulszinn RAID
wWiaguua il

P I3

3. Wuldlesviiiadsenaunadiuidaiudiaya

o)

4. Ia&75ANUIA[Y

5. W@anszuulWd aanuin Btrfs dusufiaasasinilasdiaya vindasnsauiiinduiiesduanunana1esenine Btrfs uay ext4
AOLEINNTAQ UNANTLG

seuu'lWa Alasung
Btrfs savsufliaasnisdnilasdayadivarnvaie iy sufiddas asvindrundaya a1sddunuy Point-in-time
LRgATATIARAUANNFNY Tl AR TAYR
ext4 fianudndulaivainnaradussuussuudfianasg Linux Teafianudasaisdnuansawisiiaania Btrfs

6. fufuaisdval ssuuagiunsssviiufidaiiudayanazassuiuamsifindssdniawludiasvdolaadn Tulis
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2.8 sasvinamasitlafsruAaunazizun1suadsIna

Aramsia TWalaasAldudu aaazarusalfau Synology NAS wlugutdnatonisuusiWadiazainuazilaanda'le

gruflazadinafvunuinuasiWataasvildsinduuu DSM uazliainuzinfaidunisannslwasia File Station wag DS file

asvihauanlaTnataasiiladsiudu

Watnasildsiuduidulaisnnasd Home

finauarusadaiunazannisivduazivanastanld aadasfinalnasildsinduatinviiaaniisTwainasiiadaiiu'lWduu Synology NAS

dayaiAauliuTwainasitduduarusaidulidusdrudmbannsAudlivianquiiianizianzasldlaadaauaisda&naiavuaiag

uwatnavsawdnsuvatvadudasiinaeasfldnudulamaniziialiiulalunisldeiu ansviuarvudasinainasiliasindudogn

gviiutasdn Tuwiitidiafinnstiadendatdaldorunalwdpdu 15019 WsauwaALNAUIITIAAT

gta

Aasuy

ActiveBackupforBusiness

TWawnas ActiveBackupforBusiness azgnaitvdiutiiafiade Active Backup for Business
dldaniudaAudayadisasuazaziilidgiuiayauaz lWdnmsiuadfiafinnssiiousdisaviiaya

sl

TWawnaschatasgnasviiuiiafindy Synology Chat Server flwauuuluunaina syudsIndnddinan

chat . .
sununatiazay URL wazzdiysiua
docker Tawnas docker azgnasvdiutiafinisindy Docker TdansudaLAUWISNVIBNALLIAAULNULUAS
home TWainas home aggnasvdiudiaiialiorunsnis Home uavgild
Taaazfifuidrudansugldusazaalunsiaiiudaya
homes awnas homes azgnastodiufiaidaldoruninis Home wavild Tnatwanasfiasiiinainas home
wa9f TdiINe wwizEqguassuuviniuriaunsarinfsuazinnisinaiaas home aasfldvivnna'la
MailPlus Taweas MailPlus aggnasvdiutiiafiniséodn Synology MailPlus Server dssnauaiadiayaiaiuu
FIEURRLN ANFEHIAINNTANAY a4
TWalnas music azgnaivliuiiadingy Audio Station w3a Media Server
music g usudnAuwasinasiasnisiaulaald Audio Station wiasssn'lidvainsal DMA dulaald Media
Server
NetBacku Tatnas NetBackup azgasidudiadaldorundais rsync delidmsudaiiudayasdisasuasieyd
P rsync
hoto Tawnas photo azgnasvdiuiiafinde Media Server WianadaldoruiiuiiineAldsiudulu Synology
P Photos
) Talnas surveillance Fuazgnasvdiuiiadade Surveillance Station deldansudatAunistiuiinuag
surveillance . .
Surveillance Station
usbshare awnas usbshare[daa] aggnasrviiuiianaiausa’lasW USB winduwasa USB uag Synology NAS
aweas video azgnasvdiutiiafindy Video Station wi3a Media Server
36la doduTWainasBuaunldlunisdlTuanislalilds Video Station wiaassnislalidvailnsal DMA
dulaald Media Server
web Talnas web azgnasvdiuiiadnde Web Station uaa duasiilWddnsunslassiiulae

web_packages

r%

TWawnas web_packages aggnasiviiutiiafindy Web Station fefi'lWduasuwatnazasuzdniunisieds
(v2du phpMyAdmin)
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asavanazauinataasiiladsuau

wnaadusgundnuasngu administrators aardunsagsvInatnasildnuiunazlndniglilunsdrdeinainasaenan'le
aadsaauInataasilduduaanlédudu nnaalaas1vTwataasiuariudiuun

o iadavnmsavarinanasAldsiudu 191U7 unsmiuqu > Shared Folder a&n #3519 wagvineu éaarass19 Shared Folder
aminuaAINIsdm TWataasildsudu drusudayariutu Tusagunaruil

o iadavnmsauinateaildsiudu 11Wld7A wwemruau > Shared Folder &anTWataasiildsinduiiaauuasndn au

UNEILG):

o MIaulnataasiliuduazaudayauarauuldaniionualulwainasiiuaanlildra wnaadasldiaya
Tisedsaviiayanariudauiiazauaan

n153an15 a1 File Station

File Station tiluip3asiianisdnnsiva@lusiuas DSM File Statior” dutaasiWainuunuguaviaaaunsadinfouazinnslWduasTWaiaaséiet
Juusriasuariiandgliaudulunsdndsindauandiaadeald drullazuuzindusauieg TunisdanisiWdniu File Station

Auuani1stivan File Station

\fla File Station wagp&n ANs6GYAT AatdusasLiiunsealdil6id:
o AnuaAINTAIAITI 1L

o LNYiTWataasAlidsIndy, Virtual Drive, 1 G5Was uasusn1snae
o auana g ldAssyuusfodlnaniadedrvatiiacingelua

o guadindnAnmnusidmiunsaralaularu File Station

o tilaldforunisudasina HTML wudiaanusssuaiiatarasiuanuilaansis
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aun'lWdudainainas
File Station fivisdumnuudnfivaznisdudugutiianausguasanuaadnisfinaneaiu:
o mndavmsAaumwuulng WedninawnasAnfilWanialnatnasvidasnis A nanludas Aumna

oo Py

windiadnsauidugs WldATWawmasitlwadviaTWainasisasnis edn'lanay wivaanag daannlad auul tlazegwyAsaudugy

daasnunsasvatiaulansaumuuuratadaulutialdldnanisdaunazidaa

L File station ? — B X
~ BIACKDOX

, agc € » €  For NAS sharing Q-
¥ ActiveBackupforBusir Create - Upload - Action ~ Tools ~ Setting

Keyword:
¥ chat [ @ActiveBackup
} For MAS sharing 5

& #recycle Enable file content search i

} For PC network drive i ActiveBackupData
» home = New Text Document.txt Lecation:
b homes For NAS sharing -
b Leigh .

File Type:
b NetBackup

Any -

b PCBackup
+ photo Date:
} surveillance Modified Date -
} Syno_
} Syno_Pit_Stop

Si MB}:
b Syno_Pit_StoplLeigh e (M8)
} SynoRocks Any -
» SynoRocksLeigh

. 4items C

b video

UNEILEG):

o §nsunsAaunieY aanusihinadavindutitiam Twataasildsnudu Srnsuanusinfiudy Tudsagunauil

FnnsWduazinainas

Wwan'lwdnsaTwatnasuazadn A1satfiunis vsaadnuuiastiiunisea’lai:

o mndavnsRY WA duInsuuudwa: adnandlnduasidan deululwduuudma aasunsadonazutivifulWadidulWduuuludwalu File
Station 1laTeaaseiiianat duoainisdvdnaluniinsvladdwdruyana

o WnaavnsguIanNuglaIn: duliiandnAglawiiaidaluniindoyuuasiaaaiunsaguasyyusdainwle
o windadmsuAlad@ndnisidnbe: adnuniliduiaivaaasuavidan aaaniit A usaudladndnisidideldviuviu ang

* WINGaINTRTAIANITLUATIWE AadnanilWdriainanasuasidan was Aodnsuafazsgnaiiuinadn Tula
aaduNsassyssasnaildoulaingn wiacdaldounisuasilaaasdale
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n133ann15 s nu DS file

ey &

DS file Aawadwsauldorulualnsal Android wag iOS dehalviaasusarindonasiansiwaddidaiAuuu Synology NAS aadaalea 6
DS file aauaunsazangUan gifla wazasagautanasvitonulussnitadume'lé srufiaziuninaaimduduaaunisfinanaznisld
DS file

fadvuazaviiaainlat DS file
1. éiméiv DS file vualnsaifiafiazasna

2. taudayasalufiluniinaeiaind:

o uantasavsa QuickConnect ID: dvanaiidu IP uaaasanalundaniauan faldaasd DDNS wsa QuickConnect ID uad Synology
aasiadtilaldou QuickConnect Tu unvaruau Aau tiaadiatdinldriiu QuickConnect ID & wfudiayatfinidu Tusagiisru nnssey
QuickConnect ID uavnat

o lieudl LAy SN

o HTTPS: \daldorunisiiansa HTTPS winaadiavasiawinld HTTPS vidaaads Tusansruinnsiauiiamdasiiviianiu HTTPS
FndudaviinsArvuadn Port forwarding wazlususag SSL/TLS figagias dnsudayatindy Tusagunainuidl

Aan1slnduazinainas
aadNsadan s lW&i 6 Taansunzlanay dadantiudn Auuuuanwia : lanaufagdnanlndviainanas

¢ WINAAYANTARRAA AU AU THan WS LWRautia duda wan wialdasanis: naisnansdrvlilazuaslanau datdantiliuiu
Iiatdannsentiun1sindavnis

mnsagnstinTWataas lauinalnasuan uaslanau dndantmiutdin waztdan tin > d@39inatnas

wngavnsallvassans: Ganginaaasinldriudularani weglanau dadantiliubu Wdan win > ddTvaa ldanlWdAdlzdlivan
aadNnsaluiniin v iiagauduniinlunisddTuaa'lé

mindasnistanyalua: aagusatanyaludain Synology NAS lilfvainsaifiadanasaald uas & lamaufiaddaainlvdudidan
ilnuya Wasafnuyalidua) aaazanusardingelvadiulalu ndaanlau > MWdnidnauualy

mndadm s lWadAiTnuyals: aususavinliinadtnnualiluaiasdedduInddumcls uas : lanaufiagdaannlududidan doe
WagIAiud Tuded Idvivnne Wisiisauiin TWandnuyald Ildisnueazgndeaifianaasdiarinld DS file asvdala

mndadmsinvanasaslu snan1sTdsauasdu uag Slanaudnannivainasuazidan winlusranisidsauasiu

mindasnsiAunanisans: ues : lanaudaannTvainasuazidian winlunisiAuaiis DS file
AralinsfivdawdiulssudafuidaAudayauu Synology NAS aavaanazlvinisinuaasisituiiialnilasIndRaday
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2.9 NSAAAYLNALAILTIN

o,

Package Center fiunatnaiaanuuuiag Synology uasunatnuavudEnduiivainuanea wastdinduléadu Synology NAS aavaal

frudflaznuzinaaiaAunislidenu Package Center

nasanfvunatnani1u Package Center

1. fla Package Center
2. lfindih unarnanvvue tiaguwaLNIfifl

3. idanuwalnafinadiasnisiiadonasadn Gadv (§usuuwatnaiiisydu edn da iladadelinsiashia viandn aav
Waldnastuneaaald)

4. \Jiafedeunwatnal@saanysaludd uwatnamsazdsnglu wyudn

ANsHafIuNALAINAULIAINITKAN

1. 1l eutdaniiivaa aav Synology

2. Wdanguannuyasalai

3. Tlfiwiiy uwatna aaduanIsaum wazadlvaauwatnafdasnsidulwa .spk
4. ila Package Center

5. adnlu dadealaditas Matdaannuaudum

6. Adn Bang addTnanlwa .spk

7. viheuammassaiiadadounwatnalni

UanNNATRAGILNALAALED ADLEIRNUNTaMIMuaNIsGAITiLAENdavAuuwaLna udvnsdliaada Tudfuaswvaviayaunanalu
Package Center shwsudiayatiufuiiendunisdeadugeuas Package Center Tdsag unaduil
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2.10 a5 lduaznguaraluindag

aadnsalidniuasuntnluasauairvdagsiugsialunisidings Synology NAS
Taansas i idlviduninian ilamuazanlunaisguassuy aadusagsvaduiiadndssiangliuasiansgldmardusindule
frudlaznuzinaaiAuiansas i iduaznaniy uusmIuau

Asave 1ol

1. 1 weveruau > lauazaau > wlal
2. adn 99 wiladalid draraaseelal
3. Tunih daudayagldlvidaudayac ldealad:

o 4in

e @1asuna (1danla)

dwa (Wanld): laudwmauaaassaadfli nmsudvifiauuasszuy ity damnuassidasianiiu azgaaeludodmaniszy1idl
* SURNIY
o fufiusiisisy
4. Tuninhdendu Widvuanisdeardugesalufiviaginlulddug 4.
o dunisudvtiaunivualuiivefladisasrediulusi:
aadiavialdorunisudvifiaudinaly wWemiuau > Asudvidiau > dwa talvssuuaunsadediua’la
mnaadeliladerinisudasiau naavidnaviuduasdsingdunasinqalddeninnasdeaiianavineiasnunafidasviniadasnuna il
dusudiayarinfutAeidunisdeainisuiviiiay Tdsagidiu dan1sn1suvsian
o uAGUsTidNIUR A TUIAaNISHANLGaY
o ‘Biayana i ladiuldausvidnutieyd
o siidrugAaavtana: Az liiudidaniivnnlilaidaliviu Ansuuaatgaastidaniu Auiudugs

dtdanfiazvinlvisiaruzasildiigndasiauanasng nsuuaatgaassiian1u aglignin 1y 4 Q’L“ﬁ

5. Tuniih winsrunau Wissunauigldiniaisad naudiduaBuduldun administrators, http uay users Tisag#iziu #519nau

3

LWBﬂ'WI‘LIG\ﬂE\]NGH\‘l‘]

6. Tunih vauvunadnsinateasitasrudu WildantWalnasAldnuduiiglidauisardindelé WadnsuasglidautioAudniuasnau
aduanuddyuasdndaziidudedl wnaelile > atu/diau > atuatinsfien radul uaavdIaLe ATLIAVANEATIENAITIRZTiNG

7. lunih Avuataldi e aagusassuAiufigegaigldauisalddviunsaziaqu/Inaeasildsiudule
faudnagidanuitauasaunaluias Tedeeilal

8. Tuunih uaunuadnsuadwdadu aaarunsamuaulainglidavidngninisialéting WadnsuasdlddautioAudniuasnaudnst dfias
azfimnuadniiadng auane aua

9. Tuniin dvArdiasirfiannusi 1 aasusadaldoiuaisindamnusiganiunsnisene (wafu File Station, FTP, rsync a4 )
WadrAeIwnuruuaIavifigldildluasaralavina S nsunsazuinis aadusadandaladantivea’lalii:

o Wnsdvmingu: wingldadlunduuaianan aguiidadndaanuEigenitasianduanuaidguinainnguius
o fuANdiadaAaAUED: sTuATIIAaANuE TunsdlTuaauaza I Tvaa tudadniaTunN

o AsAvANdugY ansalinisinAaanunuuiiruatadldgaduuuuaznsidangug idlaauAiuanafinaeels
aagsanAlansdvainsindaanuiiinazdvaiitiuanistuniinevlalawle

10. Tuniih dudiunisdean Mildanuasduduaglnisédoe
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11. A8n wsadu Rald5aquns6aan

A319A]U

1.

2.

9.

1d7 wrearuau > Wlduaznlau > nau

AdN 919 Lalde crarassrenagu

. luniih daudayanau Mllausiangu
. Tuntih WWansunda Wiviuglduhvunaaslundu
. Tunih waunuadnsinaeasiiladsrudau MissudnsuassuninnduluTwaieasildnudunsasiwainas

. Tuniih Aruualadingu pasusatdalinuladinstidsniuusazudaisiiamuauibinadifudayatnaundnudaznguanuisaldle

Tuntih sauvunadnsuadwdadu aasusamuanlainglidnauaziindoudnisia‘létine

. Tunin dvandiadrfinanusingu aadusatdaldunsindaanuiidwsuudaiseneg (1au File Station, FTP, rsync “a+)

WadrdemnuruudIavifiudaznanldlunisaraTauind Srudunsazuinis aasunsatdandaladaniivsa‘lali:
o AvaZinanAamIuE?: ssunsidaanuH lumsalTuasuaraniTnaalufagnidiuun

o Asdvanduge ansalinisindaanuiinazuuy bifidadiidanuuivuaiadlddasnuuauiinuanisiaaeels
aagusanAlansdivainsanAaanuiiinaziarituanistunineetalawle

Tuntinh gdudiunsdean iRanuasbududgdnisdoa

10. &N wSadu Rald5aduns6aan
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2.11 3an1sAISLAVLAAUY

aadunsaniuualy Synology NAS sunisudvifiaulaasdaluddiliaiininnisalviadafanaiatawizdule
Aansudvifiauvinanlderusindediua SMS uaznsudtdiaunuuwy lusrutiaglvdnusinuuutaiAmAunisavainnsgenisudaisiau 1l

WHIAILIAN > NISUAVLHaU

1. dAuviu dwa SMS wiawsnsuuuwnsiiallaudayaiididu windasn1sEausd

o AA

¢ SMS

o UFANSUULWA

2. Wiuviu g uazAvuaaIAsEIATa

o isziantuegnisal: Wanmensaifinaninassruulvidetiamnunisuisifautazsryudanisgediviuuaasiinnisaliitdan

o imundiaau: usaziansalaziidamnundeifiauaudu aafigruisadivuaiiarndamnuiasialaanisidaniannisaludladn

uA'ladianlnu

gnsnsandiaya Tusagunainuea’lai :

J Control Panel

f Q

o Info Center

B Login Portal

% Regional Opticns
B Notification

&' Hardware & Power
B External Devices
1} Update & Restore
~  Services

:0 Synology Account
3 Application Privileges
Indexing Service

= Task scheduler

Email SMS  Push Service Rules

Edit Message

Event — Email

~  Active Backup for Business

Info Device connected

Info Device logged out

Info Device offline

Info Device deleted
Critical ~ Agent task creation failed v
Critical Failed to update the device v
Warning  Backup verification canceled v
Critical Backup verification failed v
Warning  Backup verification partially compl... v

Info Backup verification completed
warning  Backup task partially completed v

Mote: You can change notification language setting in Regional Options.

Reset

RSRESEESRENIES

Apply

NUULUG:

o aadNIsall7 dadangilinia tialdsunwnisudeiaule
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2.12 n1s@sun1ssnuaNulaansia

wfia Synology NAS zavaaifiansdadudumasiiiousl fvardgfanisanagaunissnanuilaaadauasszuy

Tushufiazasunafedidlunisiaduanulaaadalvidu DSM uavaa

dalderulnsraas

1. 1A wwearuau > auidaaasdia > Wsaasd

PO

1BUaU

Tafvruaiiutia

2. &an aladviuinsraas uaradn 1 Tuslwalnsaadzusuazgniirlulddu DSM vavaar tlunisitnualdsivadlnsiaad 1Useag

unauil SnsuALusinatvasdaa

j Control Panel

i Q

~ File Sharing

1A shared Folder
File Services
s User & Group
B pomain/LDAP
~  Connectivity
‘ External Access
> Network

@ security

B Terminal & SNMP

v System

v Services

Security Account

General

~ Enable firewall

Firewall  Protection

+ Enable firewall notifications

Certificate

Advanced

Notify me when apps or services are blocked by the firewall and provide the option to unblock that service

or app.

Firewall Profile

Customize your firewall profile.

Firewall Profile:

default

- Edit Rules

Reset Apply
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n1s1a Security Advisor

Security Advisor tiuuailwdinduludifiazaunu Synology NAS asagaun1saaal DSM aagne

<, o

wazlviduuninAmAuiaianisAuaadausiuanuilaaada 5 Synology NAS Widaaadaiaavinauduaausalalidi:

#unu Synology NAS viui
1. 1 7 Security Advisor > AN

2. AAN dunu

ﬁ Security Advisor ? — B X

B overview

At Risk
& Results
Security risks were found that need your attention.

ih Login Analysis Last scannad 1 second(s) ago.

Scan Generate Report
N Advanced

@ Malware No malware was found on your system. []
E System 2 system warning(s) need to be checked. o
O, G L scomint securiy seting(e) s nox enabied °
_ﬁ Metwork 4 network setting(s) are recommended to be changed. o
c Update DSM and all packages are up-to-date. °

There are still settings we recommend changing.

3. uAlaaaaaurasnsinanulaaafaaunanissuny

fluArAInuanIsaLNUEn TUH
1. 1% Security Advisor > fugv

2. vinazaguung waladviuAruanainsaunuilas lugiu Arvuanainsaunu liannatnazsfunisgunuanamyasadaiid

ﬁ Security Advisor ?2 — B X
Perform essential checks to protect your DSM against common cyber threats. View the checklist of

B Overview security rules to scan.

@ Results Custom

Define which checks you would like to perform.
ih Login Analysis

N Advanced
Scan Schedule

+ Enable regular scan schedule

Run on the following Monday -
days:
Run task: 01 - : 19 ~

Report Settings

Storage location: Select

Reset Apply

3. Adn 1o atiufinn1sdvan

drusudiayariudu Tusagunanuaale Security Advisor
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Unilaviigfigavaaudranisasrasgaudiau 2 idaiy

AseAdaumau 2 fadsuaunissneanuldaaadadinsuliey DSM uavaa wWiatdaldoudidaniiuan
aaazfavilausianisanadaudmautuulidasvideruanuiiaannsiadritunavaaiiaasiatinld DSM aunsasusialdannuailaagaudlinu
(v2tu Synology Secure SignIn way Google Authenticator) Afindvuuainsaifiafiauasqa

a wa

Tunisidalinisasadaudliau 2 fadadmiualnsaluasqar TdsadfiRouduaaudiuan:

o 17 druymaaa > liagd uazadn ANsasdagaudIau 2 ilady tiaidalddizhadsvnsdea dausiariutiasfiunisea

Personal ? — A X

Account Display Preferences Email Delivery  Quota Others

Password

Your password protects your account. You can also add extra protection with 2-factor authentication.

Password: Last changed : 11/01/2020  Change Password

Sign-in Method

You can use a variety of methods to enhance the account sign-in experience and strengthen your account security. Start
by choosing an option below:

Passwordless Sign-In

Sign in to DSM via the Synology Secure Signln app or a hardware security key, without having to >
enter the password. Using a password is still an option.

2-Factor Authentication

Add an extra layer of security by implementing a second authentication step.

Cancel Save

o wnLflaldeu Secure Signln Service Tu uWdAIUAN > Aarulaaasia > fieyd uar Wildanannauddinisasiatdnld
ddanulaaaduiitduansans wia OTP dmsudiunauiizasuasnisasdiawdinli

o inn'li'laidaliteu Secure Signln Service azfi OTP wluddaniienadiudunauiigavuasnisasiacdinld

drusudiayariuduiierdunisasagaudiau 2 iada Tusaq unaduil

laladvrunrsudaniaiudic asuUnilavsiieydeild wazn1sinilasedra DoS

aatdunsailnilas DSM wruna'lnauaiiasalidid léua nsufandaluldd asinilaviia@dli wazaisdailaséaa DoS
udann1stEnfeitbildsuauanaiaudniulic

1. 1A wwearuau > auiaaasdia > a1sdnilas > nsudaniaTudic

2. vinmzagunang daladviunisudaadaTuiis

3. fauluflad Auuanunenauiunsasiadinied uazarludad analu (wuai) IP

v oo

waatassazgaudaadiatiudnmuanunenenlunsasdarinlddaunuarnalussaznaiidiiua

4. vinesasuang aladviunisfuganisudaan wazilaualuflad anidinnisudanuisain(du) tialandan IP
waaasRiudaaudvandnuiudissy
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5. adn 1af Waiufinn1sadvan

J Control Panel ? - A X

P} Q Security  Account Firewall Protection  Certificate  Advanced

A~ File Sharing ~ Auto Block

[ shared Folder Enable this option to block IP addresses with too many failed login attempts. For supported services and

packages, please refer to DSM Help.

Enable auto block

An IP address will be blocked if it reaches the number of failed login attempts within the time peried
enterad below.

File Services
= User & Group

B Domain/LDAP
Login attempts: 10

~ Connectivity Within (minutes): 5

% External Access + Enable block expiration
> Network When block expiration is enabled, blocked IP addresses will be unblocked after the number of days entered
b below.

° TEELTE Unblock after {days): o]
B Terminal & SNMP
Create and manage an allow list to add IP addresses that you trust, or a block list to prevent certain IP

addresses from signing in.
A System

Allow/Block List
o Info Center

Reset Apply
i o Iy )

wlalavrunisinilaviicudiialasAunistaudalranisasdainlal
1. 1 wweauqu > anuldaaada > tieyd > aisunilaviieyd

2. vinazavuung aladvunisunilaviieyd

3. fauluflad Iruuauneneuiunisasiarinied uazarludad anatu (uai)
in

laataudibivndaiaazgnudanmniiuituiuasvaasanuwenaulunsasdardinldianmainalussaznaniiivua

4. &3y leaaudibivndiadia Midaualuflad an@nnisiasdudigyd (uivavainil) nsdatlasiigydazgnani@nundvainssasaniisyy

5. & usu leatausiiniiviada lalvilaurlu Aasdaaudaan (uniindvannudaa) asdnilaviiufiazgnanl@nuavannssagianisy

v

6. Adn 1af (aiuinn1sdvan

j Control Panel

? — A X
.3 Q Security Account Firewall Protection Certificate Advanced
A File Shari
e shanmg ~ Account Protection
Shared Folder . . ‘
E Enable this option to protect your accounts from attacks by untrusted clients,
File Services I ~ Enable Account Protectionl
s User & Group Untrusted clients
n Domain/LDAP Account protection will be triggered if an untrusted client fails to sign in too many times within a
predefined period of time.
A Connectivity Login attempts: 5
% External Access Within (minutes): 1
“~ Account protection will be cancelled after a predefined period of time.
" Network
Cancel account protection (minutes 30
@ security later):

Manage Protected Accounts
B Terminal & SNMP g

Trusted clients

~ System A trusted client will be blocked if it fails to sign in too many times within a predefined period of time.

o Info Center

Reset Apply
N R e
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lavAun1sTauduuu DoS

A3 Tauduu Denial of Service (DoS) wluanuwenenuiyeialunisisueasudaisieianadilinsanlinulaan1sssiunsvinouaasudaig
TunsudnidaenisTaudnivlaiuaslssiant Wivineuduaauduane:

1. 1 wwvauqu > anulaaada > n1sinidas > ansdnidasann Denial of Service (DoS)

2. viwasasnang lal2fvrunisidnilavann DoS uaindn Taf

J Control Panel ? - A x
P} Q Security Account  Firewall Protection  Certificate Advanced

A File Sharing Login attempts: 10

11 shared Folder Within (minutes): 5

B File Services Enable block expiration

When block expiration is enabled, blocked IP addresses will be unblocked after the number of days

.
ma User & Group entered below.

B Dpomain/LDAP

~ Connectivity Create and manage an allow list to add IP addresses that you trust, or a block list to prevent certain IP
addresses from signing in.
® External Access
Allow/Block List
/‘\ Network
~ Denial-of-Service (DoS) Protection
@ security
Metwork Interface: LAN 1 -

& Terminal & SNMP Denial-of-service (DoS) protection helps to prevent malicious attacks over the Internet.

~ System I Enable DoS protection I

o Info Center

Reset Apply

dnsudayatfinduimdunisudandnTulid asdnilasiayddld wazaisdalasdra DoS Tusag unauil

28



unii 2: afladudulaviuaiiueia

2.13 1 DSM aavaauddianatitsua

Synology ag3dsdUiaea DSM atinvsiinaua asalianarasudeiiaaslminisdfudseivAtunazaisdiudgedss@nsgaw
frufiazuuzinaaAmAunisiivuasainisalina DSM

1inn1sddinn DSM Ggradiatav

1. 1l eugianiiivaa aas Synology

2. Wdanjuannuyasalaigadiuy

3. lliwiiu sruudfiifinis aaswanisauniuazaiivas Inddlen
4. 117 DSM > unvarunu > dilinaunazAfau > ddina DSM

5. adn diliae DSM éraditas

6. lunihsvilaldwlindn Bang Waddlvaalwa

P Q DSM Update Configuration Backup  System Reset

o Info Center Synology releases DSM updates from time to time. Install the updated version of DSM for new features,

o . security fixes, and improved system stability.
& Login Portal

Manual DSM Update X
% Regional Options
Please select the .pat file from your local computer.
B, Notification P Y P
File Path: Browse

W Hardware & Power
B External Devices

1} update & Restore

~ Services
Note: DSM cannot be rolled back to an older version. The applied DSM must be

..b Synology Account newer than the current one.

] Application Privileges Cancel

A Indexing Service

*** Task Scheduler

7. adn anav uarsalitlwdgnddivaa
8. navanaudiayadliaauazviniavununaidasvinesasvinafiufuund) Wiedn dlina
9. adn Tt Tunaaviiudu nsiadvaralidaiseniie 20 dv 40 uni Tdseatndaaiissuussritenisaliae

10. sTUURLBRAMENLTNTUATLNALNATIBNALTansallaa RS asuysal

NUULUG:

e nAvANAUen DSM aatasliidnansaaniinsatdusunauniinlé

o nMsdliaainsanldorunasiastuargaarannnevdudiuatdunisAainuaal DSM uasaal

suaAdidinn DSM Taadiniudis
1. 17 DSM > wwemruau > dillinauwardau > dilina DSM

2. Adn AesvAINsdlinn
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3. tuntihevuuuifaddw aaaunsadiiuuadinsavalsalufilfiansianisu DSM Wiu eutianniiiviaa aag Synology

o

PO

1BUaU

Tafvruaiiutia

o fadvalinadrfaiinAlaiauiisiuauldaaasauaziiniinngalaadaiudic (wuzin): augnalvssuufiadenisalinn DSM

o

s

lagdn 1wl taliwilanszuuzasaarldsunisiasduagiana naauusinviidaldoudidani

* finsvddinaatgataadaTuds: augalvssuudiadunisdlinn DSM IniTaadniuitifian1sasradgaussuununisddinn tn

T aangunsatdaninaganituanddiaanasannlasunisudvisiauniala

IEnnar o o

A System

Mode
Info Center

o
ﬂ Legin Portal

4

Regional Options

Notification M+

Hardware & Power

€

External Devices

1} Update & Restore

A Services

o Synology Account
'J. Application Privileges
A Indexing Service

% Task Scheduler

A Q DSM Update  Configuration Backup ~ System Reset
-

Update Settings

Select how to proceed when there is new DSM update available

Synology offers DSM updates when new features are available or security issues and bugs are fixed to improve system performance
and stability.

Automatically install important updates that fixed critical security issues and

bugs (Recommended)

Automatically install the latest update

® Notify me and let me decide whether to install the new update

Check schedule: Sunday
04 v : 40 o~

Note: More notification settings can be edited at Notification.

Cancel

asAdaUAUUANIS: dadulainsruumsanadaunsdliaaiifiadidfiale ssunaianagavanuyasalaid

wAvlidunsrunazliidudadulainazdadvdlianlumivdaliu: issuuudsifaunariunsuisdavuueadiialifiafinnsdlina DSM

NUELUG:

o NMsalaadnludifaslddunisaliaasasvindunaslilddunisadinanan
Tagldudy msdlinasavazdsznavaianisudladnuasunndnisineanulaansde
nsadiaenanagsiufviiaasiniarganazaislsulgedssdnganaisvinnuuanmiiaannnmsuAlatnuagsiuwndnissnzianulaansds
wazdliaadiAaziinsualufyridiuanudaasdainganialin dausudiayainduiimdudilinasrdy Tlsag unad il
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/
UNN 3: Tyduasdnag

a =
3.1 fiyduazdans
adNsass T ldilaldnisidnde DSM fuduidunasderinadugldiiavinlvinisdanistdaydglduas&@ndiiadiu

AnuansiindeInainasildnudunasgliudazae nsaugiaualwdiatu TadRuiidaiiu viadadardaausilunisidnge
Wigngnsindonagldusassanianguuaaznau

Asuaudnilunisquassuuvih ivaadunsanauvnanininsiansidugldvianguitifidnsuasgquassuu'lé
Hlfanwizouniinnsinnsdey a1 TWataasildsindu ¥3ausn1sua9seul wianaunugnIinfinIsasIARaUTTUL

ANTUALNANENIUAUMTRLATTULAa TiRAsTANaAszuaavihe IT washialiiiausiunusunuwnuiiana a6

J Control Panel ?2 — B8 X

P 3 Q User Group Advanced

R .
File Sharing Create |~ Edit Delete Delegate - Y

4 shared Folder Name = Email Description

w

tatus

File Services admin System default user Mormal

guest Guest Disabled
as User & Grou
- 3 Normal

n Domain/LDAP Mormal
~  Connectivity

© External Access

/‘\ Network

@ security

Bl Terminal & SNMP

A System

@ 1nfo center 4items | C

AseveALAtdas AUy df lduardnisaunsadiinuadlalu wueaiuau > lduazadu WadasnsFauiidnsasvnasianisilduaznau
Tisegiidnusninfasdusaulusgiu aflaBzuduldviunuica Smsudayatfiudy Tusagunanuaales Wl way aau

ANULANLAN

* Fftaunuzinnsldenu: 38n153an15dnse12iun Synology NAS zavaar
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3.2 1aataualiasnnas

Tu wwvAIuAN > Tau/LDAP aaigunsatiingiu Synology NAS duudnnslaisnnadiifiag 1y u3nns Microsoft Active Directory, Synology
Directory Server w3a JumpCloud LDAP 16 Tugiuglaataudlaisnnad aausunsainns@niglduaslaisnnailuaisdingelnaiaasilddsiudu
ateasuan waruinis DSM 16

uananfl pafvanunsatd&au Synology NAS wavaaudulaataus Single Sign-On (SSO) ‘ladnéaea &11su Synology NAS
Aivinntndiudulaataud SSO fliddudavilaudayasusasuasauiiavadvifeiiaidinfsusnnsuazalnsalssuniionue

aatdusatldau Synology NAS zavaauilulaataud SSO 16'liinaaazidinsindunsnislaisnnasnsali

Tun1s3eusiznnsidngin Synology NAS dusuuznislaisnna’s 1usag unadruid

ANULANLAN

o Juarinlaigiu SSO unladfAu Synology NAS #iiiuan1siaiu Azure AD l6atinels

3.3 Synology Directory Server

Synology Directory Server 2alviaaaiuisadnnisigydlaunasninennssiu Samba 16 Taasassuiaasildiuiilluas Windows Active
Directory:

o M3IAUsTLANEaULAnAAUKLUIEIUAYANS (OU)

o Msldulaunanguavsunisinnisadnsal

o NMsldnsasIadaudInuale Kerberos

o Wauaadualnsallaataudiiviannviaia

@281 Synology Directory Server aawaggnansadatiugiudaya‘lasnnad Iaasiiay el
wazlsulialnsalonuiaseasivavdnsuavaarldatitvilaansie

TunsFausiznisdumTatuuniu Synology Directory Server 1iusag unal1uil

ANULANLAN

suaridlZulasindnis2nuedazinadisuciladuas Synology Directory Server leiatine'ls
o duaznitaswiadaznadriduril2iuas Synology Directory Server ‘léiatine'ls

fFuazAuamuTaunangudnn3u Synology Directory Server 1eiating'ls

ninladviiinataas "sysvol” uaz "netlogon”
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3.4 LDAP Server

Sundnisnisasadauaiauiiay g 1Ay LDAP Server LDAP (Lightweight Directory Access Protocol)

oo &

AaTdsTemaavuuituuwaanasuiitdlunaisnuuazmuaunisiinfedaya’lasanaifidaidulianndiunarvniuiniazing IP
AaEuNsanuadagida19g aaluavdnsuasnandidulaisanas LDAP iaaadnunugudayainauazianislé

iadem1 LDAP Server astagdnunsa:

o giwaandaanssuigsuasdniugviusnisuasigusina

o szynsivAINIsiiansatiiadindanisidinde e laataudluszudia lilaidinswa wialu'léldenu
o g5vuaziasviisuglduaznduainainudagnisuadnal

o ANNUANITEIAINITENFTTULLALIRRENULAY tHash AN NLRaadaTay a1

o drsaviiayauarddunisdoaigiudiaya LDAP wagiwatnauadnal

o 1l&au Synology NAS savaauiuglriusnisdranudniuiawmu Google Workspace

wndavnsAndiayatfinduiieddunisdert LDAP Server Tusagunadiuid

ANULANLAN

¢ AN15TIUMANNILAAS TAataue Mac/Linux wihAuusnisiaisnnas Synology LDAP

e Juardivd LDAP Server 212y Synology Au Google Workspace wnunis Google Cloud Directory Sync ‘leiatine'ls

3.5 SSO Server

mnaaiavlasdLadwdindunaiaaiuu Synology NAS aggiavdean Single Sign-On
#ran13aUTan Synology SSO Server nsuuinsuLalwdtadunuliutialiausardrdsnalwiindudiadayaiusasatiien
Winanazi 1duasamazlasuilss TamiannanuasanguaLarausI:

o Jlitdniugiavardayaiusaslunisasarinliiesyaidenuaz iddudavastalintdualdunans1evin
o padITARUAULINTIaNsLalnAIRTurasnala Taa lidadAugadiayasusasiiuandriunaci ldsamdemAulilug uiiayauavna

o sudiayadignialiidngaazaiaanitaywilunisastacdnld

Tuseansruin SSO Server giavnisliivan1stauumaa LDAP vineu Tunsizauiianiséas SSO Server Tusaguunaduil
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3.6 RADIUS Server

RADIUS Server iiluunainatiutfuiiiniguanisanagaudiauuuusingud nsauanauaznstiad (AAA)
drusunisiiansateiaznauuuldsnanazuuulsanariiullsinaaa Remote Authentication Dial-In User Service (RADIUS) RADIUS Server
ahaliiaa:

o Fuldisuaaslsana 1 GsWas VPN uaraiadiasanglaatviinvtunwsannissassu RADIUS dnsuiaiazing
o HUATTINUMTAMLANANNLRaAAHUaYUsTIANASL T aNsaTiLane AU

o LlAANTTUINNIENTOTARAUMIAUGTI9Y ( v2iu PAP, MS-CHAP, PEAP, EAP-MSCHAPV2 v3a EAP-TTLS)

e 111din DSM amaluia3aviifiad, Tawuu wiagld LDAP analuia3av

e Avuaadiadndnlagasidaadviuglduasngu

o fineuFzaIULATENGIMIaTIEUTARLE A

drusudiayariudutAaddu RADIUS Server 1usag unalnuil
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uzinyauas Virtualization

| =4
=
=
o
L,Q
=
2
2
D

/
Ui 4: AuAIatAudayaway Virtualization

4.1 Storage Manager

Storage Manager ulvinaannsadanisadnsaidatAudiayauu Synology NAS asragaunisldouiiuiidaiiuiaasiu

wazasAdaudNIWlasivivinauasn

Addey:
Aaulivu Storage Manager aaraIsvinaNuAuLAaAuAIFAwYisa'llil:
o WaNuidatAudaya:

o lesvadvtiaaniivlasilitualasaldaiAudayatfedfBanityafiuiidaiiudaya
fusamuuadiufidaAudayanulilasunsdailasiaamaTulaginsiaifudayaiidanit Redundant Array of Independent
Disks (RAID)

e RAID:

e RAID
umaluladnisdaAudayafisulasinmienmanwnatadrlituniialainaaaditviagviivribaiaiuanunumudaanudanie
Usz&naaw wazanuylunsdatAudaya

o 1lszian RAID #Asassuazuansvduluaiugu Synology NAS uavaa svsusiaasidaa Tisaq unaduil
wadayadntwizuasndndae Synology NAS

* JA]N:
o lasvdayaazgnasvdufiduuuuaswaiuidaifudayauaznauiiuidaifiudayafiugiudinsu Synology NAS
dayaTWatnasfldsIuau 1ana1T LATULNALATINNAADIAMIZNTALALTAT

- o

wanuiiiatdudayanaziaqu

fowaiuiidaiiudayaaditviiasuiisyananaauninaguiaduiaidudayalu Synology NAS aavaalls dviudayariudy
Tlsagenuzinlu unii 2.7

Ao unsalilii Storage Manager > awsu tiladundayadidaiAsAussuunisaiAudaya 12y dauyszuulaasu nnsliviuiasu

daya’lasW wagoruinuuaal’ls

Healthy

System is healthy.

@ Hoo/sso Volume Usage

Volume 1 —
B storage roo s22:560/ 899.9 G0 30%

Drive Information

Blackbox

Task Schedule

ext Run Time

SMART. Test Drive 1, Drive 2 Ready 06/02/2021
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quazinnisyaturidaiudiayauaziaguiiviuanuadnaii Storage Manager > Wuiidatduziaya
Asaiunsinaausavinlaitiazdivagdugsduuunaznaisiiuaaisu Synology NAS:

Y

o tlfauilszian RAID waswadufidaiAudaya’lalaavidayavifiag ligaywie

@ 'Y

o wilaswadufvaiAudayaarnnissavimaguidaidunissassunaimagu

o

o lANWRauNulasiiRatinANuaInaiuidaAudayanaslasiiaya
o 1flal4f91u SSD TRIM iRatfinilsz&ndatwnaswaiuiidaiAudayataniy SSD
o sntfiunsuiadinuamTnaINsvinANEzaadayafiyafiufidaiAudayaiiasnanudaandasuaddaya

¢ ¥inn15 Defragmentation seuylWaiialsuilsedss@nanainnisidndislwduasiaqu

ANULANLAN

P’

o dnsudiayalfiuiin Tdsagunanuals wanuidiatau

07

2YA LA AU

Hot Spare

lasv Hot Spare flulasidrsasiiazaarali Synology NAS zavaagusadanuasuwaiuvidaiiudayaiifilssdnanwanadlalaadnTuls
aadunsanaunina’lasw Hot Spare TidnilaswafiufidaiAudayadiaanununiusannudaiiauaslasWatirviianniielaswii Storage
Manager > WufidaiAudiaya > Hot Spare

dia'lasiuasruazvinlvinanisdaAudayafilss&niaiwanas

Y

Tasvgrsavazunuiilasiiidavadeazvinliyatiuidaidudayasiunsadaule sSrududayaiundu Tusagunaiui.

UNEILG):

Tdsansudadiviuauazdadindaca‘lul:

o 1l5zLan RAID 2aswafiuiidaiAudayaazdasiianunumusannudaiauadlasddous 1 1aswdiulil ( w2u RAID 1, RAID 5, RAID 6,
RAID 10, RAID F1 uag SHR fdsznaudialasWatinviiansgaslasi)

o anuuad'las Hot Spare dagvindundaunnninanuuadlaswauiadniigalu RAID 1, RAID 5, RAID 6, RAID 10
wianadundaiAudaya RAID F1

o Auauad'lasw Hot Spare gavunanitwsawvinduainuauadlasiiluaigaluwafiuiidaifudaya SHR

o gunsafua HDD wag SSD usazaavitdu Hot Spare lilfowaRuiidaiAuiayaiidszian'lasiidenduiviniu fuies'lasW Hot Spare
SSD wintfufisnunsalnilasyafiuidaiAudaya SSD uazfitiiay HDD wintfuiisnuisailasAuya HDD ‘L6
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waaf SSD

waz SSD luisfidseudaaldaralunisdiullgedlss&@naniwaasansisd HDD dsudgensuinfvuuugniaansdaifudayaiinisdnfodaa

uu SSD wavwaz SSD Avunvivwaduuda LUN Tdsansundaasifimanizluunesuvinidu Tlunisdumigu Synology NAS #Asassuiliaasil
Tsaq#i unaruil

fiuaa SSD savilssian:

o uauuuaIuatdiad 14 SSD uiladduldtlumsiaAudayaiaiulasuazisvlss@naninaiusinnsaiunuugu win SSD
AumarayhifidayaganafiasannluuanauiazdaAmanizaiiundayaannmaau iwindu

o uazianudiau 14 SSD atviiaagasdrlunisainaranunumusanudaving Aauduwazraudiauagiisudaya‘lide SSD
ialiuilss&naawaisaiu/idaunaziseanuisinisidndedaya

WdssianuiaTuuauaswaz SSD anadsenauala SSD fdga 6 fanasdasdsznauadlialasiiseinnidaddu
drusudiayaiuduidedudanmuuanazicnisavainay SSD TUsag unanuil

0%

winaaliwilainuar SSD aualafitnungdunisidousavaal suanunihlvinasunisitaszvilu Storage Manager > WuiidawAuziaga
> SSD Cache Advisor a39#1in

SSD Cache Advisor agitaszusduuunisiddayaiaafiunasaainazuusinuunauwaz SSD Ainggud1nsmaauianadan
aygnalisumsienziaiusnatinviiaadaiutia il nadwaAwlue Godiu

dusudiayariuduAaddu SSD Cache Advisor Tusagunauil

auAMLAN
AaaNadavnITaIuLNANNTLAmdassaldtitiagliayatiuiéiu:
¢ giapsWANsafiddaiiadsnvuasd SSD
o dnauvinulaatfiafAunislaiuaa Synology SSD
o AunainuztindusduEunad SSD aaviudfatinie

HDD/SSD

anadauannuadlasiuazsiiunisiinaunalu Storage Manager > HDD/SSD
aadusavindesaldilataaduagAunisdvarfiufidaAudayanazsunag Synology NAS:

Y

o amaraugMwaadlasiuadnm SIUAIEILRLY auznsinasswatuidaiAudaya aa1ug &AW 2Kl NINALRUNRA N9l
waznastulisuws

e JnensvnaIwariunmagay S.M.A.R.T. iRansadgaudarusuasiasiuavnal
o Anualasiiiiadgsy ¥an1s WiadanuwauwatuiidaiAudayansawas SSD

o ialdorunisudvifiauaranisldouidszunainisua SSD wagsavuanistiauliafiangnisldouiiaaliuag SSD deaAniiszy

o aldorunissaiunmdidiautiaiindss&nsainuas Synology NAS

aNUANLAY

o Tlsag unaudl Susudayariudniiaeasunitin HDD/SSD

37



unii 4: WuiidiaAudiayauar Virtualization

< 9

4.2 asagnaNutIatiuaua

u

aatdNNsadug Synology NAS AugfiasBuiinifniaalnsaliiandaniauanifiafinauafiuiidaifuiayauasna

HI I T

aena Synology NAS aavaaidiaafiaduiatfiufiuiidaifudayalaanunasnandaldidsvnasyiiocBuiiduaaiuiidisasiaya aiastu'le
FumsaanuuuantrvinnulaadaTwiddiaiansdadyu Synology NAS wasthalviaauaiuisaddinsafiuiidaidudayauasnaleaadionuiu

'Y

AatINTagvLArInNsRuTiTaLAudayafifiniuasaunau Synology NAS wanuazafiaiuiiiiansa atnelsfionu

1%

waanushAuwdaziundaAudaya’litualnsaiiriaideiialss&ndawaislidouiiadu

ANUANLAN

o Fusudiayatimduguuavetiaiau Synology Tisa 'l viinid
fdTiga

o naadiglaladuatud) auansagadaldgidud S usuindaduiaufii

adnsaliiaucsanrauan

Innisadnsaliiausaniauan (1u s SD uiaainsal USB) fiiiausiaduainsal Synology NAS Tunmeaiuau > adnsaiidiausaniauvan
alnsalneuaniiiiiansaazdsngiiuinaeasfldnuduissuuaiioiv dehalvinasuisadindsniuquasiaswle

Asiadeunaina USB Copy talvinaisnunsadaaan inaszniie Synology NAS uazainasaliitAudayanauanuasnalldnainvaiaia
Synology NAS azapantanigszuulwduiessuusiiu USB wintiu: Btrfs, ext3, ext4, FAT32, exFAT, HFS Plus way NTFS daswasuue External
drive Afisvuylwddudaulderu drusudayariuidin Tusagunarnuil

wnaaiadmMsidindedayafidaiAvaglussuulns exFAT aadunsadiadunaina exFAT Access uu Synology NAS ‘6

Tlsaguuernuiidusudayariuduticduunaina exFAT wag unauidl @ vsusuidindule

4.3 Storage Analyzer

Storage Analyzer Tinauasiagauwulliinnislideiu Synology NAS uavaaiinesiu
g519unsnanuliasunanulegasidaatisndunislidagudehaliaaudanisssuuuasdiunsdear vitungau drvsudiayalfiuegu
Tusaguunanunalé Storage Analyzer
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4.4 SAN Manager waz Storage Console

vinl Synology NAS (dufiuiidaiAudayauunuenadiniunanfiinasuadnaéiia SAN Manager aanaansaniivadiwaguiiagse LUN
waidaudalaaliudnisieiatnafuidaciu (SAN)

Synology NAS uaufiuidaiAudayanléasunissusasaindu VMware®, Microsoft® wuazuwaawasu Virtualization

duq walse@nanwlunsiansiiddediu 1idiadia Synology Storage Console 13y VMware wag Windows
adanmsszuuiufidaiAudayanasnalu Hypervisor

* Rans¥n3ng iSCSI uag Fibre Channel tilulisiamaalfialiviuidaiAudaya SAN nasnaas n1slieiu Fibre Channel
davlidsinduarazuniinasfiiiaowa

e &519 LUN wuu Thick-provisioned w&a Thin-provisioned tilufidaiAudayalusziuudan

o ntlasiidaiAvdayaszauudanmafiaassuuldanuasnsvindiundaya

va o

TunsBauiiznsiuuaaIu3nig iSCSI wia Fibre Channel Tusaguneauaials SAN Manager susudiayariiutdniienduldnay
TusagunanuLiaddu Synology Storage Console &115u VMware uas Windows

ANULANLAN

e Tilsag Aswuziina1slade vl dusuatusinlunisiady Synology Storage Console
Tuanignslddenu VMware

4.5 Virtual Machine Manager

Virtual Machine Manager ilu Hypervisor &1%5u Synology NAS tfugiluuy aauanunsasuisn1s Windows wia Linux Tuszuu Virtualization
uu Synology NAS wazasvduawauailussuu Virtualization wav Virtual DSM

gandaanssunisadainasaialvinauannsainnis Virtual Machine wagasvinenudinussuu Synology NAS anawasviatéied'lé
FndTINSneNnsaNsauIsAinsanldviu uazing Virtual Machine sewing Synology NAS Suq iiaanuilu

dusunisiailasdiaya Widlnidassruuiaiiavaasaadiaununisilaidasuuusuuilfaauaznisvindundaya
uananddefifiaasiianunianldouludgofiaaaaivagavinouaasssuu’la

drusudiayariuduideiduuwatnauasfddu Tusaqunauaiale Virtual Machine Manager
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/
UNN 5: Asuas Iwaagni1staa

5.1 Shared Folder

Synology intaualnaleasilidnudugasnladuiuiudaiuidayai lduaznisdnde Induuunaialaid

Shared Folder

Shared Folder #@a'laisnnasfugrudnsudaiinlwduasTwaiaas Synology NAS
Aadiadas v TWatnasilinuduadvlianviisinalnasnauiiazdaAuiayalag

'Y

FarAudiayalulWainasilinudunuusdiudd wialdsrududugldnianquildissulaanisinuad@ninisidndonuufiinuaiad
aadvanusarinsia wateasvildnuduiiaiinszaunistasduladnidudu

va o

wingavnsauiitas v Tatnasildnudunazzunisuuslwd Tudsaqunii 2.8 wiaunanuaalé Shared Folder

o

Atdandugedniuinatnasildiuduiudniiaot:
o MslaaulnatnasAldsnduriiagsvaiunuunnuaziui (wiauldouanizuuiagu Btrfs)
o mMatdalduiiaasinasaladaluinatnasildnudiuiiadaiuinadignavwazinainasiinadasnisiviiaya

o N34 Key Manager tiadanisadnisidinsiauasinatnasildnudu uasifiaaaasid iwanasildsuduvaiainainaswiandu

ANULANLAN

o Aulisnunsaindsinaiaasiilaisiuduuu Synology NAS wiu SMB 1i5a AFP susiunsaivinazlsleiineg

40



unii 5: nsuasIWduazn1sdea

Inawaas Hybrid Share

TWawaas Hybrid Share (dufiuiidaiAudayauuaanduasiggiuaandansisaizaas Synology fa C2

Storage aauaunsanilwataas Hybrid Share tiiluilszianuasinainasildsinduuu Synology NAS

wagtfiausia Synology NAS wuuaaluavdnsuasqnaidiu C2 Storage awnvitWawaas Hybrid Share uu Synology NAS u#?

Aazausagiayatatuuaadivuualanalueiay uazwarawznaidrdeargauuladnialu TWaweas Hybrid Share iluRliaasuas

Hybrid Share Service wagausaralviaavindaaluille:

o nsnAvlWdanuanaanuii: wvitwaiaas Hybrid Share w@aaduuu Synology NAS wanawasadtiardindedayafidaiiulisaueaus

 Disaster recovery: wnvilWawaas Hybrid Share uu Synology NAS
atinfviiayaidaAuisnuaiuil laa Ligavsitudunaunisidudayaiidnarunadainglids NAS i wialAnnsaniiainaslasi

anciavldResaldiiviiazusu:

WU Hybrid Share

¢ Synology NAS #i5uuu DSM 7.0 fiu'ly

wwatnx Hybrid Share Service
¢ 128y Btrfs fiagtunvilwawaas Hybrid Share
o AsLdiansiatAZaNaANLUAN

dududayariiudu TUsagunalnuid

RV RELLE]

Synology NAS 1dins1dinswa AES-256 tiiailnilasiWaiaasiilidsiudunasiwainas Hybrid Share annnsiiindeilai'ldsuauana
o Wawmasiilaizrufu: amsdinsiddudidand nsuTwaeasldnudu dusudayaiiudu Tusagunaduil

* Watanas Hybrid Share: TWawnas Hybrid Share aggnidinsauu NAS uavaalauanaunisatalaulilée C2 Storage
walvsTuladivanudaandavasiaya aadasldddnisidinsisiianiinasnansiainainas Hybrid Share nniwaiaas

o

ayaazfngatinsialunazdl Tuaauazlunazdaiiuuu C2 Storage

B2

ang

aaausaldnisdoa1&ng Windows Access Control List (ACL) dnsuinatnasildsuduuasiwataas Hybrid Share 1a1aad60 Uil
dvavahalinadiunsadiivuadnidvsuuaasiwdnasinateaslu Windows ACL 16tad
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5.2 usn1sina

SMB/AFP/NFS

AnuaATlsTaraatasang SMB, NFS uag AFP uu Synology NAS aavaauiialdiduguanisunsing danslWdlulwainasiildsiudiu DSM
Nnrauinaslaalaudiaiauqaldiuidaiduiayanialu

DSM sassulusinmaaildduimliidalinisidindeiisiusuannailnsal Windows, Linux way Mac
o #115u Windows: SMB/CIFS
o §115u Mac: AFP, SMB

e 115U Linux: NFS, SMB

a oa a P

weagsruulfiitinnsazitdsiamaanisuasiWduuuiuinAlvdssansawidfgadvsuuwaanasuiug SMB

a . oa

savsussuuliidnsvivandssian uaanatiinil NFS way AFP usazldsiamaadefinisideiusruanulaaaduiinanenofu

windavnstaldeiuldsianaanisuasiwdnilvacrvdiuly 1Wld7A wneaiuqu > uinswa dufudayatinéy 11sag SMB/AFP/NFS

FTP

FTP (udsviszanlunisuas Iadugldisinuialiugdn gldarunsatingoidswias FTP annmaufieasiaaliiuiusiaasvialaaiaud

FTP aandnunsatiiuseduanuldaaasdauasnisatalaulédia FTP over SSL (FTPS) way SSH FTP (SFPT)

TunsEauansAiuua1u3ns FTP Tusagunainuaialé FTP

5.3 File Station

File Station tuddamsIndludidatviglidindonariansinadlaadnoitaaa wusiwdadvilaaadaaiadninisidndeiidivuaias'le
wazddnisuastiasn Taawdusdsiunisnuguaiiag TWdivrun sudoninals twae uazwinsyivlndasasiiaya

ARasifindinlsenavdoe:
o ugudasiinfeIvdamianisuninanassseslnawasiiufidaiAudayauunaidasisaslids File Station
o gwaualWdd 1 nsuglulald DSM witaddTnanlwaluds Synology NAS

o iindvlWdananaidranalwdinduiiadaitia DS file

wnfavNsFausAuLGY Tdsagunauaalé File Station
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5.4 Synology Drive Server

Synology Drive @aTaigziunisianisluduaznisvinnusiuduiasauaau dehaliaadnnis ws wagvinousiuduiiausineu
TaaldlWdidmAulaaiodinaaa Tuunatnaisenauala — Synology Drive Admin Console, Synology Drive, wag Synology Drive ShareSync

TuAaUTARMTHUATIUL HRUaszuuaIusainuainalaasiu asnadaunsiiausa’laaiausd Lazdnn1snsavaILEAsE19Y; wasialiuuag
Synology Drive alinnaugiunsaizang 3nn1s ws wasvintounuduifauniunulealdlwdwazinanassiuduy; Synology Drive
ShareSync (duualndinfuideaslualWdsneg Tu Synology Drive #1u Synology NAS nanaia3ag

uananfl Synology Drive flaunwsandugndsiaadviail (Synology Drive Client) uazuaiiiadia (Synology Drive)
waUwdpduinarfifiaduuunanwasuiildsuanuiisuisnua

@8 Synology Drive aaugunsa:

o dsavaayalndaialua’das: doduardrsasdaya’lWduuadnsallaatausd

o MsAUANAsHUY: LAUFn 168 32 nasiusdalvd WeAdu Intelliversioning uav Synology Drive

poly

alvinaundunsilfaunlasiddaign 13l

o anudusalunisaindsuuuaanlail: Tnuyalwdiddgylddealnsallaataudiiianisidindeiisaliiag
wiidiaalnsallaatausuasnaaanlaiat

o Asuanuldaudiayavianalaie:
asluglWduasinataasssritanataladnuialvinnsidrfeannnanaludnadiunagiindse@naawlvinsvinousudululwdsznineadrineu
uannildefinisdrsavdiaya’lwadiiuidudndoe

* ANSVINvIUINABBULIEaR TN NsHUINTINAY Synology Office way Synology Chat ahewiiu Productivity vineusudulaaldianans
dulsadin wiaalas wazizunssuUNUInaUEAvingIy

wndavnsFausIiuGuAmfunsing Synology Drive Tusagunanunialé Synology Drive Server

AUAULAN
o Nuniatiuzayalu Synology Drive Server 1naazisiu Susiuisavinarlsleiineg
o duardrsavinyauunauniinasinag 1z Synology Drive Client ‘léating'ls

07

o Fuazdivdiayasriiing Synology NAS vianuin3avrnu Synology Drive Server ‘l6ating'ls
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5.5 Cloud Sync

1ausia Synology NAS uavaauAiu Google Drive, Dropbox waziuinisaanaansisagdus tiadgiaanduuulausiauasnat
Lldanszninensdvias luduuunvifienviagasmotiadrsaviiayaniadivddiayasenitg NAS SrufuasaaIaas15ay

Ao usaldnisdeTasluziuuuniaidadiagisasdiayaain Synology NAS ludfvaaridaisisay vidadaranivdus
nstddsunlasiwadfidaranivaasnisdeiasludasligdinansznuaalwasunig

Tunaziiendu nsdelaslugduuugasnivasvinliiluadsineg uu Synology NAS wazluaandaisisasiuiiaudu
TagdlTuasuazanituannsildaundasivaassnuinadn Tula

ateasniieg aunsadedlddvaandaiaisasuinninndonie wialddonaradyduuaaneifiaifu tiagsvnisdrsasdiaya lwdnananv
aadnsatdanlwaduu Synology NAS vizanandasisasidasnsdelaslud wasidanvuasnsdelnslud

aadsalnilaslWdAideddinanisidinsia AES-256 atlasAunisidindeiilulasuauaie

MEMIAINUALIANIUATTIA MsAndaninila wiansandanisldeiunswennsszuu aagunsailasdu Cloud Sync
Lilrdenansenusatadwdiatiunianisdszananadug

wingavnsaustiuiuAedfu Cloud Sync 1ilsag Cloud Sync

5.6 WebDAV

WebDAV (n1sliinisauanauazaisiivuaasfunuu Web-based) iiugiunenauasllsinnaa HTTP
ihaligldarusadamsididadvuudsinasszaylna Tusuasulaataudiiladisassu WebDAV saufiv Windows File Explorer, macOS
Finder wagddnnstwa Linux anunn

navaANGiney WebDAV Server wé aarazanunsanvinasidindsiwatnasildsinduuuadnsal Windows, macOS w3a Linux ‘16

WebDAV fitiasisalufiitntianintusienaanisidinfelwdaug:
o Mdsy&nanwiisinin CIFS/SMB over VPN
o savsunisuAlaiwduuadnsallaataus

o ldfilsglamiannnissneannlaandauas HTTPS

wingiavnszauiididalderu WebDAV uu Synology NAS Tidsaguunaduil

AULNNLAN
o Fuazainfivlnauu Synology NAS 6inel WebDAV 6atine'ls
o duarinnilinuann WebDAV Server ‘iléiv Synology Calendar lsatine'ls
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/
UNA 6: NMsdrTaviiaya

6.1 Active Backup Suite

Taigiunisdrsavaiaya PC/idiswWnas/VM

Active Backup for Business
Synology NAS aavaasunsatiulaianienisdisaviayauadranfiieasdriuuana L@sWasnanmanw t@swnas e wag Virtual

Machine "6

Active Backup for Business tilutagdiunisiatlasiiayanivgsdanuuaaa-du-fuitialiaadnnis Usuli
wazasAdauvIug1savdiayaidirviuatasrataviudvsunaiaalnsal luswmldssiugueaiiaswvioideldacnodinaaa Active Backup for
Business dsznausianaulaanisguassuutaznasiianisddu aaulaanisquassuumalvinaaunsalsuliduasfnaunislnilasnaraainsal

o

wasansAauavigguassuuidswnasuauvanaWigldndugguassuuuazdldlaianisaunsaldnge Bang andluan

wagdaudayadnsasle tindssdniainnisdnsasdiayasiea Active Backup for Business liigeagadiaimalulaiinisudndayadidauiiissuu
asfivdadiaya wazasarsavdayasdiuiin dowiidayaazldsunisdisasarnunanasuiiuane1viu Auidaiudayaignldlddunis

o)

dsaviiayalienAufzanadatiouin

fiv'laln3iiu feidansddualnsaldrsaviayadinainvaia tiu nsdduailnsaltdugluuy
wagnsdAulddonwannasuluszuy Virtualization wuuiui WWasauauasanudasnsdnu IT Auaneredu WalAadaRd@diu IT du
aadunsafviayadisadldadnnaiziiaannainsuaga triusns uazdulalddvanusdaiiasuasasia

Active Backup for Business savfuainsaidrsaviiayacalalii:
e panLeasduAnaild Windows

o @sWnasMenanIwild Windows

o @sWasMenan wiAld Linux

e Virtual Machine wuu VMware vSphere

e Virtual Machine wuu Microsoft Hyper-V

o 1 sUaT WA TE U5 InPaa SMB

o L @sUNas NS Iemaa rsync

wingavAszauIEnsasvudisaviiayadmsuusaralnsailu Active Backup for Business Tusagunaiuaiale Active Backup for
Business
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Taiqiunisdnsavaiaya Saas

Active Backup for Microsoft 365

ArsavdiayadrAryuunanis Microsoft aavqau Léwa OneDrive for Business, Exchange Online way SharePoint Online é3e Active Backup for
Microsoft 365 g1dieu Microsoft 365 sia'lulil: Business, Enterprise, Education way Exchange Online &unsadisasiiayauuuinins Microsoft
11léiv Synology NAS

Active Backup for Microsoft 365 dsznausranaulaanisquassuuLasnasiianisiau
AaulganIsguasTuuAadunasiidn1sIANITLUUTINAUL Tofquassuy Microsoft 365 syuuaiuIsags1vug1sadtiaya
anadauszauznsdTaviaya wardansnsldiuidaiAudaya wdvanngauassuuvinuadisasdiayalunauldan1sguassuuunan
#ldagaunsadAudayadrsassraauaslunasianisiau

@281 Active Backup for Microsoft 365 aatazanunsailnilavdiayafidaiAuuu Microsoft 365 iRaaaanuiiaviidayaasgavialvitdaaviga
wazfviiayadisaslaadviianeu nsdrsasdiayaadtvsaliiavazaralvigsiaciieg drsavdiayavinisgldludneaealiiaghivea’ls
gonalianuaviidayaasgayrneanaudatiaafige Wiadasnisddudiaya Tunasianisdduasinisdfuadivasidas waznissvaandaya
deaudayaludesiuniadiulaadioditaans viasilvaadayalddvadnsalnialulusiuniodien

sanseallfidadidannisdrsaviiayadisassugnsuuaazuinis Microsoft:

¢ OneDrive for Business: W& &nan1suuslWa way Metadata 7iviendiag

« Exchange Online: naavanuung 5709 duia TasvasvTwalaas IWduuuzavda nadiadiasa wavdfiiu Hudelwduuuuasianssuy
o SharePoint Online: laus3anasuazananiseng AdatAuaclulas laddiue uasladnan

wnGaNsEauzIsnsasvusdlsaviiayalu Active Backup for Microsoft 365 Tisaguuadiuil

Active Backup for Google Workspace

Active Backup for Google Workspace 1é5unisaanuunanifiagisaviiayafidaiiulu Google Drive, Gmail, Google

Contacts way Google Calendar Active Backup for Google Workspace isenausianaulganisguassuuwasnasianisiamu
AauTaansguassuualvifguassuuuay Google Workspace shunsagsiveusisaviiayasdmsuiieydl Google Workspace 1i9viua
wazlviduipasiauuunuduansaufiaasnisinnisuaznisaradgauinsaunau wasansAaulvinnsddudayadidisasraaurasd1viug
quassuuuavildnliladauassuu

&8 Active Backup for Google Workspace

aaagausalnilasdiayafidaiAuuu Google Workspace viiaanainuidusiidayaazgaialiliaafign

wazfviiayadisaslaatviianeu nsdrsasdiayaadtvsatiiavazaralvigsiaciieg d1savdiayavinisgldludnwaseaiiiashiviaals
gonalvimnudavidiayaasguvnoanadiudaiianiige WasdavnsAdudaya luwasianisifuasinnsdduatiivasidan wazn1sdvaandaya
Afudiayaldoswnladnldatioditaane wiaanulvasdayalidealnsalnalulunasianisdfuiiien

sanseallfidadiidannisdrsastiayaiisasiudnsuusazuinis Google Workspace:

¢ Google Drive: 1Wd &ngn1suusIWa wag Metadata AAeandiaslu My Drive uaglasiiinus
¢ Gmail: agavasunune sIndsthaiduiasiwduuudua

¢ Google Contacts: diayashadafinsa

¢ Google Calendar: U§i#iu saufivAanssuludfnu wiaudulwauuy

wnfavnsFausIsn1sasvanuarsastiayalu Active Backup for Google Workspace Tisagunadnuil
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6.2 USB Copy

USB Copy haliinauaiunsadaaandayaszniitg Synology NAS uazailasal USB daiAudiaya wian1sa SD

tialszandanuasiunidafudaya
adNsadInuansivasaldiid niusunisdaaaniialriiulainawisdayaidelavintduniagylasunsuaniddau
waziawignasfurasd i iddvintduiagldfunsiAusnun:

o fATAYLLUAUALAYANNTTLANLATUNURAR THE
o TuinansvindLnaIuLiin ANTiitsas wagnalanasiu

o Msuyulsunastudi iy Tnuag IuIvaIanasiu

aaldINTanIruauNsAaaand uiuusaralnsaldaiAudaya USB/SD ldiad adadvailasaliipalidinsuaunisdaaantdndu Synology
NAS szuyagaunsadinunuazldnisdoainauninlagdn Tuls

WnfaNsEausLAAUIEA 99 IUNTARRaN TUdsaguNAIUTT

UNEILEG):

o ailnsaldaiAudiaya USB/SD vivuualuszuu'lwai Synology saviusa'luiidnunsadaaandaya’linduain Synology NAS 6 FAT32,
NTFS, ext3, ext4 way exFAT
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7.1 msdsavaayanisAaiuuaal DSM

Taalafuainsarsavdiayanisiinuasiszuuazhalianauausadviayanazdaunisaealaan1vsiaia? uazdnaannalassaleg
ALEINNTaAYAT DSM TridhsaviiayanisAiinuaaissuyludetiaydl Synology navaailaasdnluddlalu wwemuau > dillinauasdau >
AsANKUAAINISANsavaNa uananiifiaiunsadisasdiayasraautadiiiadiayalasunstiuiinlddenaniiinas

JControIPanel ? — A X

P Q DSM Update  Configuration Backup  System Reset

Syst
ystem A~ Automatic Backup

o Info Center . . -
Back up your DSM configurations to Synology Account automatically and periodically.

Login Portal ~ Enable automatic DSM configuration backup
% Regional Options Backup status: Data not backed up

® Auto encryption
B, Notification

Self-defined encryption
W Hardware & Power

External Devices

~ Manual Export
1) Update & Restore

Manually export a system configuration backup file (.dss) and save it to your computer,

Services Export

;6 Synology Account
~ Restore DSM Configurations

] Application Privileges . ) .
Restore some or all DSM configurations from your configuration backup file (.dss).

3 Indexing Service Restore

= Task Scheduler

Reset Apply

a @

TunsBauiiznsavAinsaisavdiiayanisAnruadlIssuy DSM Tusagunadiuid

7.2 Hyper Backup

Hyper Backup e lvinauanisagisavtiayanasifudiayavivunuauy Synology NAS waiu ANsAIuaaIseuy NsavAI&ns wadwaiady
Taweas Wa uag LUN datdandaranienisdrsavdiayafilviunnuneg syudvinateasaialuaiag, NAS seaslng, d@sWnasina rsync
waguanaglvivinisaa1na deashalvinaldsuanuiiandulunisaivnagnsnisarsastayanindu

funsatiusnaEnatanasiunsdisaviiayatiaifusnudayadisaslvinsanliviu uazhiaanldandaans
dayadisavargatiuinm lugrudayadidiisigdeaiunsaBang anilvas wiadau'ldadrvinaaalaald Hyper Backup Explorer

vuuwanwasu DSM, Windows, Mac uag Linux

wndavnsEauIEn1sasvudsagtiayalu Hyper Backup Tdsaguunaiuil
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7.3 Snapshot Replication

1nilas NAS navaadiaunuduuldanuazaisvindiundayaidiinuanar’lduazuuuunuazsiiui

guuilfanfagoruzuas NAS aavaalu point-in-time WaufSauiiaudunisdrsasiayacdusluuy sunilfanazlidundaidudayaiiaafige
wazdnsadzlanatulifiunifialissuu Btrfs dAudayauavnalaaldstuuldanudanndayagaumaiaa bidelaniadianislans
Ailseaudsine viadayatdanie aausgiunsaguastunauniinvaslduwazdauleaacisdnaanalu File Station w3a Windows File Explorer
auauuldaaAarfilidasnistasdaluldd wasiinduiiielunsdadudayadianisiuuaulouianisiiuinm

winaaud Synology NAS isas¥u Snapshot Replication unaninniiviaiad aardunsavindunauuildan'lads NAS szazlng
Wiasneauilaaadalidudayazanaunnieiiu Auuanainmsvindiiuiagsvauulfdanuasivaaasilisindu/LUN

tluilszan wazaraTauauuddan'lalds NAS tadasaudraidudu aliaunsatdinfssiunivaasnisvindindaya'la
aadusavinmainalanasiialviduladonisidindolwauu NAS we3avau deasfitsslaminnnminaaiiaonaunudiniugaiuniaiuag
Disaster Recovery aanisvinlvidulainaaaunsaindediayauu NAS léaiaua

dvsudayaifinduimdusuuldan Tusagunainui

7.4 Synology High Availability

High Availability nunafielaigdusduuuzagsniaifaaniuuuiifaannisngasinuasudniseive Ainannanuiiadnfizasidsvinas dia
Synology NAS &adta3ay aatdnunsald Synology High Availability Tunsane "addienas High-Availability" @ei@isWinasdaniiazsuununvdu
"W@sWasivinua" uazdnedasuioiiu "id@sWnassas"” Awsauliou

dayaionuaidaiAuuudsWnasfvinuagayldsunmsvindiunlddogswnassasuuuGaalni Taalinalnnisisasdayatuudaalng
Fothalvidulaldidayafivindriunionuaasainnsalindolaaa195a3Ina9antAaLa ANUANURILAIENTAWIT TIURAAIULAYINIIUUDY
uinsliidatiaafiga

TunsiFausisnisdumaddiaas High-Availability TuUsagunartuil
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/
UNN 8: A ulaansie

8.1 n1savamulaaafia

ln1lay Synology NAS aavaaiannsastiardinldili'lasuauanadangvsiaad asufandnludd waznisinilasiiad annunsaIuau
nsava W Haadninsauazialvinauaiuan IP waansaudauinisviagidngy DSM 6

AraasmsuiandnTuliduaznisiatlasiadazahatiiiula'léin Synology NAS aavaatazilaaadaainnisTauduuu Brute-Force
Taadlaasavnanazudan IP uaatasausaiiayd DSM fifidnwuaislunmsweneuasarinldunniullaaludisnaififiivuas
iafiauweneuasiiatinlid NAS wsaudni1s619q annung IP fdfidiunanuasfagld/sWariuwuugy nsudandnTwifazilasiuglduas IP
wantesatulilidings NAS 16 aisdailasiigyfagvinounuuiia funsdsjoivluiigyddase Taaudanaisidinfeuas il figydia1uue

Tususavann Let's Encrypt w3amihiaugaaniususasasiiasnuanulaaaduuasnisiiavcalidnduain DSM anaiiausadu DSM
duiuusiiaas Tususavazidinsiadayaidesznine DSM wastusiaasiiiatlasAunisadaduiayaiaratiadu aaaziiu HTTPS Tu URL
Wadadeludusay donunaanuinninidldasunisdnilasanndanasinnsiingia

gansaiuansavaAInIssnEaNudaandelaly uneauau > a1sinmanuldaandia wiindasnisaauiiiuduiAmdunisaeaiiuaid
Tlsaguuanusaluiiouardu: TWsaasd ansudaidas wazlususas

8.2 Secure Signln

13015 Secure SignIn fiajvnranaifiadiudseanulaanislausinuaiiys DSM Tuwsaudulvididannisasdatdnldildouditauasinney
Mamsldwsanduuuuazadvifien (nMsauddnisasiiaidiniyd) ddanulaasdafiduasouwis aasunsaasdiarinldlalaalaidastsenndunis
AuWsiEuAIEfLaY wndasnsiiuamNlaaafaliduiyduasan Wiidaldoudiidannisasiadgaudliau 2 1ade nasanlaswanIuLa?
Tudfupauiigavuasnisanadaudmau Wanannsiansaagauanugagavnuuliasoided (OTP), nmsaudifinisavdiaidinld

-

wiaddanulaaadaviiduasauns tiadssaunisallunsasiialdinlgisusu
Synology fikailasragaudiaunuuiiadiafa Synology Secure Signln & wsunisawididrzanisasiatinld wazsusa OTP

wingavNsEaustRuiuAmAuIgnsasiaidiniduaznisasadgaudiau 2 i Tusagunanuaalsisnisasdiarzinial
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8.3 Security Advisor

Security Advisor T¥in1sasiadaudiumnulaaasiauunisaeaIssuuuad Synology NAS Arsaunau
TagagdunumanaauduaNnulaaadauaslvidnusiniialiaasitfiunisea

@8 Security Advisor aaugusaasadgausruaNlaaafusalufivialviiuladianudaaadauaiiayaagssuu:
* ANSATIATUUAAUNAUIT

e NM3aTIAFAUANNLNNTUAITANALANUDITHRH U

o ANTRULAUNTAYAITTUULARYIATAINaALALN A

o MILATITUAANITUATAYTaLTn Td AU a9

e MsaARaUAUaaLIasHU DSM uasuwatnavinsauldeiu

AMEINNTaTUNITATIARAUTTLUM EAULAIUTamuAvuanaT LbiaNLsTiag uaNNdaandafidasns
W3AINUATILAITATIARAUTIND LR UAIANINADINITVRIAMILEILAY §IUTITATINNAANE19 tHusreousady/
ediaumansitnuanisaal a7 Security Advisor > duge > N15AIAISTIENIN WIAGaIAITIUE U UaNA TUT weeaduqu >
AsuAvtdiau wastdaldoussnisaisuiebiay

wingavAsudulideu Tusagaiu 2.12 fusfudnusinfasiunau

dusudiayariutin Tusagunanuaials Security Advisor

8.4 n1silavAulrEa

1nilag Synology NAS zavaaiannsiaanauidssaedsiaaraTagiuilasdulisa aadusadunuisszuy sunulwataasiiinua
wiaAIuaLaIIUMIRLAUSA TUER srudiayaliidaslasunsddinalauda Tuldialvduladeanulaasiogodge

figavunatnanistlasAubhrsarinsanliderulu Package Center: Antivirus Essential (w3 1#iduiunissunu ClamAV) uag Antivirus by McAfee

(V3nsiidashszdu dutafaulaaduiunisaunu McAfee) amsudiayarindy Tusagunainusalilil: Antivirus Essential, Antivirus
by McAfee
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9.1 n1swinavannNaUanN

w1n Synology NAS savaasdvataialuraiaznadiuuaaa (Lau andaduisieaslugiuslaaiaud)

AatIsaiIruanIseuAIAsLEndvanaauaniialiigunsaidinge Synology NAS aasaalldananaiisiiuduinasida
fruflazadunafugiucieg Admdasduanuiznislunisidindeannaiauan: QuickConnect, DDNS wag Port forwarding

QuickConnect

J Control Panel

fr Q

- File Sharing

] Shared Folder
File Services

s User & Group
n Domain/LDAP
- Connectivity

% External Access
':\ Network

@ security

Bl Terminal & SNMP

A System

o Info Center

QuickConnect DDNS Router Configuration  Advanced

QuickConnect makes it easy to connect to your DiskStation from anywhere. Just enable QuickConnect below

and register for a Synology Account.
General
' Enable QuickConnect

QuickConnect ID: MyDSM-TD i

Connect to your DiskStation anywhere
On web browsers, use the links below:

DSM: http://QuickConnect.to/MyDSM-TD

On mobile devices and computer clients, enter the QuickConnect ID below on the login screen:

QuickConnect ID: MyDSM-TD

Advanced

Configure port forwarding rules and permission settings.

Advanced Settings

Reset Apply

unii 9: 132Ny

QuickConnect lé5unisaanuuuniiavinlvinsi@ausadu Synology NAS annnnauaniazazinanaluaadnadauaysInig 6o
QuickConnect ID #ifnviuatay aarausaLdings Synology NAS Teeligiavrinuadn IP waatasanauanuuusieaiin, sudng Port forwarding
wuy NAT wisagdusenitvuantasa WAN/LAN wiafine Synology NAS aavaanlufosinunivau

fansaduaat QuickConnect 16Ty wrvaruAN > Asaindvainatauan > QuickConnect Tun1si3aus

Tlsagunaruil

@1 QuickConnect

AULNNLAN

* ANULAAGIISE1KITY QuickConnect uaz DDNS faazls

* unALNIU3aUsN3IaTisaviu QuickConnect

* Aulisnunsainfvainsal Synology wWiu QuickConnect siugiunsavinazls'laiing
* 1an&15851 Synology QuickConnect
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DDNS

J Control Panel ?7 — A X

# Qoo

QuickConnect DDNS  Router Configuration  Advanced

>

File Sharing Add Edit Delete Update Mow Customize Provider

[E Shared Folder Service Provider  Hostname External Address Status Last update time

=

File Services Synology MyDSM-TD.synology.me Normal 05/14/2021 11:12
2.

ma User & Group

H Domain/LDAP

~ Connectivity
® External Access

/‘\ Network

@ security

Bl Terminal & SNMP

A System

o Info Center litem C

PR

DDNS (Dynamic Domain Name System) iludaffidss&nannlunisayanenisiiansaannaiauan'lilds Synology NAS
Tasazahalinsidaudalids Synology NAS riudumnasifiadiiadulaansuulfaladdiu IP uaaiasa datoidu aaduisadinis
Synology NAS uavqau'léilaeldifialaasd DDNS (12 "www.john.synology.me") unuiiagld IP waaiasa (du "10.17.1.1")

gunsadtiuadl DDNS 16lu uwsaiuau > Arsuinfivannniauan > DDNS wiadavnszauiidansiiausialassd DDNS &5y
Synology NAS Tisagunalnuil

AULNNLAN
* ANMUUANGIITEUINY QuickConnect uaz DDNS éaaz'ls
o AnauTinuiaaAgAiuusnis Synology DDNS
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Port forwarding
J Control Panel ? — A X
Fe d Q QuickConnect DDNS  Router Configuration  Advanced
~ File Sharing Create Set up Router Delete Test Connection
BA Shared Folder v Enabled Connectio.. MName Local Port Router Port Proto...
File Services o oK rsync 873 873 TCP
v 0K NTP Service 123 123 ubpP
a User & Group v 0K Management UI, File St.. 5000 5000 TCP
u Domain/LDAP o 0K Management UI, File St... 5001 5001 TCP
e OK Web Station and Web ... 80 80 TCP
~ Connectivity v oK Web Station and Web ... 443 243 TP
% External Access v 0K Directory Service Serv... 389 389 TCP
-~ ol oK Directory Service Serv.. 636 636 TCP
- Network
L4 QK Windows file server 137-139, 445 137-139, 445 TCP
° Security v QK Windows file server 137-139, 445 137-139, 445 uppP

Bl Terminal & SNMP
Used port count/Mappable port count: 35/60

~ System

Reset Apply
@ 1nfo center

Port forwarding 2havialnsaliiansdansuangunsaciindensnennsanalueiadranialuleé
Tagazvinumeansuldsudunvaasuiiaiiaipiaziiaainailnsal NAT (tu 15aas) WAIP waaesa/gawasnavailnsalaialu

fansaduaring Port forwarding 161y wieauAl > A1sandvatnaauan > ASAIKUAALILNAS

a @

Tunsi3ausianiséumn Port forwarding uu DSM Tilsaguunadiuil

aULANLAN

o fusudiayatiuiduiiadfuna’ln Port forwarding Tiusagna‘lazavaru Port forwarding Tuumnalnuil

¢ 115n152a9 DSM Taiwasain3azinuaz1siing

o dTaununinnisldeu: 35A1uaa Port forwarding iannsizinée Synology NAS amavaauannszasina
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9.2 n1sAvALASA2INE

fruluaiudrnaazanuisazudiuni1sadnsIanin1sevg uu Synology NAS ‘Laviuiiviaeainfiade DSM TaabidgavAiiviuanisdumitaiaiig

fnsugidavnisAiinuanisduaitas &u1savinlaaianislli wweadruqu > n3azing

aa'ldfiaguusirdidania3anaildusdruiinsanldeuly wwearuqu > esa2ina > d'll:

j Control Panel ?2 — A X
N Q General Network Interface  Traffic Control Static Route Connectivity
~  File Sharing ~ General
5l Shared Folder Enter the server name, DNS server and default gateway information.
File Services Server name: MyDSM
Default gateway: (LAN 1) Edit

= User & Group

IPv6 default gateway:
u Domain/LDAP
Manually configure DNS server

.  Connectivity
® External Access

Advanced Settings
/‘\ Network 9

@ security ~ Proxy

H Terminal & SNMP Connect via a proxy server

“ System
© 1nfo center Advanced Settings

B Login Portal

E% Regional Options Reset Apply

astldaudiatade: datladdfaihaiduilidhdunaswivaudvsualnsaluuiniainanasldiiassyalnsaissninonisdasnsuasiaiazing
windasnsuAlatialadgsuas Synology NAS idlaustalwiludaddardswnas laaruvin'll

AnuatAaEiBUaU: Lhandasiiandanaraiaiaznadinadiaduiialvianunsaaialaudayaann Synology NAS aavaaludoia3aninadueg
16 adnsalazldinadauduninliiinisssutdunievidasnis windasnisainuatna gy Wadnduuala drudronandizucu
wagavaauANNEIAguadnandiLiausa

A15szytdswWiaas DNS: Domain Name System (DNS)
wigutasassuuduvasiinfaaatdalidulasiassuuudiaaialnsalfiiancdaduauinasiinld wia Synology NAS
wavaaiansaduiatawy vy "www.synology.com", t@sWiias DNS agvinuiiniia3 IP waawassuasleis "210.61.203.200" e i
Synology NAS sasaaudinfviiayauastivlaele aalasdiudinlld aasuisaidanftviuaaidswinas DNS saaautay uazssyidsniiasg
DNS #idiagn1s wiaudugsuiiasaldan

@ausaniudsnnasnsand: d@sWnasniandazvinnuunualasallaataudlunisidindensnennsuuduimasiiia
winGadnIssrynsanddniu Synology NAS uavaa TiiRanidiausarurdswnaswiand lashuwsand flaunaaiassuaznasn
nniuadnlal

drusudiayaviudniisdunisdedilu wealuqu > e3azng > 1l Tdsequunauil
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Fan1sdutaasinadiasazing

dutnasiaaiazinavinnindduianarslunisiiansa Synology NAS zavaaiduiesazinaaalundaduinasiia

a

figulsziannisiiansiazavdueasinaiaiainaiaadiivuadldlunneaiuqu > nsazing > dueasinaiadazng

o o

aviat lusranisdnuan:

J Control Panel ?2 — A X

P Q General Network Interface Traffic Control Static Route Connectivity

Create - Edit Delete Connect Manage -

0

12 shared Folder

LAN 1 DHCP
File Services [ o ~

Connected

.
ms User & Group LAN 2 DHCP

B Domain/LDAP
PPPOE

~  Connectivity

5 External Access
"\ Network

@ security

Bl Terminal & SNMP
A System

o Info Center

B Login Portal

IP uuu'leundin: Synology NAS wavaatazdu IP waaassuuulaunfinannigiswiias DHCP (Dynamic Host Configuration Protocol) (12du
1 LRa%) Teadnludfnasanndade DSM vinnaaldaulssinnasiiansauay Synology NAS weidiadnislduua IP wuyleuniindnase
Tilkandunasilaaianavidasnis adaudla uasildandunisiviuariaiazinainudaiusic (DHCP) Auviu IPv4

o IP uwuustatin wnaadl IP uaaiassuuuadiagudl aaususalddssianaisiiandadunasivaaiaznaiild srwsunistdouseduasdns

aakusihlvidiuue IP waaasswuuaa@nividu Synology NAS wiavanazahalvgeuassuy IT dansladiadu Tlunisiaauiianisdean
IP uaatasanuudiafinuy DSM Tusaguunadiuil

PPPOE: vi1n Synology NAS 2avaauZiansaduduinasiiariiuTuan DSL vdatuduiaifia uazaatdiandais PPPOE (Point to Point Protocol
over Ethernet) a1n ISP aaazaunsalddssinnnisidausafiiialy NAS savaadausadudunasiialdlaaaselaalidasldinas

o

wmneavnszauiididaliderunisiiausia PPPOE uu DSM Tdsaguunaduil
TunmvAIUAN > 1A3a20a > duaasinaiia3aling,

AEINNTadIuANsAIAITILAtdasAudunasinaiadaznauas Synology NAS w#uLdn'lée sudivnarsidiausia IPv6, nisevalaataus VPN
wag Link Aggregation shusa'ldfiaguuzindiidanimaifinaziusinnisiinuasiaaignsig
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astvAnsttdauca IPv6

L. 3 Q General Network Interface  Traffic Control Static Route  Connectivity
~ File Sharing Create - Edit Delete Connect Manage ~
B2 shared Folder .
Edit X

File Services
IPv4 IPV6 802.1X
s User & Group
IPv6E setup: Auto -

ﬂ Domain/LDAP

A Connectivity 64

® External Access

’/:' Network

Set as default gateway
o Security

B Terminal & SNMP

uanannsiansaduinasitiariiullsinaaa IPv4 uad? DSM f95a5uTasvasty IPv6 uanasa Wiudadsnagnsealilil
(gunsaldouwsandule):

¢ Dual stack: nsinuuaa Dual-stack 2av IPv4/IPv6 avahalviaataunsadiruaal Synology NAS ‘L6919 IPv4 uag IPv6 waaLasa
TiRadatdihfeniwennsssuusugn A TduAzaznawuy IPv4 wag IPv6

o MsviviuLua: svitviuluaazaralauldslaraaniislunaaiasadnuuunivriunisidunalagan A1slidatazaiali Synology NAS
gnsatdunadaaauiiaiie IPv6 Tuniaifia IPv4 uassosuiadang IPv4

va o

TunsBauiitnsavarduinasinaiaiatnavinuingin IPv6 Tusagunauid

ANULANLAN

* 15A15Tauu Synology NAS #isaviu IPv6

1uldau Synology NAS aavaauliitilu'laataus VPN

J Control Panel ? — A X
e 3 Q General Network Interface  Traffic Control Static Route  Connectivity
~ File Sharing Create - Edit Delete Disconnect Manage -
|| Shared Folder LAN 1 oHep
[ o] v
File Services Connected
. LAN 2 DHCP
mn User & Group -
B pomain/LDAP ’ VPN - MyDSM ~
Connected
~ Connectivity Connected time: 00:00:22
® External Access Cateaag
Sent: 96 bytes
/‘\ Network Received: 58 bytes
@ security PPPOE
~
Bl Terminal & SNMP

15015 VPN (1e3azhasdrudrinuuidiian) agthalvaaudifisninennseneg laadtredulaciuaiaznadiudrzasaa lidnaaavadiila
uannnilfaunsaldlnilasasiiansaiadaznauas Synology NAS sinuviuuatinsiadnde
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@8 DSM aaraganusatiausaduidsniias VPN 6aa Synology NAS rinuTidsiamaa PPTP, OpenVPN w3a L2TP/IPSec wafinswenns VPN
wianldorunanane aafugIusaaausynItaLgsnaseneg Taaianisldilsina VPN

WNAaINIsEaUEIEN15E519TUs I VPN uu DSM Tilsagunadnuid

n1552u4 LAN e Link Aggregation

J Control Panel

? — A X
L3 Q s General  Network Interface  Traffic Control  Static Route  Connectivity
~ File Sharing Create - Edit Delete Connect —
[ shared Folder
< Bond 1 DHCP
~

C ted

a File Services onnecte;

. Network Interface Network Status
ma User & Group

LAN 1 1000 Mbps, Full duplex, MTU 1500
B pomain/LoAP LAN 2 1000 Mbps, Full duplex, MTU 1500

Subnet mask:
A Connectivity

IPv6 address:

® External Access Network Status: 2000 Mbps, Full duplex, MTU 1500
> Network LAN 3 DHCP
: ~
@ security
LAN 4 DHCP
- v
B Terminal & SNMP Disconnected

Link Aggregation agtiiuuuuainvizay Synology NAS éranssiuvataduiaasineiaiazinawdinerafu

wazlvinsalanasnnudaiialvidulainasdiavsatasainaashinaaedn Tuna1si3ausisdnisasie Bond éaa Link Aggregation
Tisagunaruil

AMuauns lauasiadazng

J Control Panel ?7 — B X
Fe s Q search General  Network Interface  Traffic Control  Static Route  Connectivity
~ File Sharing Create  Edit  Delete LAN 1 -
[ Shared Folder ~ Enazbled Ports Protocol Guaranteed (KB/s) Maximum (KB/s)
File Services v Windows file server All 5000 10000
v VPN Server TCP 5000 8000

&= User & Group
n Domain/LDAP
- Connectivity
% External Access
”:‘ Network

@ security

Bl Terminal & SNMP

~ System

o Info Center Reset Apply

TunmeAIUAN > 1AFa20d > ANsAIUANNI IR AalazausamuAunIINAlALATaznauIaanuaIudnns DSM

6199 tiatlasAuaunig ANUALAY Lazmsganaaaduiiatia nnaadasnsAanWinuasusnsidasnis

<o

AMLEINNTATTURUUMI AV TATUUsEAULARTLLUAIAVIgIFALUKTINANSAILANNTINH A

mngavNsauIinsngmsauANnIIWila Tusaguna il
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ANTMBUAAILTUNVALAE N

J Control Panel

~ File Sharing Create Delete
| Shared Folder
File Services v

v
s User & Group

B Domain/LDAP
- Connectivity
§ External Access
/‘\ Network

@ security

Bl Terminal & SNMP

~ System

o Info Center

“ Q General  Network Interface

' Apply  Network Destin...

Gateway

Traffic Control Static Route Connectivity

Pv4

Interface
Bond 1

Bond 1

Reset

Status
Disabled

Disabled

Apply

TunpeAIUAN > 1AFa2N > IJunaadn Aalazausatindunvaafnlddiasnisaiinuatduniolu
DSM asvinrdufiagvinlviaunsaaiaTaunsiwilauinaisuu DSM sirunatadumeaindaianiipiang
fdeagtiinlsednaniwnisiinuatdunivaasalnsaitnanglugnneasidouaiaznavasaa TunsEauy

Tsaguunaauil

9.3 Proxy Server

@sWnaswiandagvinninduinandidesadazasiunariayassninvlaatauduuipiazinawazi@swiasuasnauuduinasiiie

aarnsaldidsinasniandidulnhaad asasnsnwdazaiu Iansasidancdaipiazinainys

wazisIANUsINITaauauasAaatIuIi 6

b Proxy Server

£ settings Settings

Proxy server manager's email:
K cache

Proxy server port:
@ Access

+~ Enable caching

& Authentication Enable logging

=4 Proxy Deployment

Export Logs

Restore to Default

webmaster@mydomain.com

3128

Reset

59

fnsdiuaLdUMIILLUALAGA




unii 9: 132Ny

b Proxy Server ?2 — B X
- uthentication
o Settings Authenticat
Require authentication
K cache

Display the following message upon authentication in the user's browser.
@ Access

& Authentication

=4 Proxy Deployment

Reset Apply

funsaaniTvaauaziiagy Proxy Server ‘167 Package Center windadnisizauiianisdeanazivuaddsniaswiandaiauwainail
Tisagunanunale Proxy Server

ANULANLAN

va o

* WndaINseusITIdansa Synology NAS navaautdswiaswiand Tusagaiunisidtausaciiu Proxy Server luunainuil

9.4 DNS Server

a;, DNS Server ?7 — A X
W Zones Create - Edit - Export Zone ~ Delete
Zone ID Domain Name Type Status
By Resolution
syn.local@Active Directory syn.local master Enabled
i= Log _msdcs.syn.local@Active Dir.. _msdes.syn.local master Enabled
Syno.inc syno.inc master Enabled
» Keys v v
M@ views
£ settings
3items C

Domain Name System (DNS) lusyaviaguasduivasiia Tagazunddafifianunung (1u falawmu tzu "www.synology.com") il IP
waaLasd (12u "210.61.203.220") dalvgldidnrfontingiu eaniieas wianswennsdus suwesazinalédia
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1u DSM &1u15a69A113n15 DNS si1u DNS Server wuzinlildunainafidnsunislaadiiulae wazddudinduudnsiaiuuag Active
Directory fifltaassvsia‘laldl:

o Tofunnamasuazatan: sauun DNS Aaglinsauauaiudsznauseg aad DNS wuuazidan aaaunsadatiudaya DNS
TuTlaunaeasifien (ussadiunnsaiu/idaunasiaya) uazvatalauaia (ussadituinuualuadvdenuaviaya) tialvitulads High
Availability aasu3n15 DNS

¢ A1sdvsia DNS: dn3aufialunisuAdeyun DNS geazldidia DNS Server laiwu IP uaatasaasefiululauuasna
o fel TSIG keys nilasnsdviaslugduasiwa DNS aran1sidingia

« Split-horizon DNS: WeAffuilvidaya DNS Aifinnuatasdunsaslaataue
Geanunsahafindssdnanwdruanulaandanaznisinnisanudusiusuasiiuin e DNS

wnGiavnsEauzIan1sdedl DNS Server araunainafl Tusagunainuaialé DNS Server

AULNNLAN

o duazaivatdswiaas DNS uu Synology NAS ‘l6atineg'ls

9.5 DHCP Server

1sWIas DHCP agrviua IP waatassaswiniinasiasazie (1au
duifiaanad, 1isWias DNS «a4) lidvalnsallaataudiag lutadazinanaluldAuiaadanTuild aanansvinizudl
dauaszuuazbidasiinuanisdumadniuusdazalnsallaatausdianuiag

B

b Network [ Edit Enable DHCP server

11

| Edit X
B3 vendor
DHCP Server
B pxeE
Enable DHCP server
Create Edit Remove
Cancel oK

oo o

funsaanituanuaziiade DHCP Server 1a7iPackage Center vinngasnisizauiiznisavainasiivuaatgswias DHCP draunwatnadl
Tisaquunaruil
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9.6 VPN Server

a;u VPN Server
Manage VPN Service
@=
———
) GrEnres Enabled
IP range
# Connection List Current connection
= Log Qg OpenveN
—=  Enabled
£¥ General Settings
IP range
ﬁ.h Privilege Current connection
m L2TP/IPSec
Set up VPN Server == Cnabled
2 pprP IP range
Current connection
B8 openvPN
2 oTP/IPSEC

10.0.0.0 ~ 10.0.0.255
0

10.8.0.0 ~ 10.8.0.255
0

10.2.0.0 ~ 10.2.0.255
0

unii 9: 132Ny

aatdunsatldau Synology NAS wlui@swinas VPN (e3azinashuduuuadiau) waligli DSM iiausdaduiaiazinanialuuay Synology

NAS datvlaandaliitwiniaazagiila

T1is1nm@aa VPN iisaviu:

e L2TP/IPSec: nssulisiamaaiilvimudaaasalunisiiausa VPN savfulaataudaiulval (1adu Windows, Mac, Linux

uazailnsailiadia)

e OpenVPN: TisTamaauuulaiwusasgdrniunisitiausa VPN Adiadialduavdaansia dnilasnsiiansa VPN dranisidingia SSL/TLS

¢ PPTP: TidsTamaa VPN sutAnfilaatauddiuliiaisasdu s7ude Windows, Mac, Linux wazainsal Android

wngavAszausIsn1sasauinns VPN Taald VPN Server Tisagunariuil

ANULANLAN

* Juazidiauciadiu VPN Server 21a9 Synology #inu Windows PC 16atine'ls
fuazidaucadiu VPN Server aav Synology w1y Mac ‘léatine'ls
fuazidiaucadu VPN Server aav Synology wiuainsal Android 16atinels
fuazidiaucadiu VPN Server aav Synology wiuainsai iOS l6atine'ls

fauvinuaafianAuusnis VPN uu Synology NAS
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/
U 10: A19AaN19

10.1 n1sdvaransawdstazszuu'ln

M control Pane ?

e 1 Q General  Power Schedule  HDD Hibernation UPS

Syste .
-k ~ Memory Compression

Info Center
o ~ Enable Memory Compression to improve system responsiveness

Bl Login Portal
~ Power Recovery

¥% Regional Options
° 9 E v Restart automatically when power supply Issue is fixed

B Notification Enable WOL on LAN 1

W' Hardware & Power Enable WOL on LAN 2

Note: With the feature of WOL enabled, the system will enable the feature "Restart automatically when power

[ External Devices S
supply issue is fixed.

[l Update & Restore
~ Beep Control

Services Beep when the following situations occur;
..0 Synology Account v Cooling fan malfunctions

3 Application Privileges ] Yolume le:abnormal

v SSD cache is abnormal
ﬂ Indexing Service

+ System powers on
*** Task Scheduler

Reset Apply

ANSRIANENSALS

funsafinuan1savAIENTaIsuaY Synology NAS aasaarlalunmeaiunu > d@isasuazseuulnl > idld syudeResialyil:

astudaniiaauan

° NMFAAUNRINIU

MIAuAULALILGiau

o TnNAANUIEINAAN
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A13GvA1szuuln

funsaivuansdeaszun’lWaag Synology NAS laiuiusaldfilunmeaiuau > aisamsuazszuu'in:
o Anuanisidaiazas: szunanil DSM avidatadasuazina1iiaadn Tuila

¢ HDD Hibernation: szutnamaavinvuaauiilasagidingnns Hibernation WoAduiiazaalvinalssndandou
wagiinargnstdounaslas

o UPS: flaldtonunissasiu UPS tazuenaiaivinoiuuas Synology NAS watAalwihduatitelinada deaglvitnanr DSM
igvwaazdaaiaiulné

AULANLAN
o Fuazuanuarnis Hibernation aas Synology NAS rinu'lnusgnvsiatue LED 16atingls
* ANUNLAANAIYSE1I1Y HDD Hibernation, n1s Hibernation 21avszuu war Deep Sleep Aaaz'ls

« Synology NAS az'liizdnusat2ingnis Hibernation aahasntunla

10.2 wasanisasdatainla

Aatsaivuanasiiatiudusunisasiiatinlduas DSM uazualwdindus19g (1 File Station) wdsufiunadvuazandaiznnsadadinld
wagInnsAsavaazangldiaslnaldwasianisasiatinldlunneaiuau

funsaduuawasa HTTP/HTTPS, Zatawuu wiaunuuwsvuad DSM vizatadwdiaduléiay dehalvgldsunsaidndesnu URL iAinuatacle
wnuazidawadndatuviasanngldastiacinld DSM we URL finuuatagazinwinialddedunasinavastalwdndulaanse 4e'laiiias
ugazahalvasdarinldldatvnaiidiadasmsdavalndinduiidasnaisviniu uafitialiaalndnddldmadulddovalndinduuediuy
DSM wavaauvintdulasie

AsYanITnsavATLAIaznaazavituladianulaaaduuas Synology NAS
AsAinUAAINgMILANANEASLEINA9RWNg AT IP waaasafignufiaslilviidings Synology NAS uasaen
Tunagiinmsivuangwsanduuufiaunduazauanaligldnunannanasaiddanldsunisidadalvidnge Synology NAS nasnau'lé

TunsFauiidnisAiruansaeaitiezas Tusagunanuaalswasivianisasiatainlal

J Control Panel ? — A X
carc DSM Applications Advanced
hA Q
A System Login Style
o Info Center
Edit
B Login Portal

7 Regional Options

B, Noiification Web Services
1} Update & Restore DSM Port (HTTP): 5000
DSM Port (HTTPS): 5001

~ Services
Automatically redirect HTTP connection to HTTPS for DSM deskiop
:0 Synology Account
Note: You can import certificates on the Certificate page

S Application Privileges

Domain
B Indexing Service

= Task Scheduler Reset
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10.3 Resource Monitor

asadaunsideru CPU, msldviuniiiaaudn, msldoudad wasiidnivuasiaizaziauas Synology NAS aavaailunuuzaalniiaald

Resource Monitor Tug

aadunsagliayadsyifiiatlzauiaunisldoiuszuuludvnarviniviua

wagAimuanstiaulsedniawagialvidiaunaiuiifiaiinanuiednfinasniwenns

AN3ARAITUIANTASULU DSM

wazildAdiansadu Synology NAS azahalvituladelss&nsaiwaasszuunaznsamuaunsidumiiaanuintimungau

Matvy aadnsangausNsRivdaIdaauANNSITAIKUa TIa9uiin lilna1aTau'lWa Tedugldlviastaaanain DSM

wranaaf1ddauaalilvidindediayauu NAS uasqa

TunmsFauiianisAinnuansaeatieizad Tusagunainuaialé Resource Monitor

B oo

 Monitor

PU Memory Network Disk Volume LUN NFS

& performance

cpu Memon
22 Task Manager Y
# Connections

@ Speed Limit

Network

B Performance Alarm

@ Settings

Utilization (%) 7% Utlization (%)

Volume N

s sk Mo 4

O

S0% ® LSKB/s  ® 11KE/s

NES

10.4 Log Center

Log Center s2ugutinisinnsaan’lduadssuy aaauisaiiuuan1sdedin1suidiiauiiauivfguassuy

E Log Center ?2 — A X
Overview
&= A Number of Logs
= Logs Utilization (Past 6 minutes)
@ nNotifications 2021/05/11 17:52:01 a
8 | Total 0
N Archive Settings None 0
, 6 | None 0
% Log Sending None 0
4
%, Log Receiving
N . 2
{3} Settings History
o
149 17:50 17:51 17:52 17:52 17:54
~ Last 50 logs
Date Time Level Host Name Category Program Messages
05/11/20... 17:24:41 Error Blackbox SYSTEM MetworkBa... Shared Fold...
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Log Center azilaldonusumiBuduiiiafinde DSM dusuiiaasduge 1iu nsaralaudanivdszazlna uazmsdaiAudaniwdons

aaEusafiadounatna Log Center ‘167 Package Center

va o

wmnfasnsFausiIald Log Center Tusagunadiusa‘lalil:

g

¢ Log Center (Worigdulueh)

¢ Log Center (wwatnaLaau)

10.5 Universal Search

e ag P

vinmsAaumannadisaviaduindugelddonadwdndu TWatnas waglwauu Synology NAS aasaamalulifiandniaald

Universal Search aauagnunsavingafitiiavzasinainasusalvdiiavinnsdumidnuazaiaii’lddeInaiagluinaiaas

FansAsdumdiansinannsAaunillse ssudnuugvgauasiuinansaun uagaug anunn

Universal Search asaunausianisea‘llil:
o W& (srufogdaw way waddia) lulnaeasivinaut
o TWdlanizunaLna:
o 1fuinlu Note Station
o Fulsafinuazianansiu Synology Office
e 1an&1538%4 DSM wuuaanlad

o aUwaALAY

wngavAszauiisnsdunisanisuu Synology NAS wasAvuansavaitiaddadg TUsaq Universal Search

.‘ Universal Search

m storage

[ search Resulis . Help (24)

FILES = Storage

= AllFiles = SAN Manager

3 pocument = Sterage Pool

g Photo = Create & Storage Pool

ﬂ Music = Add Drives to Expand the Storage Pool Capacity
ol video = Change the RAID Type of a Storage Pool

= Repair a Storage Pool

Help = Convert to a Multiple-Volume Storage Paol

=S a ble a St Pool
&0 application ssemble a Storage Poo
= safely Eject a Storage Pool

&= Storage Overview

Application (7)

[ Storage Manager

Central Management System
SAN Manager
Storage Manager
Storage Manager
Storage Manager
Storage Manager
Storage Manager
Storage Manager
Storage Manager
Storage Manager
Storage Manager

Show more

31 items
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10.6 Central Management System

Amn15 Synology NAS vianata3avluusINaAuawsaududlanisa1viua NAS

tedasnfviiuidswnasiaasd uay NAS egavauq tuldswiasifinisdanis uvuidswiaslass

Houaszuy IT AsuRawaunisdfuldeiu NAS varaaiavasanunsaldulaunasieg (1zau taldounsaivauniidauasinaad)
Tdforgsnasfifinsdanis wagduouaieg (vau 1dalddeu Wake on LAN) waagasddvidinuaias (1adu &5196418 wiadfindinnaina)

vutgsWnasiiail duazhalvitulaldinnsdvuasiuuidsinasivnuaasiniiaudunasvinlinisianisiiadiu
UULALUASALLUTINGUE AatdNNsansIadaudayalunwsun (1tu garuznsfansawazaislinuiuidaiiudaya)
wadtgsnasifinginnis Widnddguassuudugldvianguiidinue fadaasdiu DSM uazunatna vinasalinauulgswiasiiinnsinnis

uagduq dnunn

TunsBauiiznsimuuanisaeaitierzad TdsagunauidldaralsCentral Management System

n Central Management System ?2 — @ x

B overview All Servers -

B server Server DSM Update

g Group
1 server
B Policy Up-to-date
B sk Connection Count All servers are up-to-date.
Connected 1

= Log Unavailable ]

Menitoring & Update

2 DSM Update

Volume Drive
B storage
Service ° Lty
Healthy
28 Package Status Count All drives are working properly.
Usage over 90% aQ
Usage at 80-90% 1]

Usage under 80% Q

10.7 Active Insight

Synology Active Insight tiluisnaisuuaandiiliinnsasiagavssuuuuuizaalniagivsu Synology NAS uasaa doazthalunistingesnm NAS
UavAaLkIuLENTealUd:

ANsasARAUAANG: UiNTHazasIadauda UM NLardssdnaainuas Synology NAS aasqailuutEiogn Taaasudnd NAS
AlasuasuuugegadIniunsazuaidngdilszdnaaiw iialiinasusansniezanuialnfiaanaindrfigead1olicefaldat19sing,

o AsAansuuusIugus: Active Insight Tviaawsiudiayauae Synology NAS
Wonuanavaarunasialiuuazualiiadalaaianiy deazhaaatisnivanuasyaainseiu IT aavaa tasanawinn'ludasasagau
Synology NAS ugazia3ad waza1unsagnnacing'la lusiuniluuduaLiaounatéen

asuAtlayusraauas: Watiamuiednsivavsyuudiu Active Insight
azdynsuAdtiaunmeaiua wasKiumsuIdtfauruuntlutaliiaia wiandudwuzinlunisudludeyriadrvazidan
msvitaudusauiiliazaanaridasldlunsmanauasiuanisaifiiadné
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J Control Panel

a Q-

o Info Center

B Login Portal

V% Regional Options
B, Notification

W Hardware & Power
E External Devices
tl Update & Restore
~ Services

l.D Synology Account
% Application Privileges
Indexing Service

" Task Scheduler

Synology Account

After you sign in to Synology Account, you can set up QuickConnect, DDNS services, and configuration
automatic backup for your Synclogy NAS. In your Synology Account, you can alse manage your registered
products/software licenses, contact Synology Technical Support, and subscribe to eNews.

Synology Account: = == = Sign Qut

Active Insight

Synology Active Insight is a 24/7 monitoring service that allows you to get an overview of Synology NAS
operating status through a web portal and will notify you of system abnormalities. Each notification comes with
detailed steps for troubleshooting.

For more information, please see our Privacy Statement.

' Enable Active Insight

Service status:

& Performance metric collection i

Note:

s When you enable the Active Insight service, the Time Setting will automatically change to "Synchronize with
NTP server”.

= Signing out of your Synology Account will disable the Active Insight service on your Synology NAS. If the
Active Insight service is not enabled again within 30 days, you cannot access all the previous information

about this Synology NAS anymore from the Active Insight web portal.
Reset Apply

funsaidalderundnis Synology Active Insight 1alunmealruqu > fieydi Synology lunisizauiianis

Tisaguunaruil

10.8 n1sadiaszuu

AaEIUNasLdn DSM udArGuduantsenuldlunmemiuau > dillinauazddu > Sidascuu

o

N

unii 10: Ansianns

Auayldou Active Insight

dayaflduaznisiivuaaiuadszuuivnuaazgnal wag DSM agduadunisdeamiBusu windasnsidauiiAenAuianissida DSM aasan

Tlsaguunaruil

J Control Panel

i Q

o Info Center

ﬂ Login Portal

¥ Regional Options
B, notification

W Hardware & Power
B External Devices
1} update & Restore
A Services

.'9 Synology Account
% Application Privileges
Indexing Service

! Task Scheduler

DSM Update Configuration Backup System Reset

Factory Reset

You can restore your Synology NAS to its original manufacturer settings. All user data stored on the drives will
be erased and the entire system will be restored to default settings.

Erase All Data

Reset Option

Keep admin passweord unchanged

Reset Apply

68



unii 11: Productivity

/
uni 11: Productivity

11.1 Synology Office

Synology Office (unaiadasiiafiznalvivinoiusiudunuudunasuaainlunuuiEaalni éia Synology Document, Spreadsheet uay
Slides aauazaunsaldiazavfiaudluiiadgsne wily wasuasnaunazaudauadaa agannlwduisunalasunisiuinaaulay
Fsnusadindeldnafiuaznanaidiaalnsalaneg sufvaaniieas fafa uaswiude

grunsadnilasianansardsyuasaailu Synology Office ‘léishanistdinisidinswalwa uanaindl wWiafiadv Synology Chat uu Synology NAS
ww3avlien Ay azhalivinnunudunuuiufivazduinasianinladiadaradn

Tuns3auiianisizudulddenu Synology Office Tusaguunaduil

AULAULAN
o dugusalininlnddssinniauniiv Synology Office ‘l6iing

o duaziininlnduu Synology NAS untiv Synology Office 16ating'ls

¢ 1l§ndu Synology Chat

11.2 Note Station

Note Station funadwdiadulAuiiuinfishalviaaufin g 30013 uasursiuinidauiiavaasnald srusunniiuinfiaauiu
AOLRTRNNNTALRNAYALsTNaUEN LU AeAda1vde wianstuiinideas laatrsdtaaia uananiipafoaruisaliuiindaniu/
AsAATidaueIa Synology Web Clipper uutustitzias Chrome zadqailé dnn1siiuiinuasnaiadinediaanadianissanauianiin

wiadannanyiiusyaiiuinuiaduig
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aa %

Note Station wiaulitouluiuiusiaas gndswadiial uwazlusduuunasuaiiiada TunisiBauiian1sinnis Note Station

o o
AUFINITARNUNANUU
‘/ Note Station 7 - @ X
Travel Plan voa<uEME -
- +Create - BTG Settings N
Q L = Modified: 05/12/2021 15:52:08 Created: 05/12/2021 15:51:01
. My Notebook HE
Favorites H My Notebook - 8
- To-do List _I 4 Travel Plan
M Fantastic trip in New York D - - - - - :
[ anTasks PEMRN ay 112/17 Arrive at 12pm D N T ™ S £ B 7 U S x x ¥
* starred = Walk from highland Lun 1ime square; nnn avenue .
A overdue April 2020 Rockerfeller Center
Meeting Minutes R .
Bl Today 'l 7 Video Station > Streaming Dinner at Totto Yakitori?
ED next 7 days 11.07  Service Dueto hardware i
o mitation, live streaming vid
 Notebooks
sharing Bryant park (Shake shack)
B airiotes 17 video station > sharing <ha
B shared hotes 10 26 >Tochangethe conversion Grand Central Terminal
2% setting of publicly shared -
- Network Management s...
I Recycle Bin 0 9 Sets outbound bandwidth o Central park
o.ae  Dservices with specific TC Day 2 12/18
Smart Notebooks 0945 b1UDP ports Setting the ou Lunch Totto ramen 366 W 52nd St., New York, NY 10019
~ Tags
March 2020 The Metropolitan Museum
# goodoknow Conversion settings
o technical backg 3 O wihile playing videos, file co Lincoln center
- nversion capability is a mus .
& word usage 0759 ¢ vwhen the video format Gantry plaza state park (skyline of NY)
@ vorkflow Video Recordings = a
2 6 Depending on the individual
mmrnl A I, -
. oo
ANULNULAN
9 ~ . - o - v
o Juaninszansainwuas Productivity #auéaTu Note Station ‘ldatinegls

11.3 Synology Chat

Synology Chat flunsa1ssusediannuuuuiuiiausadiadelaisiianis®assuuusdrudiuaslugauivinou
aaEunsagvianunuuiiGad WsWadaanuiiaauidudiud wiasgsvuruiuasdusunssunuInau

Tlumaulaanisguaszuuuaad Synology Chat §auassuuazaiuisadansAseuaAILduLua deriivnisautiiam uazgdanna; wasialiu
Synology Chat TiliaasfAinainvaratiaafindse&naan srudvnisinnyadianinu dausa nsiviuanaidedianiny sudviiay
wazwnuan .

wEnsfiausanuIns gy Synology Office Synology Drive wag Synology Calendar
watndss@naaiwnisvinounudulugaiuivineu dadroadu §ldaunsadeiianinu garsgunul wiadedTwateasludouruiua Chat
yrInvnsldenu Synology Office Taerligasaaduntingng

P

Synology Chat wiauld#eulutimusnias anddeadial uazlusduuuaasuailiiafia S usudayafiudnieArigasiadiuazinnis
Synology Chat Server Tusagunaiuniala Synology Chat Server
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11.4 Synology Calendar

@28 Synology Calendar aaugnunsagvadfnusrudinaziasdugdu aaaunsagsvianssunasialasgasidaa syudeAiadung nan

ganuil wazAsuAvfiau uiuusuayifagidauu

fifdannsinnsdugy iy nnsanAanssud nstiuduasianssu mswuylWalddefanssu asudlasadaguiauzu
AsaAUTENIU U uaznsdvaaniliiu uananndl Wiadiade Synology Calendar uu Synology NAS wa3aviéiendu Synology MailPlus

diayaardIAsznineuzn1seneg e

Tunsi3ausisnséiada Synology Calendar 1isaguuadiuil

ANULANLAN

o Juaiadclfnuiu WebDAV Server aatinvg'ls

11.5 Synology Contacts

@281 Synology Contacts aauazanunsasgswadafiasa asvihadduiifianuduanizuanaiialvisyy'leda
wagLAsINAAagAuduTnuavavdnsuavnnl SdyaRatnauauABuduAa sradatiacsauasiin ATgldionualussuuiieyduasna
(§ldaalue3a {l41awuu wiafld LDAP) tialvinatlidasvindiaauiay

uanantiu Synology Contacts fasansavinutinddutdsuasusBudrunsianisnadafiasasdiniu Synology MailPlus Wiafiasouu
Synology NAS ta3avtfiendu Taasrusanusindsuduafiagldlaatauddodiuauu Synology MailPlus

TunsBauiiansinnisnadafiasadia Synology Contacts TusagunadItuil

AULANLAN
o duanininsudadsacnaannidswiias CardDAV Miléiv Synology Contacts ‘léatineg'ls

* fuazdivd Synology Contacts liltivainsaiiiadianiiu CardDAV 16atinels
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11.6 Synology MailPlus

@281 Synology MailPlus aauanunsasunazianisusnisduaiduiinuavaraidusdiud'leuu Synology NAS 2@ Tilsunsu MailPlus
Usznausragasunatna: Synology MailPlus Server wag Synology MailPlus

Synology MailPlus Server

v o o

Synology MailPlus Server iluaauTaanisguassuuinauaiusadanisuazanadgaudswnasdwalanuusiudgud Aiaasudniicaoi:

o i@3aviianissnaulaaadaiiviainuana: savfuieiasiiacaldfiviaLilvdwasulunazdmafdudoiinunlunsaaanung
wiatialnilavanudusdrudruasdiua: DNSBL (fTeydidrannszuugalaiuu), nsaunu'l’a, asdndudiua, nsesadzaudianuuuu SPF/
DKIM/DMARC wag MCP (n1sdnilagiiiavnuastianiiu)

o ANsIaNIsuaAaTatu: MailPlus Server gunsasassuraraiaiule aadunsairuaniIsavatAmdasfuuiuurly, BCC dnTuilé,
M3IARNTIHNY wagnsUfidsanusurad i nsunaaziamy dannduinasiwaiiien

« MailPlus high-availability: Synology NAS s&avia3avanunsadgiivnaaiaas MailPlus High-Availability
AagannsugazuzinzasuinisananuiadnfvialanasTuasvatdswnasiviidaliagfige asfinnsdelasludiuugasnmotialvidulain

s

dayadwaazdanndasAuluisaasdsvinas Juidunisilasdudayagaauazaniaiugavinoiuuatdsniiag

Synology MailPlus

o

Synology MailPlus wulaatausddwaaaulaisswailsslaminivinoululusiaasaaafiiouisviua Aiaasudniiei:

e ANsWUINsUA A U warsradadaea: ia Synology MailPlus, Synology Calendar wag Synology Contacts 5uuu Synology NAS
wwFadiendu aganusadeddayadnunuinisiiceAuls darattvizdu sansaafiandwalidufanssuilfAulu Synology Calendar 16

o

wag Synology Contacts aunsalvisnasiafiasadviugsunusingaluicle
o AFavAAUNNATINAS: drusandinaavIannadIudIAugldnalusaduiiiagivnaavannunaudviunsiaaiuilsiaa

o dnsavawaiiniuuatas: SusadiaingiinsadlanarangiialdihaiduianisssyatnenaiiilaadaTuila
wiafheadwadidiivuallfonaasaanuaAiIvuadInsun1sInNITLUUTINAUE

o nuAAAAG A INAAGTULLBATE

TunsFauiiznisdeatgswiiasdiuacinu Synology MailPlus Server Tdsag unaduil

AULANLAN

o Juazlaf Synology MailPlus i@isn uazidan Synology NAS fituiunzanleatcing'ls
o duaztnudwaann Microsoft Exchange unéiv Synology MailPlus Server 16ating'ls

L]

fuarasvnadaiaas High-Availability #115u Synology MailPlus Server 16atinv'ls
* duaznsdasau Synology MailPlus uu Mozilla Thunderbird waz Microsoft Outlook 1sating'ls
o plauaviuliddnslaiviu Synology MailPlus susiunsavinazlsleiineg
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11.7 Web Station

c Web Station ?2 — @A X

8 status General

Default server status: MNormal
D‘_] Web Service Portal
Personal website status:  Disabled
{I> Script Language Settings
Web service portal status: Mormal
m Error Page Settings
Back-end Packages

MName Status Management
Nginx MNormal -
Apache HTTP Server 2.2 Normal @
Apache HTTP Server 2.4 Not Installed [
PHP 7.3 Normal |y

Service Packages

Name Status Management
WordPress Normal [
MediaWiki Not Installed [
phpMyAdmin Not Installed @

Web Station 2halvinalaasdiiulasiuu Synology NAS 16 6aan13sasdu PHP, MySQL, Nginx, Apache HTTP
Server wasinaAlNALaIwdENauAnaInvata aadusadansydiniuiiduiefaudadayauazlauifin
fsumuaaINITRIUMIUTAAINGDINTNIVETAUDIAL

Araasealdfizdralinisdanisiuladbangunazdiiaais:
o nsTadsiluscuu Virtualization: aauaunsalasgsvanatiulaed dousaziulaeiazd URL Alaidnau

o Hulasidiuyana: Aaausadinuatiuwasiadasyiiduglidnaluedas §ldlawwu wazgli LDAP 16
doazhatiwinnlaadiuladuasnuias’le

o N5l diiAuuaiauladdrususninznisladviu PHP waruinudasdiadanain

fusudiayariudiu Tusagunanuarala Web Station

AUAULAN
o Juariasciulaisiuu Synology NAS ‘léatine'ls

° FuATHVANENEN13ZN AV uSUINALeasTi T dusunisiassitiuladciacing'ls
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wadwdndudadfifiauas DSM halinnauianisainais 3Ianuianiisla wastwdawduduidasiwadliaiiezngaaia nafi waznnnan
TuynfiaguiufefiaasarAyuvacing Walvinawdawduduiiianiainuduisuy Synology NAS 2agaan

12.1 Synology Photos

Synology Photos LAususinuasuaasaIwarauaziflafiiufinuu Synology NAS

Maddannsianisifianguiasnisdeainsuasatnvasidan §ldaunsalsunisinnisanaratvivinduanuravuasnuiad’lé

ugazwiiuuag Synology Photos azuaaviltaasadeyatinonile:

o anana haliilddanislwdnwarauaidlasiaTiaieasle fldsuisaidaniiagvinouauaiweluiuiidiuyaaa

oo

wiatdaWuiiineiitaisuAu wavtiydduunvineusindu
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Personal Space - All Photos > 2020 +

7

|
a]
-

11.RAW_KODAK_DC120.KDC 09 RAW_KODAK_DCSPRO.DCR  15. RAW_MINOLTA_7D_SRGB... 12. RAW_CANON_1DM2.CR2 18. XVID_AC3 5.1CH_AVL.avi
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12.2 Video Station

ansmaatanduiflauasanaieie Video Station aauaiunsaInnIsnIneauas s1an1sid wialauidlauu Synology NAS uavaal
wazaaanlddvalnsalfiviarnviare rudveauiiiieas, DMA fiaseaiuunassiu DLNA/UPNP, ailasal AirPlay uazainsaifiadia

Aaasnaniiavealadl:

al aa a o =3 o aa v o 1 e ol a o
o Zangiflafidaiiuuu NAS aavaa: dansiftasiansianmaniiidu aArwauas s1an15id waslauddla
waas v lausiwuuinuaadiNanIsiangidaaIe

= v

o fviinyaIATalaadnTudd: ssuifilanavnading Metadata (1du Tuaweas du'lawdia wazsaasidaaitladug)
AdvnanndumasiinlaadnTwit ausadviayaldlaanisidaliviuiiaasudindudayaidfla (7 Video Station > nnsdvan >
ANSGVAITURY)

MmuauMsauIdTazavaal: Ysuszauldas idanaaunwnisiduisla vialdedulaléia

oo o o

o WA taduddu: wusiflazasnadunneuiiided viadugldaniziiansIndnirmuisau

Tun1s3au3iI8dnn1s Video Station TuUsagunanunalé Video Station

Vipeostation

Library

Gone With the Wind(0)

0:01:09

o Home Video

o d

Wildife

ANULANLAN
e JuaranauIf1aatinvs1usunU Video Station/DS video 16atinvg'ls

« Synology NAS sas3unissnauidiia 4K uaa'll

75



12.3 Audio Station

Nuaubnaatanduiwavuasnaliluaa1id é6ra Audio Station aauazanunsatdinduotwasuu Synology NAS
Taaldiiuiusiaswiaailnsalfiadia Wiaaesuludvailnsalfiviarnuaaiaiau

Audio Station fiflaasnsizanguasiauiinalinvaia ialvinsdanisinaiduiasing daliiidasiansdaf Audio Station Hlvineu:

o INAAWRUAULRaIWRYlGnnTAnaLIal: Audio Station saesu AirPlay, Chromecast, CarPlay, Android Auto wagainsal Amazon Alexa
dalinaduwasinalialnsaldiviainuarelaatrodiaaie

o dan1slausiziwavnavaaaiviilssdnsaw: aadusaaswataudaiu daiiu dudoinas uazlssian viagsanadasaarudr/nau/
Faazur 1lan1sianisidiaenadediu

o infvinavnavaaldatnsdinaane: aasusaliufinwaddss Aadu uazdaiiu ludvilnuyaaasiu Snsunisdindvainesra
pAraatanfunasitiinage ldduisaisge satowasnnilssianiiiianguuniianasia Random 100

o waswadAugduldatinoinaae: aaugusandsinaimAunnaulaalided wiastunataiwalfdoinatdadeaiuas
wianadanlunisivuaionainldeulaifaifindsednsawdruanudaaasia

o, o

frusudiayaviudniieduisdnnis Audio Station Tusagunalnunialéd Audio Station

Q Audio Station P — B X
£~ 5search Home Action = Settings = “
/ﬂ\ Home

» My Pins
é Media Server

4 cmazv

MY MUSIC
Jdd All Music

B8 By Folder

@ By Album
b Soul and REB a Notre Dame Remix

& By Artist

’ By Composer

02 By Genre

PLAYLIST

I_: All Playlist

[
‘-P

Otto Knows Remix Alan Walker Random100 music

Xt Random100
° Recently Added

.: Shared songs

ANULANLAN

o Juaziilalaiviu Audio Station skill uu Amazon Alexa l16atinv'ls
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12.4 Media Server

tl@au Synology NAS savaalviiiuidswinasiadiiiia éra Media Server aatazanunsaaasuiiiamndaffiiiaann Synology NAS 'lalds DMA
7insvauuansgIu DLNA/UPNP (1adu ssuudiaa3ia Aaid wiamaulaanisiduinu) dransiiausaailnsalivarfiduiesaznaaalutinuuasaat
AOLRTENINNTagA WA Watway wazgifilaldlagbidavdiadonalndndunialdalnsaliiudinien

inn15 Media Server shaditdanaaldiiiaivdse@naniwanudinduladu DMA uasdssaunisalnnsaasuisuau
o sasfunmsuilaaas/Aata tiawdaslWsidusduuudiAule
e szian MIME wuudtvuatasiiashialiinsdazadnsalszusduuulwgla

o snamsailnsalifaindanisidindvuavalnsaifiasianulniuu LAN wastialdnisdeaiiysiudidinue Tiareniin

drusudiayariudu Tusagunanuaalé Media Server

ATULANLAN

= s

o aznaatnanldAuiiadadniitiaiiiaiduuu Synology NAS 6ha DMA finssanuunnsgiu DLNA/UPNP ‘ldatine'ls

12.5 usn1siaavaAail

Jll control Panel 2 — B x

A Qe ~ Media Indexing
B erminal & SNMP

Media Indexing can automatically scan multimedia files such as photos, music, and videos stored on your Diskstation, and index them for multimedia applications.
~ System Applications: Video Station
@ info center Status: Indexing media files.

Indexed Folder

& Login Portal

Hote: Image files under the shared folder */phota” will be automatically indexed after the Shared Space of Synology Photos is enabled
¥ Regional Options

~ Conversion Settings
B, Notification

The converted thumbnails for photo and videos will optimize browsing experience on different devices

© Hardware & Power
Thumbnail quality: Normal Quality -

External Devices Enable conversion by schedule
1} Update & Restore Frequency.
Start Time:

A Services
End Time

e Synology Account
& Application Privileges

Indexing Service

% Task Scheduler

oo

usnsIavindutiagliiid lunsaununazvinduilWaiadiidaanninaiaasildsiuduiiszulu File Station Taadaludd avindutiudn
TWdwmariiazidindelaann DMA aasaauazazudaslunwatnadadfiidieasineg s3uiv Synology Photos, Video Station, Audio Station, Media
Server uag iTunes Server

amuaFusu TWdlniluTwatnasainana mas waidala aglasunsvinduilaadanTulid wnaadasnisas v Twalaasivingaidl
TildAnwsaruaun > usn1siavingadil Auinil aaazaunsaudlatazauTwalnasivingai doarnanwaniunwaiauayifla

wIndInAITATGIAIANTILRIEI TR T

drusudiayariuduideiduuinisinvinaut Tusagunaluil

NUELUG:

o LignusatinInanasildsiuduiuniannidsinasssaslnadulwanasivindui'le
o pa@saLAENlGgIgn 100 TWatnasAvingutiuu Synology NAS 2avaon

77



unii 13: szuu Surveillance

/
U 13: sguu Surveillance

Surveillance Station Aalagffuduanulaanduseduiiaarinigursadfulimunsauduainusdasnisuasgldnnau
duafaumaduinasiWaiufidaan wazanuindulddualnsalattasaunan AafvrnusaaagauRaLUURAINNARAY
AstuinIfTadidiviuaias Sunisuidiauiiud wazdug dnunldadredraansa uanandl Surveillance Station vasdudiadaluia DS cam
fawsanlduriialiaadnnisanulaaadelalussriitofiunig

TunsFausialdeusyuu Surveillance vavaa TUsagran&nsil

13.1 dv@naas IP

Surveillance Station &uisaldoiusiudundag IP launnnia 7,900 u syudvalnsal PTZ, Axuane, adnsalviaraaud uavalnsaliiesdun

= o .

fansatfuinidlasmufinuanisusanininasinanisasasumuanisal iatifiiasasiiufnAiavinduilidduidaiiudayauasna

TunsFauiidiiundas wazldiiaasnuainuaia Tusaguunaliuil

IP Camera
Add ~ Delete Edit ~ Enable ~ Configuration -~ FAQ =l - p Search
. — =
All Status 26 127.0.0.1:80 [Local Host]
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~
127.0.0.1:80 [Local Host]
Disconnected 2
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Disabled Z N7
127.0.0.1:80 [Local Host]
Deleted 4
door 2 Occupied : 0.3 (GB)
~
Others 7 127.0.0.1:80 [Local Host]

Intersection Occupied : 3.4 (GB)
127.0.0.1:80 [Local Host]

L QOccupied : 0.0 (GB)
10.17.28.170:80 [Local Host]

Applications

2 o

PTZ Control Live View
Analytics
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unii 13: szuu Surveillance

13.2 asrasiaunanaa

ANTFUANLVURATAIFUNTRATULLLGER1NITAgaa 100 LAULURUULAITATILAELD AAIUNTARAUTEUINIYUNDINA Y699 Liati1vaasy
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LarNITAUMILaY Surveillance Station #unsadviuaadinsaslrfidhununaianisainiandaviszy sunsataunsiuinlvideddu

wawdnavnsiuinAle

drusudiayariufuiiarfunsinnisaisiuiin Tusaguunaluil

= Timeline

< January 2019~ NewYork AMCREST - IPM-72

s M TWTF
3031 1 2 3 4

in}

a5

i}

o

s}

©
(ST
EORCIENES

™
]
M
&
N
B
i
&
w
o M

Sync Mode
v Layout
“ Filter

v Seek

Restaurant 00:01:39

79



unii 13: szuu Surveillance

13.4 Wiaasn1sian1siinsaunau

dauaszuuansazenansianislduinniindas IP uaznnstiuiinle dracitvidu:

o ngasanfiunisaglidvrugaedduuasssuy Surveillance Taadaludifiaungidinua’ly vy
NMTAHIAIAMUUANITRINILNITAIAATELIUUAINR DY

o TislWdanEaslnanan1sldenu Surveillance Station Auanevdu Taautiviiuginnisnsquassuy uasdngguy

o dan'lWduavszuuazlvinisiiuiiianssuaas Surveillance Station dugduuy TuaasiitanlWduasuanisalRzuaadanisalingasu

o

o FUNsafiIUANIsLAYLfauladtiadensudvfiaulldvyaainsenuanulaaadaviui

AULNNLAN
o usudiayatintduiienAungaisaiiiiunis Tilsagunaruil
o FusudiayatintduiAcAuglduaz@ns Tulsaquuaduil
o fnsudiayaifiudnAeAudanlwadlu Surveillance Station Tisagunal il

o FusudiayatiutfuiieAunisgenisuasifiau Tusaguna il

13.5 sruun1sIan1siuusING ULl

FEUUMTIANTTWUUTINAUEL (CMS) wav Surveillance Station 2aliaaaunsaliviuszuy Surveillance laviaralasuasvarudsnias
Mansulisudsinasuasnaliduladd sunsaldundas Aanuude wazWanansiuinlaiiuwasiariuien
uanandifefinsinalanaidnlwitivasuinnsdrsasiayariialvidiulainnis Surveillance siruidtaaglingaedn

AULNHLAN
o dunsudiayariutdniieddunisiade Surveillance Station CMS Tudsagunauil

o dnsudiayafinfnAmAunisilanndndaei Synology tuldas CMS Tusaguunad il
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/
AANUIN

AayanIuUNNUUL

o AnaavsnuaNlugIuc

o nstatNadiun1siAuiaausni1s

¢ Aannavdnsnisideruuaseila Synology

« siaAruualunisliiusnns Synology Package Center
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