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unii 1: uniin

/
UNN 1: unin

a wa

Synology DiskStation Manager (DSM) Aaszuuilfiisinns Web-based
7ildd1a81115u Synology NAS TaaaanuuuiniiaznaaaIan1sdunindilinaarinnasiwnisideluiaiazina DSM 7.1
talialnsaldaAvdayaiiiiandaduiriazinauasqa Bivigsuaazvinnindugudnatsnisuas Ina luiadaznanaaluviniiu

wafvhalinavinnulddusannnninviaa’lidndas
ArrasuaztuAdunisidunanuas DSM dsznausia:

AsudsWduazaisded: 1ide wus wazduAdunswifiinaazasnalariuinlunarag alnsal dnvivivazadn daaasde wazvinlénni
Liaaazagiladay

Asdsavnazdfudaya; dalugiunisdrsavdiayavuudaanid@ninistdoiuuasts
adNsasgsavtiayanaslnilasfunsndainaauunanniieas, Virtual Machine, u3n1saae wag NAS 16
Wandnidavhvnaingavinuataduduasasaiihvanagiudviahvunanivasianasn e

ANsvintvusNAuaasiin: dmamnudugiudiaaluaanduatnaiad paususadgigTauassunsvinuiuinffiusegeladucdean
wiauaauTandmudasnsrionualudrunisvinorusiuduléadla Synology Office, Calendar uay Chat

o_ oo o o _ o

Asansudiadiidia: hduaynunuiiamdadfivia i TulausBdadivafivalwdwdunsawnainadadfiviaginisalidoulaatiivgeain
riruduinasiwe Web-based 7ildonudne

szuu Surveillance Wividita: T2igdu Surveillance wuuasvIsTAaviianARALLALIATAVNRIANTIA TaLLLEADTHY
Wiadntlasnsweadudisuavaatlutdasniervingsia Tutinu srudvanensidoudug

Wuiidaiiudaya Virtualization: nsdaesauuaznnsinnns Virtual Machine

sy tialidindeRuidaiAudayavuaiaznafuidadnls wlauinAuinldaguusadaaluedaifiardu
Taafilufusavatitaidngduuug i usuaniwwiaaay Virtualization aas VMware® vSphere™, Microsoft® Hyper-V®, Citrix® XenServer™
wae OpenStack
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unii 2: aflaBuduladviuaiiucia

/
UNNA 2: allatduauldoualiuta

Tuuniiazadunadininsinzasnisiiuaaauduzay Synology DiskStation Manager (DSM) alviaauzuauldou
Synology NAS 'lgatinednaaia TusavinaudnusiinsallfiiAeAunisderlasw, nsiiage 0S, maedanlduiuiidaiiudiaya
warusnsludAnainvaiauasn1sinnis DSM

2.1 6inddlasw

Synology NAS wdutgiswWiasifudayaanidusdasiilaswauia 3.5 wia 2.5 fhatvtiaanilvdafiasasiunisvineu
dusudiayalaaasidaaiimiunisfinaelasi Tusagailanisfadeaisamisritudutnniituaauas Synology

d1savdayalaswWnaunistindv

wn'lasaasnaiunann Synology NAS ta3adian Tdsavinenudwuginluunanuil tavinnséialasw
dupaunmsitafinandsluunanuiiazthaliaaAusndayasdiuluga11i'le wazanusinliaadisasiaya’lilu Synology NAS
wsavtinlasazgndtaaanly iiandndasbilvdayagayvnalanliléaaela

ayaag aaadudavdrsaviayanaunisfinge

min'lasaasaalailéurain Synology NAS 1idi
tvivnualusyninenistingy

tavanszuuazwasuualasiiazaudayaiiia

e tadulszian RAID

nAINNAAAIasHLAY AaLAITEIATa15L9E RAID iRafinmnulaasdauazaisdisavdayadhludiuiidaiiu
frufiazliidiayaiiasduleadoiniidsdunaiulad RAID uazauwanenasening RAID ueasilssian

RAID (Redundant Array of Intent Disks) AainalulafinnsdatAudayaisiusiulasdadssviaia sadindraduluansisd RAID
iansaisaviiayauazlss@nanwaisvinouiiiuanndiu Tuaisisd RAID dayaideduazgndaAu'liludiunusfiuansrafunaslasivaiag
A7 waaamuiasidayaasgaymaanndym lasdauuar dollnindu nnsévan RAID deanunsatindsedniainlunisarundauls
tiavanndayaazgaudaAulilulaswvaiae 61 aaldnsAinuas RAID usazuuy

AsAuaa RAID Auanstviuazvinlvinnsdisasdayauardsz@naninaisvinouadlussauiinansnvdu dalufidalssinn RAID 1aasiuii
Synology NAS 5a95u:

SHR: Synology Hybrid RAID (SHR) tiluszuunisianis RAID

wa o

daTudfviaanuuuiag Synology SHR numusasnudamiadfiailaswunnningasdn uanusintigldfialnidaniddssian
wavannazimslfuldlaedaTuwitiialsslamigogatunslidiuidaiiuuasna

Basic: nsitnuastiugiudsznavadialaswaassiiadadien avtiudebifianunumusaanuidariignianisiiulss&ninw
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https://www.synology.com/support/download
https://www.synology.com/knowledgebase/DSM/tutorial/General_Setup/How_to_migrate_between_Synology_NAS_DSM_6_0_and_later

unii 1: uniin

JBOD: nsAnua@l JBOD (Just a Bunch of Disks) tilunissin'lasisnuaianliluaudalasWiéen lasW JBOD
uaagelazialilulasdayawanfuuaziaaulaswazsidunuuuwaniéen vinlvguanismuaunisiatAudayaléddiadu nisAiuadl JBOD
Tifianunumusamanudanavianisiindss&naaw

RAID 0: RAID 0 unngngann JBOD asviitdunmssinlasizasdrdivlidinaiadu wazdiainlasWisaasiiutidugfioéien Tu RAID 0
dayaazgauiivaaniduudaauazuanlilagluvaia lasv deduanudilunisarudavazsifiududiailasidinunndu

RAID 1: RAID 1 diavnis'laswatnetiasaasd Tu RAID 1 dayaavgniisasuulaswiionua tiavannfidayatferduatlulaswionualuaisise
raaunavlasinuadnAgadiidusgungndodudrinuaanuasuaasaisisd diiudifanilaasduigalunisdnilasiayaidéey
wedsednianlunisidaunasanulazAautneingn

RAID 5: RAID 5 siavnslasWatvtiaaaud) waglasidrlasiniivazgaliddrniuanunumusaninuidaving RAID 5
azwivudandiayalildelasWualadl uazasyanadayadisaviniizanin Parity luUdelasivisnualuatsise dalasidrladaniiedunial
dayafigamiaauisagivdulni'lédlaald Parity defiatlulasiidaioviua

RAID 6: RAID 6 savnslasWatnviiaaddl RAID 6 Usznauala Parity wuunszanagasivin aviiuldviinnsdisasdiayanisinii RAID 5
aen9'l5Aau wiavann RAID 6 dndudavidinuudan Parity avudaruulasWiisnuaditdusundn detiudss&naaiwlunisidisuieinnii RAID
5

RAID 10: RAID 10 diavnislasWattviiaaden Snuwulasazdasiiuinuiuaag avain'laswazgarudusgasnagu
dvdiayaazgniitsasuazutiviiulunaniivaasiiu RAID 10 Taataualadss@ndaiwwuy RAID 0 waznisdnilasdayawuy RAID 1

RAID F1: RAID F1 siavnslaswatnvtiaaaiusa RAID F1 wmfiaudu RAID 5 asefildaisuaniivudandayauaznszans

Parity "l lasvivnuaiiidusundn Taainnuuaneviiavatnidenda lasddilacdniivazsassudiaya Parity unnnin
FFananwiiininlesidu danalilasvivuualéiunistlasAulilvinueatgasldounsandu sauuinild RAID F1 dansuaisistuuy
all-flash

I HIVP T

e RAID F1 way SHR sunsaldeu'lédduuiviuivingu Tusegdiayalagasidaaludayaintnisuaduaaziy

2.2 Buaudau DSM

frufiazuuninaalfmAuignisiiade DSM afousnsuiviusiaswiawalwaaduuas Synology uufiadia

finéiy DSM 6221 Web Assistant

Synology NAS aasnaunnwiandu Web Assistant iasaviialudaviazaiialviqaiailuan DSM nastuargaannduinasiiia uazfnda'liuu
Synology NAS savaat inaavn1sldou Web Assistant Tvivineanuduaaudiuaie:

1. (data3ag Synology NAS uavaau

2. deauusiasuuaanfieasaaluiedanedaddudud Synology NAS savaafiadvat waalld "find.synology.com" NAS
aavnatazdavfizausiiu feliladadv

3. 1dan Synology NAS 2avaaL anntumadn ausa 1u Web Assistant
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http://find.synology.com

unii 1: uniin

4. Adn AAAY LHABUATTUIUATAAGILALYVINANALULUI LUK

Welcome!

Set up your Synology DS3617xs now!

Device Info

NUNELYG:

¢ Synology NAS uazmanidinasuavnaifiadatiuuaaaznanalutieddu
o 1saauuzinild Chrome waa Firefox wlultusitgasdrnsunisande DSM

o §nsudiayalfintdniiaAunisaaal Synology NAS way DSM Tilsagaiianisdndeaisauwissniisu Synology NAS
suinaldorusirudueianiilvian

név DSM Gha DS finder

27}

aafdvanusatingy DS finder (App Store/Google Play Store) uuainsaifiadianavaaitiiafiaay DSM aaringaalidruavlddne:

1. dawa3ag Synology NAS uavaau

N

. Wausaadnsaifiadiazasnadinduiazainanialui Synology NAS uavaadiadvatinaliide DS finder

. upg 6vA1 NAS T L BuATYLIUNITEVAD

w

AN

. viheudwuzituuntinlatiagivnisiiansassuitvalnsaifiafiauay Synology NAS annifuwee @unn DS finder az@unn Synology NAS
aavqal NAS aavaaiazdaviigatusiiu felildtinde
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http://www.synology.com/support/download
https://apps.apple.com/app/ds-finder/id429865523
https://play.google.com/store/apps/details?id=com.synology.DSfinder

unii 1: uniin

5. 1&an Synology NAS waiuas fiadiv LalzunszuiunsiadowazvinauaALuginuumniinag

<« Install DSM
DS218
Not installed
Model name DSM version
DS218 7.0-40777
IP address

Serial number

0l
MAC address
n - = | ]

Install the latest version of DSM for brand new features.

INSTALL

UNEILEG):

a va

o Tuunfitsnazan Android 10 wudiatine dunauazvarauansvdulunsazinasfuuasszunilfifnisuazailnsal

* Synology NAS wazainsaifiafianavaaidiadaguuiaiazinanialuldeddu

e DS finder &unsasulduuailnsal Android wag iOS wwiniiu

e DS finder savsunstingiy DSM uusunag Synology NAS shulua (antiusuiisaduunsauazsuiadiviaduasdsd FS/XS)

2.3 avyunziiauiisy Synology

Tugueiisl Synology NAS luasaunasay aaumsiitiey® Synology wiatdindvudnisaaulaliuad Synology uazdnnisiiayagneiuadna
dauanaaniiedild DSM dearunsaliiiaasiiaidinlddlu DSM 16dda feyd Synology azaialvinaudanisdayanisEantAudy, nAndau
Synology AAaansiiiau, Auafunmsaduguuninaiia wazuinisaaulaluay Synology (1zu QuickConnect, DDNS wag Synology C2)
fusudiayaviudniisduanuuaneneseninetdeyd Synology wasiiayZie 14 DSM Tusagunaiiuil

auneLfinuieyd Synology waziZiauias Synology NAS uavaarluszninniséiage DSM vizavinenudunausa‘lali:

1. A ulaieil
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https://www.synology.com/knowledgebase/DSM/tutorial/General_Setup/Differences_between_Synology_Account_and_DSM_user_account
https://account.synology.com/register

2. nsanuuuwasulviasudrundrndn dalud nntdulvivinanudinusinuuninaaiasseiieyd Synology

Synology Account

Create your account

Name *

User Type *

Location *

Taiwan

Contact Email *

Password *

Which type of user best describes you? * v

o

D Subscribe to Synology eNews to get the latest product updates,

tutorials, promotions, and security advisory.

unii 1: uniin

3. ldfindavaanunguavdmainailau udindndiuadia fisydi Synology - aswnefiau ( &931n "noreply@synologynotification.com"

LHDFUSRRNITATIARALUDIA

4. auswanisanadauuazadn a'lu

5. anadavdaiiuauazulaunaanudugiugi adn de

6. U7 uwvmIuAN > tigyd Synology uiindn aviiawinla vda avuefiauiisyst Synology

J Control Panel

fr Q
@ Info Center

B Login Portal

% Regional Options

B notification

W Hardware & Power
External Devices

ﬂr Update & Restore

~ Services

:0 Synology Account

3 Application Privileges
Indexing Service

*** Task Scheduler

Synology Account

After you sign in te Synelogy Account, you can set up QuickConnect, DDNS services, and configuration
automatic backup for your Synology NAS. In your Synology Account, you can alse manage your registered
products/software licenses, contact Synology Technical Support, and subscribe to eMNews.

Synology Account: I Sign in to or sign up for a Synology Account I

Active Insight

Synology Active Insight is a 24/7 monitoring service that allows you to get an overview of Synology NAS
operating status through a web portal and will notify you of system abnormalities. Each notification comes with
detailed steps for troubleshooting.

For more information, please see our Privacy Statement.

Enable Active Insight

Service status:

Nate:

= When you enable the Active Insight service, the Time Setting will automatically change to "Synchronize with
NTP server”.

« Signing out of your Synclogy Account will disable the Active Insight service on your Synology NAS. If the
Active Insight service is not enabled again within 30 days, you cannot access all the previous information

Reset Apply

7. tuntiheviladdw Witlaudiayasusasuaeiiayd Synology wazadn aviiawinla

<

8. wauzfinauadnsifinuiieyd Synology uasiitanlas NAS savaaduiiydasnanasana)

06



unii 1: uniin

2.4 vinatadniail DSM aavqan

navnGaey DSM uu Synology NAS aaugnuisaasfiatdinldlu DSM Taaldiiaysigld DSM faatietfiuidinldlussuinenisiiadonsiousn

vinaudunaudruatiiaasfardinldeiuiuiusiiams:

1. emadaulvivilainaauiiinasias Synology NAS aasaauiausaduiaiaznanalutdeddu

2. awsiwiaslunanineaszasaanaldavatrvlanatvniivealdiilunavnaniass:

o find.synology.com: ilau URL filannsifiamauniitnasuay Synology NAS aavaaitfiausiaduiazazianialuiderdurviniu

o IP uaniassaas NAS:5000: vinn IP waaitassuad Synology NAS @a "192.168.48.14" 1viAuw "192.168.48.14:5000" IP

waalassazdivagdunisduaitiaduluszninonsdaaiaiusn
3. tausiaglduasnaudindngnasdaiuain

4. fausidnuzavaar nntduadngndsiduuindnaioiiiaastiavinld

MyDSM

Signin

07



unii 1: uniin

e afial DSM

navnatartinliusl aasiuasdviald DSM deazuaadualwiindulasniinagounatnauadqar uanaini
aatfvransagsvaataafial lldualwliaduiiliiaaléee

Control Panel

File Station

o

HauvIu

wauuazatidtuuuaasntinanaziisnanisealud:

1. waaswaadviail: daviisdvuadwdindunasuiinsvunainaditdalderuionua
2. wyudn: adn'larauiaguasidauadwiipdunazuwanaldsy aafianusandnuazaintiagsanvdaiadaviailladandla

3. wadwdnduiiidlaas: ugasuadwdindunasunainaiidaldluiaaiiu aaauisandnznuasasvialndnduriawnainaduiauaule

Walvdnde'ldsinisiduluauiaa

4. arddluan: avdnngiufianazuadlvas lWaldds Synology NAS adnlamauliagsuastdaatifiuiiiu 1y
anuAuninuazausH lunsdlivan

5. auUnsalidtausianiauan: azlngiudiafinnsdausaalnsalniauan (1du wWaznlasw USB) Au Synology NAS uavael
6. ASHAVLAAU: LFAIANTLIILFAY 11U daRawaln nsalinadaius uaznsuIvtfiaudinsunisfiadalnwaALa

7. edan: adnwyliatnaid 38a15n wiaasliaaanain Synology NAS zasaa aardvanusatdan u6)

NnytianAlanisdea oy daiudléce

8. atdia: usavsadauIalin Iatinazagnedrumuadiadivial DSM auA1Budy Tagazuaaviayanadszuuluilssianenog wau

ATIALALTAYR FONUATWITUL “Q4

9. AU dAumuadwdiatunasunatnalaniy wiaunanudald DSM ldatnesinis?
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unii 1: uniin

WYuaAn

oo

AaEINTaduNTamsLaldwlirdunazuwatnaniadalu Synology NAS aasaalafidl Tunisasevmedauuiaaavial Wide wyudn
wandnuazarntalnandunsaunainaludiudne

F m e m =

Control Panel File Station DSM Help Resource
Monitor

B €©¢ B B &

Storage Universal Search Log Center ‘OAuth Service Security Advisor
Manager

T (B e

Support Center SAN Manager DHCP Server

Hama11U 380151 avdiaaan uarn1s6IAISIUGD

adnwy gatdan (lamaugdauiidruuuain) tiataad 38a15n wiaaviaaanain Synology NAS uavaal

uananil aatdegrunsatdandidan il nnwyasalandiiiadnnisnisduadydvasaas 12y sHRNIU A TUNITURAINA
38avdiarinld uaznsAinuaAINTuEINa Tansea lilfiivinliaaiuaiwsinuasuiiueieg Maladiiant:

Personal

Account Display Preferences Email Delivery Quota Others

Email: @synology.com i

Display language System setting -

View your account activity, including current connections, trusted devices, and legin history.
Account Activity

Password

‘Your password protects your account. You can also add extra protection with 2-factor authentication.

Password: Last changed : 11/01/2020 Change Password

Sign-in Method

Use a verification code (OTP) as the second sign-in step to strengthen your account security.

2-Factor Authentication

Add an extra layer of security by implementing a second authentication step.

Cancel Save

o figydt: uAlunsdumleyd daldovidastiardinlddugy wazpianssunsasiatinldargauasiicey DSM uavaal

(Tdsaguunaruiigvsudiayaciiugu)
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https://www.synology.com/knowledgebase/DSM/help/DSM/MainMenu/account?version=7

o MsfuuAAINSUEAYHA: LAlaguuiufinaza Nudvaneazaadadivial (Tlsaguunadruiidinsudayaifiuiin)

o Mstindvawa: Ny ddwauasnaiuviudl

o

o iR9IWAATaLALTY File Station wulwWawuy

o FodiuatdeyidinsruAanssunie Synology Calendar

o FodaudvifiautlianusIWaa

<,

ugiauri1unie Synology Drive

yddamanfiasldlalunsdisuaie (Quuaduiidinsudayatiuiéiv)

unii 1: uniin

o Ta6: gladhzaspadinstiaduiivvuavidiinualaadyduasiguassuy udslEnaanuafiaaldldlunsaziagu Tuguiisasdy Btrfs

aafvanusagimdnuarnsldouanuyuasinatnasildsindunsaazinanaslddnaa

o duq: Avuaditdanigyddiudrdug tav (Tdsaguueanuiidiviudayalfinsiu)

2.5 asadaudaannlinanm

U wevAIUAN > tdanafinna aadINNsadIuuansiA1ninAcallillé:

j Control Panel
fr Q
System

o Info Center

ﬂ Login Portal

£% Regional Options

B, notification

W Hardware & Power
External Devices
t} Update & Restore
~ Services

"e Synology Account
i Application Privileges
ﬂ Indexing Service

*** Task Scheduler

Time Language NTP Service

Date & Time
Current Time: 05/25/2021 13:25
Date format: MM/dd/YYYY
Time format: 24-hour time
Time Zone
Time zone: (GMT+08:00) Taipei
Time Setting
Manually

Time:
@ Synchronize with NTP server
Server address: time.google.com

Update Now

Reset

Apply

* 1A fuAIATTEULAAY DSM aatgunsaasladgaualfayiu dedariuiinasnalrzasdsinasaianutad

wiaduA Tagadnluit laaldigswnasnaiaiaziiele (Tusaguunaruiidiniudayalfiuiéiu)

e AN MRUAMENATHLAAINR ATLILiay wasutieid (Tusaguunauiidniudayaifiuiéiu)

e u5n15 NTP: inual Synology NAS aavaanduldswinasnaiesalinaifiadelasludinaiduailnsaldusuiadannacieg

Tlsansiuinudans NTP andududu Surveillance Station wazadaieas High-Availability sy winnaafindsuaziila Surveillance Station

132 Synology High Availability Tu Synology NAS aasaas 15015 NTP agliaunsadaldeiulé
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https://www.synology.com/knowledgebase/DSM/help/DSM/MainMenu/displaypreference?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/MainMenu/emailaccount?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/MainMenu/others?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/system_time?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/system_language?version=7

unii 1: uniin

2.6 s=u QuickConnect ID aavqa

QuickConnect 2alinalwdiatulaatausiiausadu Synology NAS wiumvauinasiiinlédlaalidasdeang Port Forwarding
doanuisavitusuAuuwaLnaf SynologyLilugwaiun 1ziu Audio Station, Video Station, Download Station, Surveillance Station, Synology
Photos, File Station, Note Station, CMS, Synology Drive wasualwdiaduuuiiadia aaaiuisassy QuickConnect ID Tuseninen1sdiagy DSM
wiatdaldoruuinislalaavineudunauaiuan:

1. 1A wwearuan > A1saindvannaituauan > QuickConnect

2. \dandavviezasniung tialaieiu QuickConnect

J Control Panel ?2 — A X

P} Q QuickConnect DDNS Router Configuration Advanced

- -
File Sharing QuickConnect makes it easy to connect to your Synology NAS from anywhere. Just enable QuickConnect below

I shared Folder and register for a2 Synology Account.

General
File Services
' Enable QuickConnect
23 User & Grou
= P QuickConnect ID: i
ﬂ Domain/LDAP Note: To secure your QuickConnect connection, we will pass your QuickConnect domain to Let's Encrypt for

domain registration. Please see our Privacy Statement for details.

~ Connectivity d 4
Advance

5 External Access
Configure port forwarding rules and permission settings.

Pa
" Network Advanced Settings

@ security

Bl Terminal & SNMP

~  System

0 Info Center

Reset Apply

3. vnaafvlilaaviiavinldieys Synology uavaar niievnsaviaviinlddazidsingdivu daudiayaiiey® Synology fimaudiati

wiaas iy diniaaluniinene
4. 5y QuickConnect ID Tusi

5. adn 1af

NUELUG

e QuickConnect ID #AAfinviuatavagdiadlsznaumadldnysnI=aonge GILaY wastazasnunadianaiy (-) ity dasBududiafidnss
wagliausaasvinadigiAzasnunadanand

o dnFudiayalfintdniAadAu QuickConnect Tisaguunaduil
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unii 1: uniin

-4

2.7 AnuaAtNunIaLiu

o

fhuflazuuzninaanfmdudunaunsaswyatiuidaidudayalaaldunainaluds defida Storage Manager

3 o 1

vinenunlatAgnAuwanuiiiaiudayanaziag

u

<

WlanauBuldenu Storage Manager tiluassusn Storage Creation Wizard azahaliaauasisuazivuaiyatiuiidaifudayauwaziaqu'le

a Py

waRiuddaiAvdayamagfiafiuidaAudayaniisyiinfifilasiuarad) radudatuidaidudayaiignasvivuunaiiuiidadudaya
AadiavasIaguatitiasuiiviaduiiiadaiAudayalu Synology NAS uasne

AnanudatAulayanaziagu
1. ila Storage Manager Tutuyuian Storage Creation Wizard azisngiuiiaiinaaldgdiunausneg druae

2. danilszian RAID fialntlasiiufidaiAudayanasnar RAID uvilszianazfiluunesuviniu duagduinuiuiubuaslas
wInGasn1snsIudn RAID dssinnlaiuunsdunwafiuidaidudayazasaa aadiuisaglusdiu vinadnuainladuilszinn RAID

wWIaguUNAMNULT
3. BuldlesiialsznauwafuiidaiAudaya
4. Ia&75ANUIAJY

5. W@anszuulWd aanuin Btrfs dusuiiaasnansdnilasdiaya vnndasniszauiifiniduiimduanunansieszning Btrfs, Btrfs (Peta
Volume) uag ext4 aatdunsag unalnuil

seuu'lna Alasung
Btrfs saos”uﬂmas'msﬂnﬂaailauajﬁ‘vimvnumu 1ty Juilliddan nsvindundiaya asd@Auduy Point-in-time
LagANTATIARAUANNFNY Tl UaITAYR
Btrfs (Peta Volume) savfunsasinaguuualuaigega 1PB tunzdnsuliduidsunasivduiadivsunisiaiiudayaniis
ext4 fianudihAuldAvainuaiadussuuszuulfitinig Linux Taafianudasnisdruaisawlsiiaanii Btrfs

1Y

6. Audunsdivan szuuaziunsasviuiidaiAudayauazaszuiunisiindss@nanmwludiasndelaadnTulds
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https://kb.synology.com/DSM/help/DSM/StorageManager/storage_pool_what_is_raid?version=7
https://kb.synology.com/DSM/tutorial/Which_file_system_should_I_use_to_create_a_volume
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2.8 sasvinamasitlafsruAaunazizun1suadsIna

Aramsia TWalaasAldudu aaazarusalfau Synology NAS wlugutdnatonisuusiWadiazainuazilaanda'le

gruflazadinafvunuinuasiWataasvildsinduuu DSM uazliainuzinfaidunisannslwasia File Station wag DS file

asvihauanlaTnataasiiladsiudu

Watnasildsiuduidulaisnnasd Home

finauarusadaiunazannisivduazivanastanld aadasfinalnasildsinduatinviiaaniisTwainasiiadaiiu'lWduu Synology NAS

dayaiAauliuTwainasitduduarusaidulidusdrudmbannsAudlivianquiiianizianzasldlaadaauaisda&naiavuaiag

uwatnavsawdnsuvatvadudasiinaeasfldnudulamaniziialiiulalunisldeiu ansviuarvudasinainasiliasindudogn

gviiutasdn Tuwiitidiafinnstiadendatdaldorunalwdpdu 15019 WsauwaALNAUIITIAAT

fia

Aabuy

ActiveBackupforBusiness

TWawnas ActiveBackupforBusiness azgnaiivdiutiiafiadv Active Backup for Business
dlddnsudaAudayadisasuazaziilidgiuiiayauaz lWdnmsiuadfiafinnsgiiudisaviiaya

awnaschatazgnasvduiiafinde Synology Chat Server filWauuuluuwaina srudeIWdiddTnan

chat . .
suruatazay URL uazglludsiwa

docker Tawnas docker azgnasvdiutiafinisindy Docker THansudaLAUNISNYIBNAULIAAULNULUAS

homes Tateas homes azgnastvdiuiiaidaldorunznis Home 2aviflid TnaTuatnasiaziiinainas home
wavi ldvianiue wwizgguassuuviniuisunsardinduazinnisinataas home aavldvivinale

MailPlus TWanas MailPlus aggnasiediutiiafinns@van Synology MailPlus Server dsenausiadiayaiawuu
FIEUFRLN ANTEIAINNTANAY a4
TWanas music azgnaiviiuiiadinge Audio Station v3a Media Server

music g usuIaAuwasinadiasnisiaulaald Audio Station wiasssn'lidvainsal DMA dulaald Media
Server

NetBacku TWatnas NetBackup azgnaivdudiaidaldorundaig rsync delidmwsudaifudayasdisavuasieyd

P rsync
photo aweas photo azgnasvdiuiafinde Media Server wiaifianaidaldorudiuiiineAldsindulu Synology

Photos

sguu Surveillance

Taweas surveillance Yuazgnasvdiudiafiagy Surveillance Station @alddusudatAunsiiuinuag
Surveillance Station

usbshare Taweas usbshare[éau] aggnasviiufianadiansalasW USB winduwasa USB uay Synology NAS
awnas video avgnasvdiuiiiatindy Video Station w3a Media Server

J6la FdodutWainasizuauildlunisdlTuanislalds Video Station wiaaa3nisilalldvailnsal DMA
dulaald Media Server

web Talnas web azgnaivdiudiiadinde Web Station udd duasfilWaddnsunslaseiiulae

web_packages

o, o

TWawnas web_packages aggnasiviiutiiafindy Web Station fefi'lWduasuwatnazasuzdniunsieds
(v2du phpMyAdmin)

13




unii 1: uniin

asnvanazauinataasiladsuau

wnaaidusgufnuasngu administrators Gesinbeildildiunaudndunuvgguassuu
aaEusags v InanasAldnudunas ianggldlunisdirdeivaiaasdonda 'l aaausaauinatnasildnuduaanlaidudu
mnaarldaseInateasinaiuduun

o iadavnsavArTWataasAldsindu 1917 uneaiuau > Shared Folder adn #5719 wazvineu Grarass19 Shared Folder
iamuuaAInsaeA TWataasAldsIndu dusudayariuiin Tusagunanuil

o iadavnsauinataasildsiudu 1ld7A wwemruau > Shared Folder &anTWalnasiildniuduiiiaauuasndn au

NUULUG:

o MsaulWataasilinuduazaudayauazauuldaniionuatluTlwatnasiiuaanlildra innaadasldiaya
Tlsedsavdiayamnariunauiiazauaan

n1s3an1slnannu File Station

File Station tiute3asiianisinn1sinaludiuay DSM File Station
fiduweasianuunugudfinasusaditdonarianisinduas Iatnasiraduiuniasuas idniildaudulunaisdrde Ivdaudniinadoa'ls

frutlaznuztinduanaucieg lun1sanaisinanu File Station

Auan196vAn File Station

1fla File Station wagedn ANs6vAT AatdusasLiiunsaallil67d:
o AuuaAIATITEIAIT 1Y

o LNYiTWaLaas7ldsIndy, Virtual Drive, 1EsWas uasusn1saae
o auga g ldAssyuasded lWdniadearuatiiatdinde lwa

o fuAdiadnAnanusidmsunisanalaulnaru File Station

o (aliorunisuiladiwa HTML wudiaauassuaiiatvanadiuanuilaaasia

Aui'IndusaTnlatnas

File Station fivivdumuuudafuarnsdaudugutiianausguasanuaadnisiinane1aiu:

e nfavnIsAuLuulng adnTWataasifilwdaniaTnataasiisasnis AuWaAnanluiasd Auun
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wmngasmsaumndugy WldAlwainasAilWdniaTwalnasiidasnis adnlanau wivaana daanadas duul tiaueauynsaumduge
gdenadrunsadoadaulunsdurnuunaradauluialilananisaumfiasidae

: File Station coex
~ BIAaCKDOX

e <> C  For NAS sharing Q-

+ ActiveBackupforBusir gr=ize J Upemis §oaciine § owEmss § SEEi Keyword:

» chat [l @ActiveBackup

» For NAS sharing B #recycle

Enable file content search i

» For PC network drive 5 ActiveBackupData

+ home = New Text Document.txt Location:
» homes For NAS sharing -
}+ Leigh
g File Type:
b MetBackup
Any -

b PCBackup
} photo Date:
} surveillance Modified Date -
¥ Syno_
} Syno_Pit_Stop

Si MB):
} Syno_Pit_StoplLeigh ize (MB)
} SynoRocks Any -

SynocRocksLeigh
4items  C

video

UNEILG):

o dnsunsAaunieY aanusihinadavindutifiavTWateasildnudu drusuanusiniuiy Tlsagunadiuil

an1sWduazinainas

wWanlwaniaTwatnasuazadn A1satfiunis iaadnunuiasiiunisea’lai:

o ngavnsRY WA duInguuudwa: adnunidlnduasidan deululWduuudma aadnsadonazutivifulWadidulWduuuludwalu File
Station 1aTauaseifianadvainisgdediualuninsviladdwdruuana

o WnaavnsguIanuglaIn: dutiiandnguawiiaidaluniindreyuuasiqauaiunsaguasyyusdainwle
o nfavnsuAladnanisdnge: adnuniliduiaTwalnasuaziian aawauiie aasunsaudladninsidindelaiuiu ans

* WNEAINNTREAVANTUAT WG adnunfiludviaTwataasfiavidan uas AudnsuasazgnasviulaadnTulit
AadNNsassysrasnaldeulaifiudn viaidaldeunisuasvidaansde’le

n13ann15 s nu DS file

sy &

DS file Aawadiwsauldorulualnsal Android wag iOS dehalviaasuisarindonasiansiwadidaiAuuu Synology NAS aasaale 6l
DS file aauaunsazanglan gifla wazasagautanasvitonulussnitadumeld srufiaziuninaaimnfuduaaunisfinanaznisld
DS file

findvnazaviiawzinlal DS file
1. éiméiv DS file vualnsaifiadiazasno
2. taudayasalufiluviinaeavintd:

o uantasavsa QuickConnect ID: dvanaiidu IP uaaasanalundaniauan dalaasd DDNS wsa QuickConnect ID uad Synology
aasiadtilaldou QuickConnect Tu uwvaruau Aau tiaavsiatdinldriiu QuickConnect ID & wsudiayatfinidin Tusagiisru nnsszy
QuickConnect ID uavnat

o lieud LAy TN
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https://www.synology.com/knowledgebase/DSM/help/SynoFinder/universalsearch_index?version=7
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o HTTPS: daldvunisiiausia HTTPS vinnaadavastiatdinld HTTPS fidaaasds Tusansiuinasiduiiiavdadfiidaniu HTTPS
Adugiasinisinuadn Port forwarding uazlususas SSL/TLS #igndias dusudayatfiuifiy Tusagunanud

an1sWduazinainas

aadnsadansidamllldlaansuazlanau dndanfliudu Ayuuuivia ¢ laraufiaddaainivdvialvainas

e WNARINNITARRDA AU ANUTUaA LS LAautia duda wan wialdasanis: naisnansdrvlivazuaslanau satdantiliuiiu
Waltdannsafiun1siiciasnig

wndagnstinTWataas auinainasyuidan uaglanau dlantiliutdin wagtdan win > d59inateas

windadnsadTuansenis: BangiWataasAldnudulaiane weglanau dandaniidéiu tdan win > ddluae danlWdiazdllvan
aadunsaluiniin 9w iiwagaNuAuniihlunsddiuaa’le

mindasnisdanyalwa: aagusadanyaluadann Synology NAS 1ifealnsalfiadauasanld uae : lamaufiagdaannlududidan
ilnuye WanadnuyalWdusd) aaazaiuisardindolwaiulealu daanlay > WWdniidnuyaly

mindasnsdedIdRTnuua’li: aaanunsavin i lwddtnnyaliluedasdodduluddunols uas : lanaufiagdaanlwdudifan ded
iadoAmiud TudvdIwdvionua WisiWsuniin Wadntdnuyald Idvisvuaazgndediiianaastiardinid DS file asvda'l

mindasnisinivanasaslu sran1sTdsaaacdiu uag Slamaudaannawnasuasidan winlusransidsauasdiu

mndadnsiusanisands: uae : lanaudaannivainasuazidan winlunisiAunis DS file
AalinstiudalWdiulssndafuidaAudayauu Synology NAS aavaainazlinnsivuassiautialnilaslWd g dey

2.9 N15AAAVLNALAILTIN

o,

Package Center finnatnaviaanuuuiag Synology uazunatnzasuidnduiivainuaia wastdnduléadu Synology NAS aavaal

frufiaznuzinaaAaAunisldenu Package Center

nstiadvunnatnaniu Package Center

1. fla Package Center
2. Tlfindih unananvuue tiaguwaALN Il

3. ianuwalnafinatdiasnisiiadionasadn Gade (F1nsunwainaiisedu edn da tladadelinsiashia viandn aav
Waldnastuneaasld)

4. \JiafediunwatnalaFaanysaludl uwatnansazdsnglu wyudn

AsHadunAatnINGULAIUIKAN

1. 1 eugianiiivaa aav Synology

2. Wdanguannuyasalaiii

3. lliudiu uwana aadnan1saun wazailvaauwanafdasnsidulwa .spk
4. ila Package Center

5. adndu adeaaditas Matdaannwaudum

6. AdN 13ang LWadUlvaa'lwa .spk
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https://www.synology.com/knowledgebase/DSM/tutorial/Multimedia/Why_can_t_I_play_videos_over_HTTPS
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7. viheuadhagiaiiafadeunatnaln

uanaNATRaGILNALNALAY AOLfIEINNTadIMuanTdeAIALAmdasdunwalna sudvnisdlinade Twitiuasundediayaunainalu Package
Center fusudayaviindiniiedunisavadugouas Package Center 1Usag unaruil

2.10 a5 lduaznauaaluindag

aadsaliidnivasgundinluasauauragsiugsialunisidings Synology NAS

o oo

Taansas vty i1 lviduninn iWamnuazaInlunsquassuy aadusadgsvnauiiadndssianglduasianisgldinaldusindule
fruflaznuzinaanAmAuianisaivglduaznaniy uwsaiuqu

A9

1. 17 wwearuau > Wlduazagu > Wfla

2. adn &519 aldald enarassveilal

3. Tuniih daudayagladvlaudiayagidsa‘lald:
o dia

e anasua (L8an'le)

L]

dwa (WRanld): laudwavaaassaaddli msudvifiauuasszuy ity damnumssidasiadniiu azgaaeludodmaniszy1iil

4. Tuntidiendu MidvuansdeedugesaluiAasinlulddug 4.

o gunisudvtdiauniviualuéiveyTaissedului:
aasadtialdorunisudvifaudnaly wneaiuau > Asulvidiiau > dwa tialvissuuauisadediua’le
mnaadlildduainisudvifiau adasiaaautiufuazdsnglivuazinaalddoniinasdeafianavinieiasununatasvintasasnunadl
frusudayariuidniferdunisavarnisudsidiau Tlsagiidiu an1sn1suvisiau

o nanVsTiAN UK T TUMANSHAVISIaY
o ‘Liauana i laildausiianuiieyd

o,

o siidrugnsaviana: Aoz liviudildaniinnlilaidaliviu Asuuaatgaassiisniu Auiuduge
Adanilazvinlvisaruzasfldiigndasiananasng nsuuaaltgaassiianIu agligninlulddugldsadl

5. Tuniih winsungu ssynduiiglilminisag nquidudariuduléun administrators, http uaz users Tisag#idiu d519ngu
IafAINUaNANEY

6. Tuniih vauvuadndinataasiiladsiudu ilaninaaasAldruduiigldauisardingels Wadniuaslddaudefudniuasnau
arduanudrdgaasdndazidudedl 12indelile > aru/diau > auatineifian Aadul uaavGIaLNY ALFAIEINEASIEINAITAZTiNG

7. tuniih Avuataldnla aadunsassuafiuiigegeiigldsuisalddvsuusaziadu/Inanasildsiudule
fauauazidanmianasauialuiad T lal

8. Tuniih vauvuunadnsualwdndu aasgusamuaulaingldasdnfersinislelatine Wadniuaed lddaudedudnivasngudnsg djiss
azfianuaAgyniiadng auane L&ua
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9. Tuniin dvArdiasirfiannus 1l aasusadaldouaisindamnusidniunsnisene (wafu File Station, FTP, rsync &+ )
waddaduunuudIniiglanldlunisaraTauiwd Svsuudazuinig aadunsaidandaladavfivealadl:
o WnsdvmAngu: wnfldadlunduvaianan aguiidedndaanuEigenitazianduamnusidguinainnguius

o fuANaIIAANNST: sTuMTIIARANNH Tunsal Tuaauaza U Traa TudasdnIgaIuIN

o AsdvANduge ansalinisindaanuiinuuiivuatadldgasuuuuaznisindangugidldauAiiuananfinaeels
aadnsanlansdearnsindaanusinazdvarinuanistunineeiladdwle

10. Tuniih dudiunisdean Mildanuazduduaglniséoe

11. Adn wsadu Rald5adunis6oa

A39AFU

1. 19 wwvaruqu > flauazagu > ngu

2. Adn 99 alde dradrassIvnau

3. Tuniih daudayanau litlautiangu

4. Tuniin W@ansundn Widugldihuunaaslungu

5. Tunih vauvsnadnsinateasiilasrudu Wissydniuasaundnnauluinateasiildiudunsasinainas

6. Tuniin AuatAIsInau aaausaltdaldouladinstidainsuusdazudnisiiamuaniBnadifudiayafdundnudasnauainnsalidle
7. Tuniih vauvunadnsuadnandu aasgunsamuaulainglinguasidinfouinnsialeatine

8. luuii dvArdiasnfiaanusingu aadunsatdalidoiunisandaanuiidniuudnisee (12 File Station, FTP, rsync “a¢1)
WadrdemuruudIavifiudaznanldlunisaraTauind Srusuusazuznis aasunsatdantaledaniiesa‘lal:

o fuANdiadaAaaUED: srunTIIAaANuEH TunsdlTuaauazaiTvaa tudadnieaiuun

o Astvardugy dusaldnisatdaanusinazsuunlifidadindauuuiivuaiaslddasuuumuiiviuanisnaada’ll
aagusanAlansdainsandaanuiiinazdvaritiuanistuniinevlalawle

9. Tuniih dudiun1sdivan ildanuavtufusgdnisaoan

10. &N wsadu Rald3aquns6aa

2.11 3an19A19avAIAISHAILAAU

aadnsaniualy Synology NAS funisiidvifiaulaadnluddiiaiainnisalviadafanaiatanwiziule
Aansudviiauvinsanlderusiudediua SMS uaznisidvifiaunuuny tudrutiazlvidnusinuuutdatdesdunisaainsgenisuiaisiau 1l
WRYAILAN > ANSHAVLGAU

1. l7iuviy Swa SMS widavdnsuuunaiiiatlaudayadididy wadasniszauiisnisnsandaya Tusagunauea’luld :
o Bua
¢ SMS
* USAISUULINA

2. Wliuwiiu ng uazAivuarinsdeasa‘laldl

o isziantunnisal: lanansalfinininasssuuiideiiamunisuidifaunazsrydanissdvdviuusasiiannisaliiidan
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o ilann2iaau: waavtuansalagiidannuuisifauBuau aafisunsadiivuatiiavndamnuaslalnanisidaniansaiudindn

o
uA'ludiamu
J Control Panel ?7 — A X
ey Q Email SMS  Push Service Rules
@ 1nfo center Edit Message Q Y
| Login Portal Level Event — Email —|sMs —| Push Ser...
~  Active Backup for Business

E% Regional Options
4 d ° Info Device connected
& Notification Info Device logged out

Info Device offline
W' Hardware & Power

Info Device deleted
! External Devices Critical ~ Agent task creation failed v v d

Critical Failed to update the device v v v
1) Update & Restore
warning  Backup verification canceled Ol v

A Services Critical ~ Backup verification failed v v Vv
. warning  Backup verification partially compl... v vl
g Synology Account

Info Backup verification completed
G Application Privileges Warning  Backup task partially completed v v
Indexing Service Mote: You can change notification language setting in Regional Options.
£ Task Scheduler Reset ey

UUNEILUG
o e o a o = Yoo s
e qaudnsa’lidi dadanginia aldausiminisudiiaule

2.12 a1siEsun1ssnuaNlaanfia

tfia Synology NAS zavaaifiansdadudumasiiiousy fvardfanisanagaunissnanuilaandauasszuu
Tushutiazadunafedidlunisiaduanulaaadalvidu DSM uavaa
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alafvruinsraas

1. 1A wwearuau > aduiaaasdia > Wsraasd

unii 1: uniin

2. &dan alafviuinsraas waradn 1 Tuslwalnsaadzusuazgnirlulddu DSM vavaar tunisitnualdsivadlwsiaad 1useag

UnaNUl SnsuAnusinatvasdaa

s User & Group or app

B Domain/LDAP
Firewall Profile

A Connectivity Customize your firewall profile.
5 External Access Firewall Profile: default -
/‘\ Network

@ security

Bl Terminal & SNMP

v System

j Control Panel ?
.3 Q Security Account Firawall Protection Certificate Advanced

~ File Sharing General

A shared Folder ' Enable firewall

B File Services " Enable firewall notifications

Motify me when apps or services are blocked by the firewall and provide the option to unblock that service

Edit Rules

v Services
Reset Apply

n151a Security Advisor

Security Advisor tiluualwdipduludifazawnu Synology NAS asragaunisdedl DSM uagneat

<, 'Y

wazlvidwuninAmAuIaIansAuaadausiuaulaaada 5 Synology NAS Wdaaadaiaavinaudiunausalalil:

#uwnu Synology NAS viuii
1. 'ld # Security Advisor > ATwsu

2. AAN dunu

& Security Advisor ?

B overview

At Risk
& Results
Security risks were found that need your attention.

ih Login Analysis Last scanned 1 second(s) ago.

Scan Ge
N Advanced

There are still settings we recommend changing.

@ Malware No malware was found on your system.

E System 2 system warning(s) need to be checked.
G L oot ey sating(e)ar o anabid,

_ﬁ Metwork 4 network setting(s) are recommended to be changed.
s Update DSM and all packages are up-to-date.

O © 6 © o

3. wAlyaadauzavnisinanulaaadaaunanIsaLAl
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fuArAInUaNISALAUE N TUNR
1. 117 Security Advisor > Fugv

2. vinazasuang waldviuAriuanaisaunuilns lugiu Arvuanainsaunu liannatnazsunssaunuanayasadaid

ﬁ Security Advisor ?2 — A X
Perform essential checks to protect your DSM against common cyber threats. View the checklist of

& overview security rules to scan.

& Results Custom

Define which checks you would like to perform.
ih Login Analysis

N Advanced
Scan Schedule

~/ Enable regular scan schedule

Run on the following Monday -
days:
Run task: 01 - : 19 =~

Report Settings

Storage location: Select

Reset Apply

3. Adn 1af Waluvina1sdvan

drusudiayariudiu Tusagunanuaiale Security Advisor

dnilaviigydinasaaidranisasiasaudiau 2 il

nsasAdauaIay 2 faduuaunisinwanudaaadadinsuiegyd DSM vasao Watdaldoudidaniing
AaLaghavilausianisasadaudmeunuuldadeifeiuaniuiiaannsianiiurasaaiiiaastiartinld DSM sunsasusialaannualasiasgaudinu
(v2iu Synology Secure SignIn way Google Authenticator) Aidiadvuuailnsaifiadiauavnat
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https://www.synology.com/knowledgebase/DSM/help/DSM/SecurityScan/securityscan_desc?version=7

Tunsidalidnisenadausiau 2 Madad nduadnsaiuasaa Tusalfiiouduaausiuare:

unii 1: uniin

o L7 duyaaa > liud wazadn n1sasadaudriau 2 iafa tiaidalddriiaaiiensded dausidniutiaditiunisea

Personal 72 — m X

Account Display Preferences Email Delivery Quota Others

Password

Your password protects your account. You can also add extra protection with 2-factor authentication.

Password: Last changed : 11/01/2020 Change Password

Sign-in Method

You can use a variety of methods to enhance the account sign-in experience and strengthen your account security. Start
by choosing an option below:

Passwordless Sign-In

Sign in to DSM via the Synology Secure Signln app or a hardware security key, without having to >
enter the password. Using a password is still an option.

2-Factor Authentication

Add an extra layer of security by implementing a second authentication step.

Cancel Save

o wiatdaldou Secure Signin Service Tu urvaILAN > Aulaaada > tieyd uar Wildanannawitnsasdiadinld

Adanulaandafduasauls wsa OTP awnsudunauifizasuasnisasdiaidilia

o n'li'laidalitou Secure Signin Service azfi OTP iugdaniendmiudunauiigavuasnisasfiacdinld

drusudiayariuduiierdunisasagaudiau 2 iade Tusag unaduil

laladviunisudandaiuiit n1sunilaviicutieilad warnasiUnilavena DoS

aagnsailnilas DSM rruna'lnanaiiacda’ludl laud nsufardaTulid nisdndlasiyddld uaznisiailaséia DoS

udaansnHei Lildsuauanainadniulic

1.

2.

17 wrwearuau > auilaaadia > n1sdnidas > nsudaniaTudic

vinesavuung waladviunrsudandanTudic

. flaualudlad Anuruaunenautunisaviadinia uazarluflad analu (u1i) IP

waaasdazgnudaatliatiudiwuanuneanlunsasfadinldidumainalussaznaiifiiviua

. vinesasnung aldviunisfuganisudaa uazilaualuflad antidnnisudaanudvain(iu) alandan IP

Laaasafiudaandvanduuiuissy
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5. adn 1af Waiufinn1sadvan

J Control Panel ? - A X

P} Q Security  Account Firewall Protection  Certificate  Advanced

A~ File Sharing ~ Auto Block

[ shared Folder Enable this option to block IP addresses with too many failed login attempts. For supported services and

packages, please refer to DSM Help.

Enable auto block

An IP address will be blocked if it reaches the number of failed login attempts within the time peried
enterad below.

File Services
= User & Group

B Domain/LDAP
Login attempts: 10
~ Connectivity Within (minutes): 5

% External Access + Enable block expiration
> Network When block expiration is enabled, blocked IP addresses will be unblocked after the number of days entered
b below.

° TEELTE Unblock after {days): o]
B Terminal & SNMP
Create and manage an allow list to add IP addresses that you trust, or a block list to prevent certain IP

addresses from signing in.
A System

Allow/Block List
o Info Center

Reset Apply
i o Iy )

wlalavrunisinilaviicudiialasAunistaudalranisasdainlal
1. 1 wweauqu > anuldaaada > tieyd > aisunilaviieyd

2. vinazavuung aladvunisunilaviieyd

3. fauluflad Iruuauneneuiunisasiarinied uazarludad anatu (uai)
in

laataudibivndaiaazgnudanmniiuituiuasvaasanuwenaulunsasdardinldianmainalussaznaniiivua

4. S wiu'leataudiiBivndadia Wilaudludadanidanaisdndaviieyd (Uindeannil)
nsunilasiieyfiazgnantdnnavannseasianisyy

"

5. @iy leataudinditdiada lalidauelu Aadidasudaa (uifivadvainudaa) asdnilasiigdazgnanidnuavainszasiial sy

6. Adn 1af (aiufinn1sdva

j Control Panel ?2 — A X

P} Q Security Account Firewall Protection Certificate Advanced

~ File Shari
ile Sharing ~ Account Protection

Shared Folder . . ‘
E Enable this option to protect your accounts from attacks by untrusted clients.

File Services I " Enable Account Protectionl
s User & Group Untrusted clients
n Domain/LDAP Account protection will be triggered if an untrusted client fails to sign in too many times within a

predefined period of time.

A Connectivity Login attempts: 5
s External Access Within {minutes): 1
~ . Account protection will be cancelled after a predefined period of time.
Networ
Cancel account protection (minutes 30
@ security later):

H Terrminal & SNMP Manage Protected Accounts

Trusted clients

7 System A trusted client will be blocked if it fails to sign in too many times within a predefined period of time.

o Info Center

Reset Apply
N RPN -
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lavAun1sTauduuu DoS

unii 1: uniin

A3 Tauduu Denial of Service (DoS) wluanuwenenuiyeialunisisueasudaisieianadilinsanlinulaan1sssiunsvinouaasudaig

TunmsudnidavnisTandnlauasissiani Wivineudunausiuale:

1. 1 wwvauqu > anulaaada > n1sinidas > ansdnidasann Denial of Service (DoS)

2. viwasasnang lal2fvrunisidnilavann DoS uaindn Taf

j Control Panel

fr Q

~  File Sharing

11 shared Folder
B File Services

as User & Group

B Dpomain/LDAP

~  Connectivity

® External Access
/‘\ Network

@ security

B Terminal & SNMP

A System

o Info Center

? — A
Security Account  Firewall Protection  Certificate Advanced
Login attempts: 10
Within (minutes): 5

Enable block expiration

When block expiration is enabled, blocked IP addresses will be unblocked after the number of days
entered below.

Create and manage an allow list to add IP addresses that you trust, or a block list to prevent certain IP
addresses from signing in.

Allow/Block List

~ Denial-of-Service (DoS) Protection
Metwork Interface: LAN 1 -

Denial-of-service (DoS) protection helps to prevent malicious attacks over the Internet.

Enable DoS protection

Reset Apply

dnsudayatfinduimdunisudandnTulid asdnilasiayddld wazaisdalasdra DoS Tusag unauil

2.13 11 DSM aavaaudinnatitgua

Synology ag3d&ddian DSM ataintaua asddinaarasindeiiaasivinisusulseweddunasnistsuilsedss@naan

fruflaznuzinaaAmAunisiiviuaainisalina DSM

inn1sdine DSM Gaadiatay

1. 17 gutianiiiviaa uag Synology

2. idanguannyasalanidastuy

3. lAuviu seuuil

ALiGin15 rasnansdumLaraNiTuaaliddlinn

4. 117 DSM > uWvarunu > dilinauazdau > ddina DSM

5. adn diuine DSM shadiiiay
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https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_security_protection?version=7
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6. tuntihsviladdwliiadn Bang tiadliviaalWa

e § Q DSM Update Configuration Backup System Reset

o Info Center Synology releases DSM updates from time to time. Install the updated version of DSM for new features,

security fixes, and improved system stability.
ﬂ Login Portal

Manual DSM Update x
¥ Regional Options

Please select the .pat file from your local computer.
B, Notification P Y P

File Path: Browse
W Hardware & Power

E External Devices

1} Update & Restore

~  Services
Mote: DSM cannot be rolled back to an older version. The applied DSM must be

.‘b Synology Account newer than the current one.
9 Application Privileges Cancel

Indexing Service

*** Task Scheduler

7. adn anav warsalilwdgnddiviaa
8. navanaudayadlianuazviniaiagunnnavidasvinesasvinaiudund) Wiedn dlina
9. adn T Tundaviiudu nsdiadvaralddialsziine 20 de 40 ui Tuseatndaaiszuussninsadiae

10. szUURZBRSNUENTLATLNALNATIBNALT ansaliaa RS ARUYTal

NUELUG:

o uAIANFUen DSM aaazlignuisaavinsacdusunauniin'la
o NMsaliaaAwsanldouiasnaiduargaaranandrodudiuagdunisaniuadl DSM aavqe

fvAdiinen DSM Taadaiudic

1. 11U DSM > wwvmrunu > dillinauwazddu > dilinan DSM

2. Adn A1scvAINsdlan

3. tunthevuuuifaddw aaaisadiuaainsavalsallfiliansianisu DSM Wiu gutianniiiviaa uag Synology

a o

o fndvdilinaddaiinAlaidauindruaruilaansanaciiniitingataadatudit (wuziii): augialissuudadonisdliaa DSM
AddagyTeadnTudd wwalvinulainssuuaasaaldsunisilasduagiana waavusinidaldoudidani

o fngvdlinnatgatanaianluds: augalissuudiadunisdlinn DSM TuiTeadaluidifian1sasadaussuununsddins tua

o nAvWidunsruuazliidudadulainazfadvdinaluinialu: Wissuuuisfauqanunmsuivifavuuiadivialifiainisdilian DSM
Tl aagusatdaninazaniluasdlinavavainlasunisuivifiauvza’lai
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asAdaUANUUANIS: Aadulainszuumsanadaunsalinaiifiadidfiale ssunaianagavannuyasalaid

1
]
A Q DSM Update  Configuration Backup ~ System Reset
W San o o
Synology offers DSM updates when new features are available or security issues and bugs are fixed to improve system performance
~ System and stability.
@ 1nfo Center el Update Settings X
Curn
‘ Legin Portal - Select how to proceed when there is new DSM update available
% Regional Options Automatically install important updates that fixed critical security issues and
bugs (Recommended)
. .
R, Notification Automatically install the latest update
W' Hardware & Power @ Notify me and let me decide whether to install the new update
External Devices Check schedule: sunday -
04 > @ 40 -
13 Update & Restore
Note: More notification settings can be edited at Notification.
A Services
e Synology Account

9, Application Privileges
A Indexing Service

! Task Scheduler

NUNELYIG:

o MsdlinadaTultaglddunisdliaasasviniunarbilddunisdinanan
Taairldudd nisddieasasazdsznaudianisudladnuasunndnissneianulaansdia
nsadinenanagsindefliaasiniarganasaisdsulgedsednaawnisvinnuuanmilaannnsudladnuagiwndnissneianulaands
waddnaddayaziinisualuadayviduanudaasdaingauniaiin Srusudayaiudaimdudlinaddey Tdsag unanuil
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https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/system_dsmupdate?version=7

unii 3: liyduardns

/
UNN 3: Tyduasdnag

3.1 fieyduardnsg

adNsass T ldilaldnisidnde DSM fuduidunasderinadugldiiavinlvinisdanistdaydglduas&@ndiiadiu

AnuansiindeInainasildnudunasgliudazae nsaugiaualwdiatu TadRuiidaiiu viadadardaausilunisidnge

Wigngnsindonagldusassanianguuaaznau

Asuaudnilunisquassuuvih ivaadunsanauvnanininsiansidugldvianguitifidnsuasgquassuu'lé

Hlfanwizouniinnsinnsdey a1 TWataasildsindu ¥3ausn1sua9seul wianaunugnIinfinIsasIARaUTTUL

ANTUALNANENIUAUMTRLATTULAa TiRAsTANaAszuaavihe IT washialiiiausiunusunuwnuiiana a6

J Control Panel

Group Advanced

P g Q User

~ File Sharing

Create |~ Edit Delete Delegate -

4 shared Folder Email

MName =

File Services admin

guest
s User & Group
n Domain/LDAP
~  Connectivity
% External Access
/‘\ Network
@ security

Bl Terminal & SNMP

A System

o Info Center

Description
System default user

Guest

Status
Mormal
Disabled
Normal

Normal

4 items

C

o

AssveAtAmdavAulydglduasdnianusaiivuamlaly unsaruau > Wlduwarngu Wadasnsiau

vaa

538A3

fg5uariansilduaznau

Tisegiidnusninfasdusaulusgiu aflaBzuduldviunuica Smsudayatfiudy Tusagunanuaales Wl way aau

ANULANLRY

* Fflanuninnsldenu: 35n153an1sanseilaiun Synology NAS zavqas
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https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/file_user_desc?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/file_group_desc?version=7
https://www.youtube.com/watch?v=_yecPU8ffEE

unii 3: liyduardns

3.2 1aataualiasnnas

Tu wwvmIuAu > Tawu/LDAP aaidnunsatdingin Synology NAS Auudnislatsnna3ififiag wdu u3nns Microsoft Active Directory, Synology
Directory Server w3a JumpCloud LDAP 16 lughug'laatauslaisnnad aadunsadansanidliduaslaisnnailuasiindeiwainasilddsiudu
ateasuan waruinis DSM 16

uanandl aafosusatd&au Synology NAS wavaauilulaataud Single Sign-On (SSO) édnéae &1su Synology NAS fivinntinfiidulaatausd
SSO glidndudavilaudiayasusasuasauiiagndvifeniiiaidindousnisuazalasalszuniionue

aatdusatldau Synology NAS zavaauilulaataud SSO 16'liinaaazidinsindunsnislaisnnasnsali

Tun1s3eusiznnsidngin Synology NAS dusuuznislaisnna’s 1usag unadruid

AULNNLAN

o duaziinlaiqdiu SSO w1 l2ifiu Synology NAS #ifiusn1siawu Azure AD 1aatine'ls

3.3 Synology Directory Server

Synology Directory Server walvinaidunsaIanstiydiatuunaznineinsaiu Samba 16 Tagsassuiaasilidduiialluae Windows Active
Directory:

o NMsInUsEANaauLAnNdaIUKUIBIIUaIFANs (OU)

o nMsldulaunangusmiunisinaisaiasal

o Nsldinsesasgausinuée Kerberos

o Wausadualnsallaataudiiviannviais

FaAugrudaya’lasanaiuavnaatitvlaanis Yansiadld danldalnsallanadsainTaseasivasdnsuadaa uazdiralawwu Windows Server

7ifiad gy Synology NAS aavaauéae Synology Directory Server aauffaaunsasiu Synology NAS uavaaudinfulamuiiastediuuag Synology
Directory Server iiatiudaiuauTaunuuaiuiazidausasrdaaiuainoiien

TunsFauiidanisdemtauunu Synology Directory Server 1isag unalnuil

AULAULAN
o duaziZulatlsindnisdnuesaznadrvsueilziaas Synology Directory Server ‘laatinvg'ls
o Fuaznnilasiiadazinadisui{laduas Synology Directory Server leiatine'ls
o duazAuaaIuTaunangudnnsu Synology Directory Server 16ating'ls

< n

o 1inladviiinaiaas "sysvol" uaz "netlogon”
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https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/file_directory_service_join?version=7
https://www.synology.com/knowledgebase/DSM/tutorial/Management/How_to_join_NAS_to_Azure_AD_Domain
https://www.synology.com/knowledgebase/DSM/help/DirectoryServerForWindowsDomain/synologydirectoryserver_setup_wizard?version=7
https://www.synology.com/knowledgebase/DSM/tutorial/Management/How_to_Assign_a_Home_Directory_to_Synology_Directory_Server_Users
https://www.synology.com/knowledgebase/DSM/tutorial/Service_Application/How_to_mount_a_network_drive_for_Synology_Directory_Server_users
https://www.synology.com/knowledgebase/DSM/tutorial/Management/How_to_install_RSAT_to_set_up_group_policies_for_Synology_Directory_Server
https://www.synology.com/knowledgebase/DSM/tutorial/Management/Why_are_there_sysvol_netlogn_folders

unii 3: fisyinardng

3.4 LDAP Server

Sundnisnisasadauaiauiiay g 1Ay LDAP Server LDAP (Lightweight Directory Access Protocol)

oo &

AaTdsTemaavuuituuwaanasuiitdlunaisnuuazmuaunisiinfedaya’lasanaifidaidulianndiunarvniuiniazing IP
AaEuNsanuadagida19g aaluavdnsuasnandidulaisanas LDAP iaaadnunugudayainauazianislé

iadem1 LDAP Server astagdnunsa:

o giwaandaanssuigsuasdniugviusnisuasigusina

o szynsivAINIsiiansatiiadindanisidinde e laataudluszudia lilaidinswa wialu'léldenu
o g5vuaziasviisuglduaznduainainudagnisuadnal

o ANNUANITEIAINITENFTTULLALIRRENULAY tHash AN NLRaadaTay a1

o drsaviiayauarddunisdoaigiudiaya LDAP wagiwatnauadnal

o 1l&au Synology NAS savaauiuglriusnisdranudniuiawmu Google Workspace

wndavnsAndiayatfinduiieddunisdert LDAP Server Tusagunadiuid

AUAULAN
* 35N155UMaNNILAAS lAataus Mac/Linux wihAuuinisiaisnnas Synology LDAP
o Juardivd LDAP Server 21av Synology fAu Google Workspace wiunis Google Cloud Directory Sync ‘leatine'ls

3.5 SSO Server

mnaaiav lasdLadwdndunaiaaiuu Synology NAS aggiavédvan Single Sign-On
#rensaniTuan Synology SSO Server msuuiasIntalwataduuuiudialisusarditdonalwindudiadayaiusasyaiiien
WenaazilduasnaazlasulsslariainanuasaIn U anasaINEINL:

o Jldandusasardayaiusaslunisasiiarinliiavyaidenuas laidindugasastaiinldualdunanarsnin
o padITaINAuUdnITInNsLalndladunasnaldTaa laidasiAuyadayasusasfiuanareAunasg ldsnadardulilugudayauasna

o sudiayaiigatalildngaaztraanifymrlunsasiiadilda

Tusansudn SSO Server davnistiiuannstatuunia LDAP vinou Tunisi3auiisnisdea SSO Server Tusagunadiuid
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https://www.synology.com/knowledgebase/DSM/help/DirectoryServer/ldap_server?version=7
https://www.synology.com/knowledgebase/DSM/tutorial/Management/How_to_join_Mac_Linux_client_computers_to_LDAP_Server
https://www.synology.com/knowledgebase/DSM/tutorial/Management/How_to_sync_LDAP_data_on_Synology_NAS_to_Google_Apps_with_Google_Apps_Directory_Sync
https://www.synology.com/knowledgebase/DSM/help/SSOServer/sso_server_desc
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3.6 RADIUS Server

RADIUS Server iiluunainatiutfuiiiniguanisanagaudiauuuusingud nsauanauaznstiad (AAA)
drusunisiiansateiaznauuuldsnanazuuulsanariiullsinaaa Remote Authentication Dial-In User Service (RADIUS) RADIUS Server
ahaliiaa:

o Fuldisuaaslsana 1 GsWas VPN uaraiadiasanglaatviinvtunwsannissassu RADIUS dnsuiaiazing
o HUATTINUMTAMLANANNLRaAAHUaYUsTIANASL T aNsaTiLane AU

o LlAANTTUINNIENTOTARAUMIAUGTI9Y ( v2iu PAP, MS-CHAP, PEAP, EAP-MSCHAPV2 v3a EAP-TTLS)

e 111din DSM amaluia3aviifiad, Tawuu wiagld LDAP analuia3av

e Avuaadiadndnlagasidaadviuglduasngu

o fineuFzaIULATENGIMIaTIEUTARLE A

drusudiayariudutAaddu RADIUS Server 1usag unalnuil
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https://www.synology.com/knowledgebase/DSM/help/RadiusServer/rad_desc?version=7

unii 4: WuiidiaAudiayauar Virtualization

/
Ui 4: AuAIatAudayaway Virtualization

4.1 Storage Manager

Storage Manager ulvinaannsadanisadnsaidatAudiayauu Synology NAS asragaunisldouiiuiidaiiuiaasiu

wazasAdaudNIWlasivivinauasn

Adfey:
Aauldeu Storage Manager aswAdsvinANuAULAaAuAANYisia‘lul:
o WaNuniatdudaya:

o 'lasvatinvliaaniivlasilitualasaldaiAudayaifefGanitwafuiidaifudaya
fnsaiuuadiuidaAudayanlildasunisdnilasiaanaTulaginsdaiAudayaidanin Redundant Array of Independent
Disks (RAID)

¢ RAID:

e RAID
lumaTulaginsdaiiudayaisanlasimenanwiaiadl Tiluniialadnaaadiviiaguiisnibaiiatfinanunumusdannuiauie
Usz@naaiw uazanuylunsiaiudaya

¢ szan RAID #isasFuasuansngfuludaingu Synology NAS aasqar dususnaasidan 1usag unainuil
uwazdayadnwizuadndndmugi Synology NAS

* JAAN:

o lasvdayaazgnasvdufidunuuaswaiuidaifudayauarnauiuidaiduidayafiugiudinsu Synology NAS
dayaTwainasfnldsiuAu laAans LasunALNATINNAADIAMUIZYNTALALTAT

- o

wanuiatdudayanaziagu

fnatuidaiAudayaatvliaaniiswanaziaaunuiinaduiiiaGuiaidudayalu Synology NAS aavaale dusudayaifiutéi
Tdsaganuzinlu uni 2.7

aatdunsa 'l Storage Manager > anwsau tadumdayadidgiAsdussuunsdatAudaya 1y &auzszuuleasin asldulagu
daya'lasW wazouiinmuanalll

Q Healthy
System i hesithy.

Volume Usage

322,568/ 880.8G8 36%

Task Schedule

SMART Test Drive 1, Drive 2 Ready 06/02/2021
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https://www.synology.com/knowledgebase/DSM/help/DSM/StorageManager/storage_pool_what_is_raid?version=7
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quazinnisyaturidaiudiayauaziaguiiviuanuadanai Storage Manager > Wuiidatiuziaya
Asaiunsinaausavinlaitiazdivagdugsduuunaznaisiiuaaisu Synology NAS:

Y

o tlfauilszian RAID waswadufidaiAudaya’lalaavidayavifiag ligaywie

@ 'Y

o wilaswadufvaiAudayaarnnissavimaguidaidunissassunaimagu

o

o lANWRauNulasiiRatinANuaInaiuidaAudayanaslasiiaya
o 1flal4f91u SSD TRIM iRatfinilsz&ndatwnaswaiuiidaiAudayataniy SSD
o sntfiunsuiadinuamTnaINsvinANEzaadayafiyafiufidaiAudayaiiasnanudaandasuaddaya

¢ vi1n15 Defragmentation syuylWdifiasulselsednaaiwnisidindelnduasiagu

aULANLAN

o Fusudiayatiuiin Tusagunanuaals wanuiiatAuaya Lag 2aqu

Hot Spare

1as Hot Spare iilulasWasasiiazanalii Synology NAS zasaaidunsadanwanwafuidaiAudayaifilssdniniwanaslédlaadnTuila

AadusanauninelasW Hot Spare TidntlaswatiuiidaiAudayadiaanununmusdamnudamazadiasatrviiaanilelasvyi Storage

Manager > Wu#idatAudala > Hot Spare

o

dia'lasuasruazvinliwanisdaiudayadfilsz&naniwanas lasWarsasazunuitlasiiil®avadeasvinlinadiufidadudayasiuisadaule
drusudiayariuidy Tusagunaruil

NUULUG:

Tdsansudianviuauazdadindacalui:

e ilszian RAID wavyaRtuiidaiAudayaazdasiianunumusannudaauasiasddous 1 TasWdulal ( 12u RAID 1, RAID 5, RAID 6,
RAID 10, RAID F1 wag SHR fdsznaudialasWatinviiasgaslasy)

o Auaad'lasw Hot Spare dasvinduniannnninainuauadiasiuuiadnvigalu RAID 1, RAID 5, RAID 6, RAID 10
wiayatiundaAudaya RAID F1

o Auaua'lasw Hot Spare davunnnitwsavinduainuauadlasiiluaigaluwafiuiidaifudaya SHR

o gunsaftiua HDD uaz SSD usazaaviidu Hot Spare 1ilfowaRuiidaiAvuiayaiidszian'lasiidenduiviniu fiies'lasW Hot Spare
SSD wintfudisgnunsalnilaswaiuiidaiiudaya SSD uazfiviay HDD wintiurianunsailasiuya HDD ‘16

wa2ad SSD

PR

uar SSD ludafszndaarldanalunisisuilseilss@naniwaasaisistd HDD dsudsenmsidnfuuuguiaanisiaifudayaiifinnsdndetiang uu

<.

SSD waswaz SSD Anvivwiaguuda LUN Tudsansiuindiaasfifmwisluueguingu Tunisdunrigu Synology NAS fisasiudiaasil Tusaqi

unauil

fiumal SSD &avissian:

o wazinuuatuatinddiad 14 SSD nivadrduldlunsdaiAudayaiarutasuazisolsz@naniwanuiinsaiunuugn win SSD
AuuarazlifidayagauiaiiasannnnauariiazdatAuanizaundayaanniaguliwiniu
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https://www.synology.com/knowledgebase/DSM/help/DSM/StorageManager/storage_pool?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/StorageManager/volume?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/StorageManager/hotspare?version=7
https://www.synology.com/knowledgebase/DSM/tutorial/Storage/Which_Synology_NAS_models_support_SSD_cache
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o uazianudiau 14 SSD atviiaagasdrlunisssnaranunumusanudaig Aauduwazratudiauagiisudaya‘lide SSD
ialinszAnannnisaiu/daunaziseanusinisidinfediaya

WdssianuiaTnuauaswaz SSD anadsenaudle SSD fudga 6 danasdiasdsznauadlialasiiseinnideddu
drusudiayaiuduidedudanmuuanazicnisavainaz SSD TUsag unauil

winaaliwilainwa SSD aunaladunzAunisldeiuaasaal iaawusinlvinasunisitmyiilu Storage Manager > WuiiiatAudaya >
SSD Cache Advisor a391ii1

SSD Cache Advisor agiiasgugluuunisliddayaifaqiuaasaanaziusinauianaz SSD Aminzanadiniuiaguiinauidan
aygnalisumsienziaiiusnatnviiagdaiutia il nadwaAwlue Godiu

drusudiayariuiduAeddu SSD Cache Advisor Tusagunauil

AUAULAN
AalaAfavANsauunANAtAadasaaldiiiiagdayaifiuiiu:
o diamsaANsaiddaiiagsvuasd SSD
o Aauvinwiasfanfiunisladuaad Synology SSD

o AuaTinustindusdInsuna2d SSD aaviuAatrinla

HDD/SSD

asyadauanwuaslasiuazafiunsfinaunaly Storage Manager > HDD/SSD
aadsavinesaldfilalaaduatfunisdeariiufivaiiudayanazsunay Synology NAS:

'

o asNaRauaNMWuaslasHuasna SINAIGIUNUY danuznsTadssyatiufidaiAudaya da1us &AW aau)l wINaLRUNAa T
wagastuLisuwg

o IRATWRMALIUNINAFAY S.M.A.R.T. itRanmadauaauzuavlasizavna
o Anualasiiiiaase Ian1s wsadanuzuyatuidaidudayansauwns SSD
o faldorunisuistdiauananistduiitssunaunisuas SSD uassasuanisifauiiaiaranislidoruiiaialivas SSD feaniisey

o Lialdvrunissasfunanilinutialfiudsz&naninuay Synology NAS

ANULNNLAN

e Tilsag unaul SusudayariudniAeddunitin HDD/SSD

< L4

4.2 asagnaNutIatiuzdaua

Y]

aatdaNsadug Synology NAS AugfiasBuiinifniaalasaliiandaniauanifiafinauafiuiidaiiuiayauasna

HI I EFT

agna Synology NAS aavaaudiaafiasuiiatfiufiuidaifudayalaanuuasnandaldidswnasyiiocbuiiduaaiuiidisasiaya aiasdu'lasu
Asaanuuun ivinuleadaTusitdiaiandadiu Synology NAS wazhaliaaaiunsadilinsafiuidaiAudayanasnaldadnesusu
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'Y

AatINTagE LIRS uTiTaLAudayaifininuasauaau Synology NAS uanuazgfiassuiiiiiansa atnelsfiau

o

waanunhiAuwaazsAuidaiudayalilualnsaliadaideiiialssdnaniwnnsliviuniadu

AULANLAY

o dmsudiayatAmduguuasyfiniaiu Synology Tusalid wivndd

o naadigiaidiuaudl aadusagaiialagdull Saniuiadaaudalfil

adnsaiidiausaniauan

innsadnsaiifiansdaniauan (1iu n1sa SD wdaailnsal USB) Miliansiaduainsal Synology NAS Tuuwsaiuasu > alnsaiidianucsaniauan
alnsalmauaniiiansaazdsngiiuinateasldrnduissuuasioiiu dealinadunsadindsniuzuasiaslle

Asdiadeunaina USB Copy alvinasnunsadnaan inasynine Synology NAS wazaiasaifitAudayanmauanuasnalldnainvaiaia
Synology NAS azapantanigszuulwduiessuusiiu USB wintiu: Btrfs, ext3, ext4, FAT32, exFAT, HFS Plus way NTFS daswasuue External
drive AifisvuylWdadudauldeiu drusudiayacingu Tusaqunauil

wnaafadsidindviayafidaiAualuszunlWs exFAT aadnansafndunaitna exFAT Access uu Synology NAS ‘L6
Tusaguunarnuiidsudayatfiududmduunaina exFAT wag unaudl dausuguidindule

4.3 Storage Analyzer

Storage Analyzer Tiqauasradaunud TWinn1sldoiu Synology NAS uadnatiaasiu
#51vunsnauliasunautegasidaatisdunisidagudealinaudanisssuuwardiunsdea iimuneau dvsudiayatfinegu
Tlsagunanuaalé Storage Analyzer

4.4 SAN Manager uac Storage Console

vin¥ Synology NAS wufiuvidaiAudayauuunenadivsunauiiieasuasnaiiia SAN Manager aauannsautivaiulaquiiaasy LUN
wasifiansalaaldudaiseiainafiudidaiiy (SAN)

o,

Synology NAS uaufiuidaiAudayalédiunissusasdiniu VMware®, Microsoft® uazuwaawasu Virtualization

Sao

duq wadssdndawlunisiansiddediu 1ieinay Synology Storage Console for VMware wagtiasaiu Windows
iadanisszuuiuiidaifudayauasnalu Hypervisor

o L32an321319 iISCSI wuag Fibre Channel ulidsiaraaiialiviuiidaidudaya SAN aavaatag n1sldeu Fibre Channel
davldainduazasualinasAuiaswa

e &9 LUN wuu Thick-provisioned w3a Thin-provisioned iiufidaidudiayaluszduudan

o inilaviidaiAvdiayassduudandiadiaasauuldanuaznisvindiiundaya
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Tuns3ausisnisAiuamA1u3n15 iISCSI u3a Fibre Channel Tusaguunauaalé SAN Manager dwsudiayarintduifedudanau
TusagunanuLAaidu Synology Storage Console for VMware wagtiasiu Windows

AULANLAY

o Tlsag Asuuziinnislaivud Susudnusinlunisiiade Synology Storage Console Tusnniznisidoiu VMware

4.5 Virtual Machine Manager

Virtual Machine Manager (ilu Hypervisor &5u Synology NAS ansiuuy aatdunsasuudais Windows wia Linux Tuszuu Virtualization uu
Synology NAS uasasvdusuaugilusyuy Virtualization wav Virtual DSM

gadaanssunisadainasiralinuaiuisainnis Virtual Machine uaznisvinoudinussuy Synology NAS annwasiiaiia e
FadsnFuennsasausinsanlioiu uazdia Virtual Machine 521319 Synology NAS duq wiadniiu

dnsunisdatlasdiaya Widndasssuuiafiauaasaadiaununistnilasnuuswuldasuasnisvindundaya

<

uannnildeidiaasianunsauldouludigotiiaaanataavinnuuasssuuls

drusudiayariudutienduuwatnawazWvddu Tusagunaiuaiale Virtual Machine Manager
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5.1 Shared Folder

Synology intaualnaleasilidnudugasnladuiuiudaiuidayai lduaznisdnde Induuunaialaid

Shared Folder

Shared Folder #@a'laisnnasfugrudnsudaiinluduasTwaiaas Synology NAS
Aadiadas v TWatnasilinuduadvlianviisinalnasnauiiazdaAuiayalag

'Y

FarAudiayalulWainasilinudunuusdiudd wialdsrududugldnianquildissulaanisinuad@ninisidndonuufiinuaiad
aadvanusarinsia wateasvildnuduiiaiinszaunistasduladnidudu

oo

wingavnsauiitas v Tatnasildnudunazzunisuuslwd Tudsaqunii 2.8 wiaunanuaalé Shared Folder

o

Atdandugedniuinatnasildiuduiudniiaot:
o MslaaulnatnasAldsnduriiagsvaiunuunnuaziui (wiauldouanizuuiagu Btrfs)
o mMatdalduiiaasinasaladaluinatnasildnudiuiiadaiuinadignavwazinainasiinadasnisiviiaya

o N34 Key Manager tiadanisadnisidinsiauasinatnasildnudu uasifiaaaasid iwanasildsuduvaiainainaswiandu

AULNULAN

o Fuliisunsarindvinatnasiitaisrufiuuu Synology NAS wiu SMB 1i3a AFP siusnunsavinazls'leiing

Wawaas Hybrid Share

IWatnas Hybrid Share fuduidaiAudayauuranduaslagiuaaiidaisisazaad Synology da C2 Storage aaudunsaunvitainas
Hybrid Share iidulszianuasiwataasilisiuduuu Synology NAS uaziiausa Synology NAS uwuuaialuasdnsuasnaiiu

C2 Storage \iatnnvitwaiaas Hybrid Share uu Synology NAS ua? aatazaunsagiayaiatuuaanadriviua’lanialuiniag
wazuwadanIWdndinfoagauuladaialu Iawnas Hybrid Share wiludiaasuas Hybrid Share Service uazanuisahalvinavindesaluile:

o ManaviWdannuanadaiuii: wnvilwaiaas Hybrid Share w@ignduuu Synology NAS nanawaaviiatinfeiiayavidaiaulisaueud

« Disaster recovery: Lnvilwataas Hybrid Share uu Synology NAS
iiadindedayaidaifuionuaiuitlaalidassitutiunaunisifudayaflduainnndadnalads NAS Tul wiatAanisaualuaslasd

Aadiaviidusalufiiiazudu:
o nsalAsTdeu C2 Storage wwu Advanced

¢ Synology NAS #i5uuu DSM 7.0.1 fiu'ly
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e Hybrid Share Service
¢ 128 Btrfs fiagtunvilwawaas Hybrid Share
o MstiansiatA3anaAauan

frusudiayaviudniiedunisfiadeinatnas Hybrid Share Tusaguunainuil

AL

Synology NAS 1dinnsitins¥ia AES-256 tiadnilasinainasildsindunasinaiaas Hybrid Share annnsidindeilulésuauae
o Iawmasiilaisrufu: msudinsiddudidand niuiwaeasldsiudu drusudayaiiudn Tdsagunauil

o TWawnas Hybrid Share: TWaiaas Hybrid Share aggaidinsauu NAS aavaailsuanaunsanalaulidy C2 Storage
walvduladvanulaaadavaviaya aadasld@dnisidinsididianvinazaansiainatanas Hybrid Share nainataas
dayaavdinsgnidinsidluaasdlTuaauaslunaziaiAuuu C2 Storage

ang

aadnsalidnisded1&ns Windows Access Control List (ACL) &wsulWataasildsindunazrinaiaas Hybrid Share 1aTaadnTulié
gz alvinasusadiivuadnidaviuusaslwduazinataasiu Windows ACL 16tad

5.2 usn1sIna

SMB, AFP uaz NFS

Anuarllsiaaaatadazina SMB, NFS uay AFP uu Synology NAS aavaaitialdiduguanisuzs g dansIndluTwaiaasvldsiudgu DSM

o

Narauinaslaataudiaiauqaldiuidaiduidayanialu

DSM sassulusiamaaildduim liidalrnisidindeiisrusuannailnsal Windows, Mac uay Linux
o &115u Windows: SMB/CIFS
o §115u Mac: AFP, SMB

e &5y Linux: NFS, SMB

a wa a oo

weagsruudficinnsasildsiamaanisuasiWduuuiuinAdlvdssanaawidfigadvsuuwananasuiug SMB
savsussuuliidnsivandssian uaanatiinil NFS way AFP usazldsiamaadefinisideiusruanuilaaaduiinuanenofu

wingavnstdaldiuilsinaaanisuusinadviivadviiuly WlUA wwemuau > winsIWa dunsudayariutiy 1lsagunainy SMB, AFP
wag NFS 7iAmdag

FTP

FTP (udsiiszanlunisuas Iadugldisinuialiugdn gldarunsatingeidswias FTP anamaufieasiaaliiuiusiaasvialaaiaud
FTP aardnunsatiuseduanudaaasdauasnisaralaulésaa FTP over SSL (FTPS) uay SSH FTP (SFPT)

TunsBauiiasnsimuuasIuins FTP Tusagunanuaiala FTP
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5.3 File Station

File Station tiugdanmsIWsludndialiglddrdonazianmsludldarviaans uwuslwdatvilaaadudrafdninsdindevidinuaiaslé
warddnsuastinsn Taadusiunibsnuguaiiag IWdviviua sudanwale twag wazwinsziiviwdasaviaya

Aasiinindsznaudie:
o sugueinsudindelwdcmanisunviiwainasszaylnawasiuidaAudayauuaanaasisaslilde File Station
o g59aualWddniudlileld DSM wiadlTvuaalwaldde Synology NAS

o WhdvlWdannnaicranalwdinduiiadaitia DS file

wingavAsausLAuey Tusagunauaalé File Station

5.4 Synology Drive Server

Synology Drive @aTaigiunisdanisladnasnisvinnuniuduiasaunau dehialiaainnis was wasvinousuduiiauineu
TaaldlWdidenduldaiodntaans Tluwnwatnadsenaudle — Synology Drive Admin Console, Synology Drive, wag Synology Drive ShareSync

TuAaUTARMTHUATZUL HQUaszuLaIuTainuainalaasin asnadaunsifiausa’laaiausd LazInn1INITEIAILEATEAYY; wasialiuuag
Synology Drive ahaliinnausiunsazang 30015 wad wazvitounuduiiaununulealdinduastWaiaassindu; Synology Drive ShareSync
unalwdinduiidelasluadwae6199 Tu Synology Drive tinu Synology NAS wianaLa3ag

uananfl Synology Drive flaunwsandugndsiaadvial (Synology Drive Client) uazuadiiadia (Synology Drive)
walwdnduaiiifiaduuuwaawasuilasuanuiauriviua

@81 Synology Drive aauaunsa:

o g1savdiayalldniatuia’as: duAuardisaviiaya’lnduualnsallaatausd

o MaauAunasHY: LAuFn16he 32 nasfusdala WaAdu Intelliversioning uav Synology Drive
Aralinaniunsldaunlasid A iigalile

o anuAusatunsandseuuaanlal: dnuyalwdididnlddadnsallaataudiianisidnfeiisaciiag
wiidiaainsallaatausuasnaaanlaiiat

o Asuanldaudiayavianelaie:
9Tasludlwduaziwataassvinvuareladoiurialvinaisidindeannaaludradunazsiindssdnannivinisvinounudululwdsznineadineu
uannnildefinisdrsavdiaya’lwadiiududndae

o ANSYVIIIUSNAUBULIER TN A1suInTINAY Synology Office uag Synology Chat 2hendin Productivity vinvusiuduiaalidianans ailsadin
A lad waziBuNTRUNUILUETAYINIIY

wingavAsEausLRuLiuLAeAun1siiade Synology Drive Tdsagunaiunials Synology Drive Server

AULAULAN
o NWuniadiuzayalu Synology Drive Server 1naazisiu Susiuisavinarlsleiineg
e Juardrsavinyauunauninasinag 1z Synology Drive Client ‘léating'ls
o Fuazdivdiayasriiine Synology NAS vanuin3avrnu Synology Drive Server ‘l6ating'ls

38


https://www.synology.com/knowledgebase/DSM/help/FileStation/FileBrowser_desc?version=7
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5.5 Cloud Sync

1ausia Synology NAS uavaauAiu Google Drive, Dropbox waziuinisaanaansisagdus tiadgiaanduuulausiauasnat
Lldanszninensdvias luduuunvifienviagasmotiadrsaviiayaniadivddiayasenitg NAS SrufuasaaIaas15ay

Ao usaldnisdeTasluziuuuniaidadiagisasdiayaain Synology NAS ludfvaaridaisisay vidadaranivdus
nstddsunlasiwadfidaranivaasnisdeiasludasligdinansznuaalwasunig

Tunaziiendu nsdelaslugduuugasnivasvinliiluadsineg uu Synology NAS wazluaandaisisasiuiiaudu
TagdlTuasuazanituannsildaundasivaassnuinadn Tula

ateasniieg aunsadedlddvaandaiaisasuinninndonie wialddonaradyduuaaneifiaifu tiagsvnisdrsasdiaya lwdnananv
aadnsatdanlwaduu Synology NAS vizanandasisasidasnsdelaslud wasidanvuasnsdelnslud

aadsalnilaslWdAideddinanisidinsia AES-256 atlasAunisidindeiilulasuauaie

MEMIAINUALIANIUATTIA MsAndaninila wiansandanisldeiunswennsszuu aagunsailasdu Cloud Sync
Lilrdenansenusatadwdiatiunianisdszananadug

wingavnsiauztiautiedu Cloud Sync Tusagunanudl

5.6 WebDAV

WebDAV (n1sliinisauanauazaisiivuaasfunuu Web-based) iiugiunenauasllsinnaa HTTP
ihaligldarusadamsididadvuudsinasszaylna Tusuasulaataudiiladisassu WebDAV saufiv Windows File Explorer, macOS
Finder wagddnnstwa Linux anunn

navaANGiney WebDAV Server wé aarazanunsanvinasidindsiwatnasildsinduuuadnsal Windows, macOS w3a Linux ‘16

WebDAV fitiasisalufiitntianintusienaanisidinfelwdaug:
o Mdsy&nanwiisinin CIFS/SMB over VPN
o savsunisuAlaiwduuadnsallaataus

o ldfilsglamiannnissneannlaandauas HTTPS

wingiavnszauiididalderu WebDAV uu Synology NAS Tidsaguunaduil

ANULANLAN

o Juazainfvlnauu Synology NAS 6inel WebDAV 6atine'ls

o Fuanininulfiinuann WebDAV Server 1iltiv Synology Calendar ‘léatine'ls
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6.1 Active Backup Suite

Synology NAS, PC, Server wazlaiqiiusdisavdaya VM

Active Backup for Business

Synology NAS aavaasunsatiuilaianisnisaisasdiayauay Synology NAS 8u aaufitnasdiuuaaa t@swasmienianin t@svinaslus
wag Virtual Machine 16

Active Backup for Business tilutagdiunisiatlasiiayanivgsdanuuaaa-du-fuitialiaadnnis Usuli
wazasAdauvIug1savdiayaidirviuatasrataviudvsunaiaalnsal luswmldssiugueaiiaswvioideldacnodinaaa Active Backup for
Business dsznausianaulaanisguassuutaznasiianisddu aaulaanisquassuumalvinaaunsalsuliduasfnaunislnilasnaraainsal

o

wasansAauavigguassuuidswnasuauvanaWigldndugguassuuuazdldlaianisaunsaldnge Bang andluan

wagdaudayadnsasle tindssdniainnisdnsasdiayasiea Active Backup for Business liigeagadiaimalulaiinisudndayadidauiiissuu
asfivdadiaya wazasarsavdayasdiuiin dowiidayaazldsunisdisasarnunanasuiiuane1viu Auidaiudayaignldlddunis

o)

dsaviiayalienAufzanadatiouin

fiv'laln3iiu feidansddualnsaldrsaviayadinainvaia tiu nsdduailnsaltdugluuy
wagnsdAulddonwannasuluszuy Virtualization wuuiui WWasauauasanudasnsdnu IT Auaneredu WalAadaRd@diu IT du
aadunsafviayadisadldadnnaiziiaannainsuaga triusns uazdulalddvanusdaiiasuasasia

Active Backup for Business savfuainsaidrsaviiayacalalii:
¢ Synology NAS

o paninass uyanaild Windows

o LEsWasMIMaawiild Windows

o EsWLITMINM A WATY Linux

Virtual Machine wuu VMware vSphere
e Virtual Machine wuu Microsoft Hyper-V
o L GsUNaS NI T 1UsInmaa SMB

o s nas a4 TdsInmaa rsync

mnfaINIsFauRIENsE v udsatiayad usuLsaralnsailu Active Backup for Business Tusagunaiuaials Active Backup for
Business
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Taiqiunisdnsavaiaya Saas

Active Backup for Microsoft 365

ArsavdiayadrAryuunanis Microsoft aavqau Léwa OneDrive for Business, Exchange Online way SharePoint Online é3e Active Backup for
Microsoft 365 g1dieu Microsoft 365 sia'lulil: Business, Enterprise, Education way Exchange Online &unsadisasiiayauuuinins Microsoft
11léiv Synology NAS

Active Backup for Microsoft 365 dsznausranaulaanisquassuuLasnasiianisiau
AaulganIsguasTuuAadunasiidn1sIANITLUUTINAUL Tofquassuy Microsoft 365 syuuaiuIsags1vug1sadtiaya
anadauszauznsdTaviaya wardansnsldiuidaiAudaya wdvanngauassuuvinuadisasdiayalunauldan1sguassuuunan
#ldagaunsadAudayadrsassraauaslunasianisiau

@281 Active Backup for Microsoft 365 aatazanunsailnilavdiayafidaiAuuu Microsoft 365 iRaaaanuiiaviidayaasgavialvitdaaviga
wazfviiayadisaslaadviianeu nsdrsasdiayaadtvsaliiavazaralvigsiaciieg drsavdiayavinisgldludneaealiiaghivea’ls
gonalianuaviidayaasgayrneanaudatiaafige Wiadasnisddudiaya Tunasianisdduasinisdfuadivasidas waznissvaandaya
deaudayaludesiuniadiulaadioditaans viasilvaadayalddvadnsalnialulusiuniodien

sanseallfidadidannisdrsaviiayadisassugnsuuaazuinis Microsoft:

¢ OneDrive for Business: W& &nan1suuslWa way Metadata 7iviendiag

« Exchange Online: naavanuung 5709 duia TasvasvTwalaas IWduuuzavda nadiadiasa wavdfiiu Hudelwduuuuasianssuy
o SharePoint Online: laus3ianaisuazananiseneg AdatAuatlu’las, My Site uaz Team Site

wnGaNsEauzIsnsasvusdlsaviiayalu Active Backup for Microsoft 365 Tisaguuadiuil

Active Backup for Google Workspace

Active Backup for Google Workspace 1é5unisaanuunanifiagisaviiayafidaiiulu Google Drive, Gmail, Google

Contacts way Google Calendar Active Backup for Google Workspace isenausianaulganisguassuuwasnasianisiamu
AauTaansguassuualvifguassuuuay Google Workspace shunsagsiveusisaviiayasdmsuiieydl Google Workspace 1i9viua
wazlviduipasiauuunuduansaufiaasnisinnisuaznisaradgauinsaunau wasansAaulvinnsddudayadidisasraaurasd1viug
quassuuuavildnliladauassuu

&8 Active Backup for Google Workspace

aaagausalnilasdiayafidaiAuuu Google Workspace viiaanainuidusiidayaazgaialiliaafign

wazfviiayadisaslaatviianeu nsdrsasdiayaadtvsatiiavazaralvigsiaciieg d1savdiayavinisgldludnwaseaiiiashiviaals
gonalvimnudavidiayaasguvnoanadiudaiianiige WasdavnsAdudaya luwasianisifuasinnsdduatiivasidan wazn1sdvaandaya
Afudiayaldoswnladnldatioditaane wiaanulvasdayalidealnsalnalulunasianisdfuiiien

sanseallfidadiidannisdrsastiayaiisasiudnsuusazuinis Google Workspace:

¢ Google Drive: 1Wd &ngn1suusIWa wag Metadata AAeandiaslu My Drive uaglasiiinus
¢ Gmail: agavasunune sIndsthaiduiasiwduuudua

¢ Google Contacts: diayashadafinsa

¢ Google Calendar: U§i#iu saufivAanssuludfnu wiaudulwauuy

wnfavnsFausIsn1sasvanuarsastiayalu Active Backup for Google Workspace Tisagunadnuil
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https://www.synology.com/knowledgebase/DSM/help/ActiveBackup-Office365/activebackup_office365?version=7
https://www.synology.com/knowledgebase/DSM/help/ActiveBackup-GSuite/activebackup_gsuite?version=7

unii 6: n1sdsaviaya

6.2 USB Copy

USB Copy haliinauaiunsadaaandayaszniitg Synology NAS uazailasal USB daiAudiaya wian1sa SD

tialszandanuasiunidafudaya
adNsadInuansivasaldiid niusunisdaaaniialriiulainawisdayaidelavintduniagylasunsuaniddau
waziawignasfurasd i iddvintduiagldfunsiAusnun:

o fATAYLLUAUALAYANNTTLANLATUNURAR THE
o TuinansvindLnaIuLiin ANTiitsas wagnalanasiu

o Msuyulsunastudi iy Tnuag IuIvaIanasiu

aaldNNTairuaIIuNTAaaandusuLdazalnsaldaAudaya USB/SD 1éiav afansaailnsalfitaalddniuoiunsdaaanidndu
Synology NAS szuuagdtuunuazldnisdoarnauniinuavalnsailnadnTula

WnfaNsEausLAAUIEA 99 IUNTARRaN TUdsaguNAIUTT

NUELUG:

o ailnsaldalAudaya USB/SD vivuualuszuulna Synology sassusaldiisnunsadaaandayaliaduain Synology NAS 'l6 FAT32,
NTFS, ext3, ext4 way exFAT
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unii 7: n1sunilavaiayauu NAS

/
uni 7: ansinilaviiayauu NAS

7.1 msdsavaayanisAaiuuaal DSM

Taalafuainsarsavdiayanisiinuasiszuuazhalianauausadviayanazdaunisaealaan1vsiaia? uazdnaannalassaleg
ALEINNTaAYAT DSM TridhsaviiayanisAiinuaaissuyludetiaydl Synology navaailaasdnluddlalu wwemuau > dillinauasdau >
AsANKUAAINISANsavaNa uananiifiaiunsadisasdiayasraautadiiiadiayalasunstiuiinlddenaniiinas

JControIPanel ? — A X

P Q DSM Update  Configuration Backup  System Reset

Syst
ystem A~ Automatic Backup

o Info Center . . -
Back up your DSM configurations to Synology Account automatically and periodically.

Login Portal ~ Enable automatic DSM configuration backup
% Regional Options Backup status: Data not backed up

® Auto encryption
B, Notification

Self-defined encryption
W Hardware & Power

External Devices

~ Manual Export
1) Update & Restore

Manually export a system configuration backup file (.dss) and save it to your computer,

Services Export

;6 Synology Account
~ Restore DSM Configurations

] Application Privileges . ) .
Restore some or all DSM configurations from your configuration backup file (.dss).

3 Indexing Service Restore

= Task Scheduler

Reset Apply

a @

TunsBauiiznsavAinsaisavdiiayanisAnruadlIssuy DSM Tusagunadiuid

7.2 Hyper Backup

Hyper Backup e lvinauanisagisavtiayanasifudiayavivunuauy Synology NAS waiu ANsAIuaaIseuy NsavAI&ns wadwaiady
Taweas Wa uag LUN datdandaranienisdrsavdiayafilviunnuneg syudvinateasaialuaiag, NAS seaslng, d@sWnasina rsync
waguanaglvivinisaa1na deashalvinaldsuanuiiandulunisaivnagnsnisarsastayanindu

funsatiusnaEnatanasiunsdisaviiayatiaifusnudayadisaslvinsanliviu uazhiaanldandaans
dayadisavargatiuinm lugrudayadidiisigdeaiunsaBang anilvas wiadau'ldadrvinaaalaald Hyper Backup Explorer

vuuwanwasu DSM, Windows, Mac uag Linux

wndavnsEauIEn1sasvudsagtiayalu Hyper Backup Tdsaguunaiuil
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https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/system_configbackup?version=7
https://www.synology.com/knowledgebase/DSM/help/HyperBackup/data_backup_create?version=7

unii 7: nsuniavaiayauu NAS

7.3 Snapshot Replication

1nilas NAS navaadiaunuduuldanuazaisvindiundayaidiinuanar’lduazuuuunuazsiiui

guuilfanfagoruzuas NAS aavaalu point-in-time WaufSauiiaudunisdrsasiayacdusluuy sunilfanazlidundaidudayaiiaafige
wazdnsadzlanatulifiunifialissuu Btrfs dAudayauavnalaaldstuuldanudanndayagaumaiaa bidelaniadianislans
Ailseaudsine viadayatdanie aausgiunsaguastunauniinvaslduwazdauleaacisdnaanalu File Station w3a Windows File Explorer
auauuldaaAarfilidasnistasdaluldd wasiinduiiielunsdadudayadianisiuuaulouianisiiuinm

winaaudl Synology NAS isavsu Snapshot Replication

wnauiaeias padunsavindunduuldan lilde NAS szaglaa tiasarnanuilaaadalidudayauasnaunniodiu
Anuanainsvingiutiagsvanuldanuasinainasildsindu/LUN udsedn wazaralauauuildan'lilde NAS wadasdu
Waldsunsardindesiunivaasnisvindiiundaya’le aasuisavinnsinalanasiialviiuladonisidndelWduu NAS wa3aviu
Asanadaulinilainaadidedayauu NAS sasaaldianaidulsslaamiluaise3auuny Disaster Recovery uavnan

dvsudayaifinduimdusuuldan Tusagunainui

7.4 Synology High Availability

High Availability nunafielaigdusduuuzagsniaifaaniuuuiifaannisngasinuasudniseive Ainannanuiiadnfizasidsvinas dia
Synology NAS &adta3ay aatdnunsald Synology High Availability Tunsane "addienas High-Availability" @ei@isWinasdaniiazsuununvdu
"W@sWasivinua" uazdnedasuioiiu "id@sWnassas"” Awsauliou

dayaionuaidaiAuuudsWnasfvinuagayldsunmsvindiunlddogswnassasuuuGaalni Taalinalnnisisasdayatuudaalng
Fothalvidulaldidayafivindriunionuaasainnsalindolaaa195a3Ina9antAaLa ANUANURILAIENTAWIT TIURAAIULAYINIIUUDY
uinsliidatiaafiga

TunsiFausisnisdumaddiaas High-Availability TuUsagunartuil
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https://www.synology.com/knowledgebase/DSM/help/SnapshotReplication/data_protection_mgr?version=7
https://www.synology.com/knowledgebase/DSM/help/HighAvailability/wizard?version=7

unii 8: anulaaadia

/
UNN 8: A ulaansie

8.1 n1savamulaaafia

ln1lay Synology NAS aavaaiannsastiardinldili'lasuauanadangvsiaad asufandnludd waznisinilasiiad annunsaIuau
nsava W Haadninsauazialvinauaiuan IP waansaudauinisviagidngy DSM 6

AraasmsuiandnTuliduaznisiatlasiadazahatiiiula'léin Synology NAS aavaatazilaaadaainnisTauduuu Brute-Force
Taadlaasavnanazudan IP uaatasausaiiayd DSM fifidnwuaislunmsweneuasarinldunniullaaludisnaififiivuas
iafiauweneuasiiatinlid NAS wsaudni1s619q annung IP fdfidiunanuasfagld/sWariuwuugy nsudandnTwifazilasiuglduas IP
wantesatulilidings NAS 16 aisdailasiigyfagvinounuuiia funsdsjoivluiigyddase Taaudanaisidinfeuas il figydia1uue

Tususavann Let's Encrypt w3amihiaugaaniususasasiiasnuanulaaaduuasnisiiavcalidnduain DSM anaiiausadu DSM
duiuiusiiaas Tususavaziinsiadayaideszning DSM wazluniaasiiiatdasdunisadadudayafianaiiadu

gunsaduansavAINIsFnANNlRaaA 1A Ty uHvaIuAN > ANsEnaulaaadia wndasnsEausiAnGuLALIAuATAYAILAAN
Tisagunanusaliiiauardu: Wsraasd ansdnilas uazlususas

8.2 Secure SignIn

13015 Secure SignIn fixayjuvnanaifiadiudseanulaanialausinzaciiayd DSM Tuwsaudulvidiidannisasdatdnldildouditauasinney
Mansldwsanduuuunzadodian (nsawifnsasiawdinld) Adanulaasdafiduaisans aasusaastadinldldlaaligasesenndunis
AuvsiaNuMIadIaY ndasnsinaNudaaadalidulydvasaa Widaldeudidannisasiadgauadiny 2 Tada navnnlaswaeEuLa?
Tudupauiigavuavsnisanadaudmauy Wlanannsianisaagauanugadanuuldasoided (OTP), nsaudifinisaediaidinld

-

wiaddanulaaadaviiduasauds tiadssaunisallunsasiialdnldisusu
Synology finadesagausiaunuuiiadiafia Synology Secure Signln dusunisaudfidrzanisasiatdnld uaysuswa OTP

P

mnfasNIsFauinGuAmArIinsasiiainlduasnsasiagaudiau 2 i Tdsagunanuaaladisnisaviiaainlal

8.3 Security Advisor

Security Advisor Tin1sasyagaudumnudaandauunisaea1szuuray Synology NAS vinsaungau
Tagagdunumynaaud uaudaaadanasividuusiniialvinaaiunisea

@8 Security Advisor aatgnusaaslagausuaulaaadusalufiiialvidulafeanulaaadauasdayauayssuu:
* NTATIATUUATAUTRWIS

e AseTIARAUANNLNNTUAITANALANUDITHR KU
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https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_security_firewall?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_security_dos_vpnpassthrough?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_certificate?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/SecureSignIn/signin_method?version=7

unii 8: aulaaafiu

° ANTRUAUNITAVIAITTUULRYLATANUTALALN T
o AMFILATIEWARNTTUNTRITa TN TdAUN R

e AaNARaVSULAaLIATHU DSM uazunwatnariwiauldou

ALRINNTATUATATARAUTTLUM EAULAITamuAIUanAT L uussiag uaNuldrandafidasns
WIAATUUATIENNTATIARAUTINAUFUAIAIIUGDINITUDIAALGILNILAY §IUTTATIUNAANEE19 LHus e uT e/
Tedaudransavuansaedlav Security Advisor > diugy > AN5GIAITILNIV WIAGRINTFUEURIUELINR 11U unsauan >
AsuAvtdiau wastdaldouusnisnisudeiiiay

mnfasnsEuauldeu Tdsagaiu 2.12 §rusudAwusinfiazdunau

drusudiayariusiu Tusaqunanuaiale Security Advisor

8.4 n1silavAulsa

1nilag Synology NAS 2adaaiannsdaanaiuidssaedsiaaialagiuilasdulisa aadusadunuivszuy aunulnatnasiniinue
wiafnuanaIUMsELAUEA TR FrudayahiizazlasunisddiaaTaadn Tuddidalvidiuladeanuldaasdagoss

figavuwatnanisilasAulsainsanlivulu Package Center: Antivirus Essential (w5 1diiduiunisaunu ClamAV) wag Antivirus by McAfee

(W3nsdavanszdu dundauTaaduiunisaunu McAfee) aansudayatfiuiiu Tusaqunaiusalidl: Antivirus Essential, Antivirus
by McAfee
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https://www.synology.com/knowledgebase/DSM/help/DSM/SecurityScan/securityscan_desc?version=7
https://www.synology.com/knowledgebase/DSM/help/AntiVirus/av_desc?version=7
https://www.synology.com/knowledgebase/DSM/help/AntiVirus-McAfee/av_desc?version=7
https://www.synology.com/knowledgebase/DSM/help/AntiVirus-McAfee/av_desc?version=7

/

UNN 9: LAFa2NE

9.1 n1swinavannNaUanN

w1n Synology NAS savaasdvataialuraiaznadiuuaaa (Lau andaduisieaslugiuslaaiaud)

AatIsaiIruanIseuAIAsLEndvanaauaniialiigunsaidinge Synology NAS aasaalldananaiisiiuduinasida
fruflazadunafugiucieg Admdasduanuiznislunisidindeannaiauan: QuickConnect, DDNS wag Port forwarding

QuickConnect

J Control Panel

fr Q

- File Sharing

] Shared Folder
File Services
s User & Group
n Domain/LDAP
- Connectivity

% External Access
':\ Network

@ security

Bl Terminal & SNMP

A System

o Info Center

QuickConnect DDNS Router Configuration  Advanced

QuickConnect makes it easy to connect to your DiskStation from anywhere. Just enable QuickConnect below
and register for a Synology Account.
General

' Enable QuickConnect

QuickConnect ID: MyDSM-TD i

Connect to your DiskStation anywhere
On web browsers, use the links below:

DSM: http://QuickConnect.to/MyDSM-TD

On mobile devices and computer clients, enter the QuickConnect ID below on the login screen:

QuickConnect ID: MyDSM-TD

Advanced

Configure port forwarding rules and permission settings.

Advanced Settings

Reset Apply

unii 9: 132Ny

QuickConnect lé5unisaanuuuniiavinlvinsi@ausadu Synology NAS annnnauaniazazinanaluaadnadauaysInig 6o

QuickConnect ID #ifnviuatay aarausaLdings Synology NAS Teeligiavrinuadn IP waatasanauanuuusieaiin, sudng Port forwarding
wuy NAT wisagdusenitvuantasa WAN/LAN wiafine Synology NAS aavaanlufosinunivau

gunsaduaal QuickConnect 16Ty wivauAN > A1stainfdvainatauan > QuickConnect Tunis3auiidanisdean QuickConnect

Tlsagunaruil

ANULANLAN

* ANULAANRIYIT1IY QuickConnect waz DDNS fAaac'ls

o unALNIuIaUIN5Taiisaviu QuickConnect

« Aulisgnunsainfvansal Synology w1y QuickConnect siugiunsarinaris'laiing
* 1an#&15851 Synology QuickConnect
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https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_quickconnect?version=7
https://www.synology.com/knowledgebase/DSM/tutorial/Network/What_are_the_differences_between_QuickConnect_and_DDNS
https://www.synology.com/knowledgebase/DSM/tutorial/Network/Which_services_support_QuickConnect?version=7
https://www.synology.com/knowledgebase/DSM/tutorial/Network/Why_can_t_I_connect_to_my_Synology_NAS_over_the_Internet_via_QuickConnect?version=7
https://global.download.synology.com/download/Document/Software/WhitePaper/Firmware/DSM/All/enu/Synology_QuickConnect_White_Paper.pdf

unii 9: 13a2iny

DDNS

J Control Panel

e ] Q QuickConnect DDNS  Router Configuration  Advanced

>

File Sharing Add Edit Delete Update Mow Customize Provider

BE shared Folder Service Provider  Hostname External Address

File Services Synology MyDSM-TD.synology.me

=

a2 User & Group

H Domain/LDAP

~ Connectivity
® External Access

/‘\ Network

@ security

Bl Terminal & SNMP

A System

o Info Center

?7 — A X
Status Last update time
Normal 05/14/2021 11:12
litem C

PR

DDNS (Dynamic Domain Name System) iludaffidss&nannlunisayanenisiiansaannaiauan'lilds Synology NAS

Tasazahalinsidaudalids Synology NAS riudumnasifiadiiadulaansuulfaladdiu IP uaaiasa datoidu aaduisadinis
Synology NAS uavqau'léilaeldifialaasd DDNS (12 "www.john.synology.me") unuiiagld IP waaiasa (du "10.17.1.1")

gunsadtiuadl DDNS 16lu uwsaiuau > Arsuinfivannniauan > DDNS wiadavnszauiidansiiausialassd DDNS &5y

Synology NAS Tisagunalnuil

AUAULAN
* ANULANANYSEKINY QuickConnect waz DDNS éaaz'ls

o AnauvinuliaatAaAuusnis Synology DDNS

Port forwarding

J Control Panel

Fe d Q QuickConnect DDNS  Router Configuration  Advanced
~ File Sharing Create Set up Router Delete Test Connection
BA Shared Folder v Enabled Connectio.. MName Local Port
File Services ] 0K rsync 873
o OK NTP Service 123
a User & Group v 0K Management UI, File St.. 5000
u Domain/LDAP o 0K Management UI, File St... 5001
e OK Web Station and Web ... 80
~ Connectivity v oK Web Station and Web ... 443
% External Access v 0K Directory Service Serv... 389
-~ ol oK Directory Service Serv.. 636
- Network
L4 QK Windows file server 137-139, 445
° Security v QK Windows file server 137-139, 445

Bl Terminal & SNMP
Used port count/Mappable port count: 35/60

~ System

@ mfo center

? — A X
Router Port Proto...
873 TCP
123 ubpP
5000 TCP
5001 TCP
8o TCP
443 TCP
389 TCP
636 TCP
137-139, 445 TCP
137-139, 445 ubpP
C
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https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_ddns?version=7
https://www.synology.com/knowledgebase/DSM/tutorial/Network/What_are_the_differences_between_QuickConnect_and_DDNS
https://www.synology.com/knowledgebase/DSM/tutorial/Network/Frequently_asked_questions_about_DDNS

unii 9: ww3azinu
Port forwarding walviadnsaliiansanauansguisatindonsnennsaalueiazinanalule
Tagazvinumansulsudunvaasuiiaiiaipsaziiaainailasal NAT (tau 15aas) WAIP uaaesa/dawasnavainsalaialu
funsaduaaing Port forwarding 161y wieauAl > A1stAndvannAauan > ANSAIKUAALILNAS

va o

Tun1s3auiidniséemn Port forwarding uu DSM Tisaguunadiuil

AUAULAN
o dnsudiayalfiutdniiaAuna’la Port forwarding Tusagna‘lauavaru Port forwarding Tuunaz il
e 15AN52a9 DSM Tadwasain3azinaazlsiineg

o fTanuninnsldu: 38A1uuaa Port forwarding iwian1s12inéiv Synology NAS aasqanannscasina

9.2 NnN15AvANLASA2INE

fruluaiudinaazaunsazusaun1sdsIauiniseneg uu Synology NAS ‘ldviuiindeannfady DSM 1aglidasAiiiuanisdeaitaiaiing
mngavAsAIuaNIaeAIlaY TildAnneauau > 13a2ing

aaldfiaguunindidaniazanai ldusdruinianldeuly wwearuqu > wesa2ina > 1 'll:

J Control Panel ? — A X

P ] Q General Network Interface  Traffic Control Static Route Connectivity

~ File Sharing ~ General

5 shared Folder Enter the server name, DNS server and default gateway information.

File Services Server name: MyDSM
Default gateway: LAN 1 Edit
& User & Group E v ¢ )
IPv6 default gateway:
H Domain/LDAP
Manually configure DNS server
~ Connectivity

% External Access

Advanced Settings
/‘\ Network d

@ security ~ Proxy

H Terminal & SNMP Connect via a proxy server

- System
o Info Center

Advanced Settings

[ﬂ Login Portal
2% Regional Options Reset Apply

Aasuldaudiaiase: daladdfathadirduiludrdunazuiuaudviuadnsaluueiananasldifiassualnsaissitnisdasnsuagiazang
windadnisuilaialadgsuag Synology NAS Widlaustalwiludaddargswnas Taaruvin'lal

o ANnUALAANEIIRNGU: Landaziiandanaiainiaznadineiaduiialvianuisaaialaudayaann Synology NAS aavaaludoiasainadueg
16 adnsaiazldinandEuduninlifinnsseytdunvidasnis undasnisiinuainadiudu Wiednluwala drudinsnadizucdu
LagBaIANALANNEIAILadNANETLTaNAD
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https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_routerconf?version=7
https://www.synology.com/knowledgebase/SRM/tutorial/General_Setup/What_is_port_forwarding
https://www.synology.com/knowledgebase/DSM/tutorial/Network/What_network_ports_are_used_by_Synology_services
https://www.youtube.com/watch?v=caN6XGJOYRw

unii 9: 13a2iny

o ANsszuLdsWiias DNS: Domain Name System (DNS)
wisutaaassuudumasiinfanatdalidutasiassuuudiaaialnsalfiiandaduduinasiinld ia Synology NAS
wavaatiansdadudalawy 1y "www.synology.com”, t@swiias DNS agvinuiiniais IP waawasauaglais "210.61.203.200" 2hald
Synology NAS sasaaudinfviiayauastivlaele aalasdiudianlld aasuisaidantviuaaidswinas DNS saaautay uazssyidsniias
DNS #diagns wiauduigswiasaldan

o wanaanudsWnaswiand: (dsunasniandazvinuunuaiasallaatausdlunisidinfenswennsuuduivasiiia
WnRadINTTITyNsandd1niu Synology NAS uavaa TiRanidiausarurdswnaswiand lashuwsand flaunaaiassuaznasn
nniduadnlal

dunsudiayaviudniiedunisaeaiiazazneiz’ll Tusagunainuil

Fan1sdutaasinadiasazing

duteasiaaiazinavinnindduianarslunisiiansa Synology NAS zasaaiduiesazinaaalundaduinasiia

a

figussiannisiiansiazavdueasinainiainaiqadiivuadldlunneaiuqu > wsazing > dueasinaiadazing

o o

aoriatglusianisanuaie:

J Control Panel ?2 — A X

P} Q General Network Interface  Traffic Control  Static Route Connectivity

Create - Edit Delete Connect Manage -

2 Shared Folder

LAN 1 DHCP
File Services [ o ~

Connected

.
= User & Group LAN 2 DHCP

B Domain/LDAP
PPPOE

~  Connectivity

‘ External Access
/‘\ Network

@ security

Bl Terminal & SNMP

A System

o Info Center

B Login Portal

o IP uuu'leundin: Synology NAS 2avaaiasdy IP waaiasauwuulauniinanaidsniias DHCP (Dynamic Host Configuration Protocol) (12du
eas) teadnludifndannfiade DSM mnaaddaudssiannisiiausauag Synology NAS wsdiagn1sidiviue IP wuyu'laufindnasy
Tilkandupasiiaaiatnafidadnis adaudla uasildandunisiviuaritaiazinainudaiusic (DHCP) Aiuviu IPv4

o IP wuusiatin vinaadl IP uaaiassuuuadiiagudl aaususalddssiannsiiandadunasivaiaianaiild srwsunisldouseduasdns

aakusintvidiuue IP waaasswuuaa@nividu Synology NAS wiavanazahalvgguassuy IT dansladiadu Tunisiaauiianisaean
IP uaatasanuudiafinuy DSM Tusaguunadiuil

e PPPOE: 1n Synology NAS aavaaudiausadudunasiianiuludn DSL wialuduaiia uazaaidiawsnis PPPoE (Point to Point Protocol
over Ethernet) a1n ISP aaagaunsalddssinnnisidausafivialy NAS savaaidausadudunasiialdlaaaselaaliidasldinas

o

wngavnszauiididaliderunisiiausia PPPOE uu DSM Tusaguunaduil

TunmvAIUAN > 1A3a20a > duaasinaiiadaling,
AEINNTadInuANIsaIAITILAtdasAudunasinaiadaznauas Synology NAS w#uLdn'lé syudivnisiiaueia IPv6, nisevalaataus VPN
wag Link Aggregation shusa'ldfiaguuindiidaniuaifinasiusinnisiinuasiaignsig
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https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_network_general?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_network_lan?version=7
https://www.synology.com/knowledgebase/DSM/help/DSM/AdminCenter/connection_network_pppoe?version=7
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astvAnsttdauca IPv6

L. 3 Q General Network Interface  Traffic Control Static Route  Connectivity
~ File Sharing Create - Edit Delete Connect Manage ~
B2 shared Folder .
Edit X

File Services
IPv4 IPV6 802.1X
s User & Group
IPv6E setup: Auto -

ﬂ Domain/LDAP

A Connectivity 64

® External Access
’/:' Network
Set as default gateway

@ security

B Terminal & SNMP

uanannsiansaduinasitiariiullsinaaa IPv4 uad? DSM f95a5uTasvasty IPv6 uanasa Wiudadsnagnsealilil
(gunsaldouwsandule):

¢ Dual stack: nsinuuaa Dual-stack 2av IPv4/IPv6 avahalviaataunsadiruaal Synology NAS ‘L6919 IPv4 uag IPv6 waaLasa
TiRadatdihfeniwennsssuusugn A TduAzaznawuy IPv4 wag IPv6

o MsiviuLua: nsvitvuluaararalaulidslaraaniislunaaiasadnuuunivriunisidunailagan Sadiazadiali Synology NAS
gnsatdunadaaauiiaiie IPv6 Tuniaifia IPv4 uassosuiadang IPv4

va o

TunsBauiitnsavarduinasinaiaiatnainuingin IPv6 Tusagunauil

AULANLAN

¢ u3n151auu Synology NAS #isav5u IPv6

1ldau Synology NAS aavaarliitilulaataus VPN

J Control Panel ?2 — A X
F. 3 Q General Network Interface Traffic Control Static Route Connectivity
~ File Sharing Create - Edit Delete Disconnect Manage -
|2 Shared Folder LAN 1 -
[ o] ~
File Services Connacted
- LAN 2 DHCP
ma User & Group -
B pomain/LDAP ’ VPN - MyDSM
~
Connected
~ Connectivity Connected time: 00:00:22
® External Access EREAEE
Sent: 96 bytes
Fas A
~ Network Received: 58 bytes
@ security PPPOE
~
Bl Terminal & SNMP

13113 VPN (1e3azinasrudinuuiaiiau) azahalvaadindoninennseieg laadrviulariuaiainadiudrzavaa liinaaazadiila
uanannfideanunsaldlniasnisiiausataiaziauas Synology NAS wiuviuiuaiidinsiadne e
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@8 DSM aaraganusatiausaduidsniias VPN 6aa Synology NAS rinuTidsiamaa PPTP, OpenVPN w3a L2TP/IPSec wafinswenns VPN
wianldorunanane aafugIusaaausynItaLgsnaseneg Taaianisldilsina VPN

WNAaINITEaUEIEN15E519TUs I VPN uu DSM Tilsagunadnuid

n1552u4 LAN e Link Aggregation

J Control Panel P
L3 Q s General  Network Interface  Traffic Control  Static Route  Connectivity
- File Sharing Create - Edit Delete Connect —
[ shared Folder
< Bond 1 DHCP
~

C ted

a File Services onnecte;

. Network Interface Network Status
.
ma User & Group
LAN 1 1000 Mbps, Full duplex, MTU 1500
B pomain/LoAP LAN 2 1000 Mbps, Full duplex, MTU 1500

Subnet mask:
A Connectivity

IPv6 address:

® External Access Network Status: 2000 Mbps, Full duplex, MTU 1500
> Network LAN 3 DHCP
: ~
@ security
LAN 4 DHCP
- v
B Terminal & SNMP Disconnected

Link Aggregation agtiiuuuuainvizay Synology NAS éranssiuvataduiaasineiaiazinawdinerafu

wazlvinsalanasnnudaiialvidulainasdiavsatasainaashinaaedn Tuna1si3ausisdnisasie Bond éaa Link Aggregation
Tisagunaruil

AMuauns lauasiadazng

J Control Panel ?7 — B X
Fe s Q search General  Network Interface  Traffic Control  Static Route  Connectivity
~ File Sharing Create  Edit  Delete LAN 1 -
[ Shared Folder ~ Enazbled Ports Protocol Guaranteed (KB/s) Maximum (KB/s)
File Services v Windows file server All 5000 10000
v VPN Server TCP 5000 8000

&= User & Group
n Domain/LDAP
- Connectivity
% External Access
”:‘ Network

@ security

Bl Terminal & SNMP

~ System

o Info Center Reset Apply

TunmeAIUAN > 1AFa20d > ANTAIUANNI IR AalazausamuAunIINAlALATaznaaanuaIudnTs DSM

6199 tiatlasAuaunig ANUALAY Lazmsganaaaduiiatia nnaadasnsAanWinuasusnsidasnis

<o

AMLEINNTATTURUUMI AV TATUUsEAULARTLLUAIAVIgIFALUKTINANSAILANNTINH A

mngavNsauIinsngmsauANnIIWila Tusaguna il
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ANTMBUAAILTUNVALAE N

J Control Panel

~ File Sharing Create Delete
| Shared Folder
File Services v

v
s User & Group

B Domain/LDAP
- Connectivity
§ External Access
/‘\ Network

@ security

Bl Terminal & SNMP

~ System

o Info Center

“ Q General  Network Interface

' Apply  Network Destin...

Gateway

Traffic Control Static Route Connectivity

Pv4

Interface
Bond 1

Bond 1

Reset

Status
Disabled

Disabled

Apply

TunweAIUAN > 1AFa2N > IWunvaadn aalazausatindunvaafnlddiasnisaiinuatdunilu
DSM asvinrdufiagvinlviaunsaaiaTaunsiwilauinaisuu DSM sirunatadumeaindaianiipiang
fdeagtiinlsednaniwnisiinuatdunivaasalnsaitnanglugnneasidouaiaznavasaa TunsEauy

Tlsaguunauil

9.3 Proxy Server

unii 9: 132Ny

fnsdiuaLdUMIILLUALAGA

@sWnaswiandagvinninduinandidesadazasiunariayassninvlaatauduuipiazinawazi@swiasuasnauuduinasiiie

aarnsaldidsinasniandidulnhaad asasnsnwdazaiu Iansasidancdaipiazinainys

wazisIANUsINITaauauasAaatIuIi 6

b Proxy Server

£ settings Settings
Proxy server manager's email:
K cache
Proxy server port:
@ Access
+~ Enable caching
& Authentication Enable logging

=4 Proxy Deployment

Export Logs

Restore to Default

webmaster@mydomain.com

3128

Reset
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b Proxy Server ?2 — B X
- uthentication
o Settings Authenticat
Require authentication
K cache

Display the following message upon authentication in the user's browser.
@ Access

& Authentication

=4 Proxy Deployment

Reset Apply

funsaaniTvaauaziiagy Proxy Server ‘167 Package Center windavnisizauiianisdeauazivuaddsniaswiandaiauwainadl
Tisagunanunale Proxy Server

ANULANLAN

va o

o WnGaYAsEaUsIB@ansa Synology NAS aavaatrud@swnaswiand Tilsagahunisitauaaniu Proxy Server Tuunaiuil

9.4 DNS Server

BII DNS Server ? — O X
W Zones Create ~ Edit - Export Zone - Delete
Zone ID Domain Name Type Status
By Resoclution
syn.local@Active Directory syn.local master Enabled
= Log _msdcs.syn.local@Active Dir.. _msdcs.syn.local master Enabled
syno.inc syno.inc master Enabled
# Keys ¥! ¥
M views
£} settings
Jitems €

&

Domain Name System (DNS) ilugyaiaguasduinasiiia Tagazunddafifianunune (e falawu w2y "www.synology.com™) il IP
wanlasa (12u "210.61.203.220") #aligldidnfeniingu raufiieas wianiwennsaug inutesaznalédng

1u DSM &1u15a69A113n15 DNS sinu DNS Server uuzinlildunainafidrinsunistaasdiiulae wazdndudinduudnisiaiuunag Active
Directory fifltaaséasia‘lalil:
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unii 9: 132Ny

o Tofunnamasuazatan: sauun DNS Aagliasaiuauaiudsznausieg 2as DNS wuuazidan aaaunsadaiiudaya
DNS TuTaiunataasified (ussadunnisaiu/tdauzasdaya) waznaralausian (ussaduiwuuaiuadioifienuasdaya)
aTviduladvanunwsaulderugeuasuinig DNS

o Asdvsia DNS: dn3autislunisuAfeyun DNS geazldidia DNS Server laiwu IP uaatasaaseiululauuasna
o fel TSIG keys inilasnsdiolaslugduaslwa DNS aransidinsia

« Split-horizon DNS: WerAffuilvidaya DNS Arrnuatasdunsazlaataued
Fesnunsahatinlssdnanwairuanuilaandauaznisinnisanudugiudruadisanasatau DNS

mnGiavnsaauzItn1sdedl DNS Server araunacnafl Tusagunainuaialé DNS Server

ANULANLAN

o Juardvatdswiaas DNS uu Synology NAS ‘ldating'ls

9.5 DHCP Server

1sWIas DHCP agrviua IP waatasataswisitnasiazazig (1du
duttiaunad, | G5Was DNS va4) lddvalasallaataudiiaglueiaziiamaluiferdulaadaTudid annnisvindud
dauaszuuazbidasiiuanisdemarniuusazalnsallaatausaiianuiag

E
.'_!1 Nebwork I Edit Enable DHCP server
| Edit X
B Vendor
DHCP Server
B pxE
Enable DHCP server
Create Edit Remove
Cancel OK

gunsaamiluaauaziindy DHCP Server la7iPackage Center vinndavnisizauiisnisavaiuasivuamtgsniias DHCP draunainail
Tlsagunaruil
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9.6 VPN Server

a;u VPN Server ? — A X
Manage VPN Service
@=
—=—  Enabled
& overview naple
IP range 10.0.0.0 ~ 10.0.0.255
# Connection List Current connection 0
= Log Qg OpenveN
—=  Enabled
£¥ General Settings
IP range 10.8.0.0 ~ 10.8.0.255
ﬁ.h Privilege Current connection 0
m L2TP/IPSec
Set up VPN Server == Cnabled
2 ppre IP range 10.2.0.0 ~ 10.2.0.255
Current connection 0
B8 openvPN
2 oTP/IPSEC

aatdunsatldau Synology NAS wlui@swinas VPN (e3azinashuduuuadiau) waligli DSM iiausdaduiaiazinanialuuay Synology
NAS datvlaandaliitwiniaazagiila

T1is1nm@aa VPN iisaviu:

e L2TP/IPSec: nssulisiamaaiilvimudaaasalunisiiausa VPN savfulaataudaiulval (1adu Windows, Mac, Linux
uazailnsailiadia)

e OpenVPN: TisTamaauuulaiwusasgdrniunisitiausa VPN Adiadialduavdaansia dnilasnsiiansa VPN dranisidingia SSL/TLS

¢ PPTP: TidsTamaa VPN sutAnfilaatauddiuliiaisasdu s7ude Windows, Mac, Linux wagainsal Android

wngavAszausisn1sasiauinns VPN Taald VPN Server Tisaguunadiuil

ANULANLAN

o Juazidiaucadiu VPN Server aas Synology w1y Windows PC 16atine'ls

fuazidiaucadiu VPN Server aav Synology #iu Mac 16atine'ls
o duazidiaucadu VPN Server aav Synology whuainsal Android 16atinels

suazidaucadiu VPN Server aav Synology wWiuainsal i0S 16atinels

L]

AauvinuliaaAaiuusnis VPN uu Synology NAS

56


https://www.synology.com/knowledgebase/DSM/help/VPNCenter/vpn_setup?version=7
https://www.synology.com/knowledgebase/DSM/tutorial/Network/How_do_I_connect_to_Synology_VPN_Server_via_Windows_PC
https://www.synology.com/knowledgebase/DSM/tutorial/Network/How_do_I_connect_to_Synology_VPN_Server_via_Mac
https://www.synology.com/knowledgebase/DSM/tutorial/Network/How_to_connect_VPN_server_from_Android
https://www.synology.com/knowledgebase/DSM/tutorial/Network/How_to_connect_VPN_server_from_iOS
https://www.synology.com/knowledgebase/DSM/tutorial/Network/Frequently_asked_questions_regarding_DSM_VPN

unii 10: Ansianns

/
U 10: A19AaN19

10.1 n1sdvaransawdstazszuu'ln

J controt Panel 7 — B X

e 1 Q General  Power Schedule  HDD Hibernation UPS
Syste! T
-k ~ Memory Compression

fi
o InfoiCenter ~ Enable Memory Compression to improve system responsiveness
& Login Portal
~ Power Recovery
¥% Regional Options
° 9 E v Restart automatically when power supply Issue is fixed

B Notification Enable WOL on LAN 1

W' Hardware & Power Enable WOL on LAN 2

Note: With the feature of WOL enabled, the system will enable the feature "Restart automatically when power

[ External Devices S
supply issue is fixed.

1} Update & Restore
~ Beep Control

Services

Beep when the following situations occur;
..0 Synology Account v Cooling fan malfunctions

3 Application Privileges ] Yolume le:abnormal

v SSD cache is abnormal
ﬂ Indexing Service

+ System powers on
*** Task Scheduler

Reset Apply

ANSRIANENSALS

fusafinuansavAIENTaIsuay Synology NAS aasaarlalunmeaiunu > d@isawsuarseuulnl > idld syudeResialyil:

astudaniiaauan

° NMFAAUNRINIU

MIAuAULALILGiau

o TnNAANUIEINAAN

AsivAszuu'ln

funsaivuanscvaszun’lWaas Synology NAS ladiuiusalifilunmweaiunu > arsawisuazszuu'in:
o ANuanisidaiadas: szyatil DSM asidaia3asuazinanilnadn Tula

o HDD Hibernation: szynavgavinouaauiilasagidingnns Hibernation WerAduiiazaalvinalssndandoiu
wagtinangnsldoruuaslasi

o UPS: flaldfonunissasiu UPS tiauenaniaivinoiuuas Synology NAS wiatAalWihduatineliniada deaslvitaanr DSM
igewaazdiaaniaulné
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AUAULAN
o Fuazuanuarnis Hibernation aas Synology NAS rinu'lnusgnvsianue LED 16atingls
¢ ANULAANRMIY521319 HDD Hibernation, n1s Hibernation aavsssuu uaz Deep Sleep Aaar'ls

« Synology NAS az'liignunsat2ingnis Hibernation aahaantunla

10.2 wasanisasdatainla

aatIsairuanasiialiudusunisasfiatinlduas DSM uazualwdinduevg (12u File Station) sufiunadvuasandazansasdadinld
wagannsAsauaazangldiaslnaldwasianisasiarinldlunnsaiuau

gunsafuawasa HTTP/HTTPS, faTlatuu wiaulnunvuas DSM visauadwdiadulaiay deaalvigldsunsaidindesinu URL Adviuaiadsle
wnuazidawadnwdatuviasanngldastiacinld DSM we URL fifnuuatagazitwinialddedunasinzvasnalwdndulaanss 49'laiias
ueazahalvasdarinldldatvnaidiasuwalwdinduiidasnsvintu wedealvaalidndgldsaduiadinfsualndinduiidasnisuu
DSM uavaatlédae

AsIanITAsavAILATaznaazavituladianulaaaduuay Synology NAS
AsAinUaAINgMILANANEASLENA9WNgTHEAT IP waawasafignufiasLailviidings Synology NAS uavaen
Tunagiinmsivuangwsanduuufiaunduazauanaligldiunannnasaiddanldsunisidadalvidnde Synology NAS nasnau'lé

TunmsFauiidnisAivuansaeaitiezad Tusagunanuaaldwasiianisaviatainlal

J Control Panel ? — A X
A Q searc DSM Applications Advanced
A System Login Style
o Info Center
Edit
B Login Portal

7 Regional Options

B, Noiification Web Services
1} Update & Restore DSM Port (HTTP): 5000
DSM Port (HTTPS): 5001

~ Services
Automatically redirect HTTP connection to HTTPS for DSM deskiop
:0 Synology Account
Note: You can import certificates on the Certificate page.

S Application Privileges

Domain
B Indexing Service

= Task Scheduler Reset
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10.3 Resource M

onitor

unii 10: Ansianns

asadaunsideru CPU, msldviuniiiaaudn, msldoudad wasiidnivuasiaizaziauas Synology NAS aavaailunuuzaalniiaald

Resource Monitor Tug

aadunsagliayadsyifiiatlzauiaunisldoiuszuuludvnarviniviua

wagAiuanstiaulsedniawagiilalviudsifaunaviuiidiatiaanuialdnfizasniwens

AN3ARAITUIANTASULU DSM

wazildAdiansadu Synology NAS azahalvituladelss&nsaiwaasszuunaznsamuaunsidumiiaanuintimungau

Matvy aadnsangausNsRivdaIdaauANNSITAIKUa TIa9uiin lilna1aTau'lWa Tedugldlviastaaanain DSM

wranaaf1ddauaalilvidindediayauu NAS uasqa

TunmsFauiianisAinnuansaeatieizad Tusagunainuaialé Resource Monitor

B v

 Monitor

£ performance

14 Tesk Manager

# Connections

@ Speed Limit

B Performance Alarm

@ Settings

Utilization (%)

Volume

PU Memory Network Disk  Volume

WN NS

Memory

Network

7% Utlization (%)

NP SO Ve .

O

S0% ® LSKB/s  ® 11KE/s

NES

10.4 Log Center

Log Center s2ugutinisinnsaan’lduadssuy aaauisaiiuuan1sdedin1suidiiauiiauivfguassuy

E Log Center ?2 — A X
Overview
&= A Number of Logs
= Logs Utilization (Past 6 minutes)
@ nNotifications 2021/05/11 17:52:01 a
8 | Total 0
N Archive Settings None 0
, 6 | None 0
% Log Sending None 0
4
%, Log Receiving
N . 2
{3} Settings History
o
149 17:50 17:51 17:52 17:52 17:54
~ Last 50 logs
Date Time Level Host Name Category Program Messages
05/11/20... 17:24:41 Error Blackbox SYSTEM MetworkBa... Shared Fold...
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unii 10: ANsians

Log Center azilaldonusumiBuduiiiafinde DSM dusuiiaasduge 1iu nsaralaudanivdszazlna uazmsdaiAudaniwdons
aaEusafiadounatna Log Center ‘167 Package Center

va o

wmnfasnsFausiIald Log Center Tusagunadiusa‘lalil:

¢ Log Center (Worizdulueh)

¢ Log Center (wwatnaLaau)

10.5 Universal Search

s as o

14t Universal Search wiiasfiunisdumddiisavsadumdugelundasaunmiiaduvnwadwdndu TWataas waziwaduu Synology NAS
Aavqaiansadnia lifindy aatdunsavinguiidianmuasivaaswialidiianmsdumnnaiiiuazwinelddlWdnag lulWainas
AFansasdumdiansvintesasunansaunldse ssyduugegauadiuiansaun uwazdnunnune

Universal Search asaunausianisea‘llil:
o W& (srufogdaw way waddia) lulnaeasivinaut
o TWdlanizunaLna:
o 1fuinlu Note Station
o Fulsafinuazianansiu Synology Office
e Llan&153814 DSM wuuaawlad

o aUwaALAY

wngavAszausitnsdunisanisuu Synology NAS wasAvuansavatiaddadg TUsaq Universal Search

.‘ Universal Search ?2 — @A X
m storage ® o] - o
[ search Resulis . Help (24)
FILES = Storage Central Management System
@ All Files = SAN Manager SAN Manager
@ Document = sterage Pool Storage Manager
[~ Photo = Create a Storage Pool Storage Manager
1 Music = Add Drives to Expand the Storage Pool Capacity Storage Manager
f5] video = change the RAID Type of a Storage Pool Sterage Manager
il
= Repair a Storage Pool Storage Manager
Help = Convert to a Multiple-Volume Storage Paol Storage Manager
98 Application = Assemble a Storage Pool Storage Manager
= safely Eject a Storage Pool Sterage Manager
&= Storage Overview Storage Manager
Show more
Application (7)

[ Storage Manager

31 items
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10.6 Central Management System

Amn15 Synology NAS vianata3avluusINaAuawsaududlanisa1viua NAS
wsavuilailudsnnasiaasd uas NAS wnavaug tluidsvina

$AIANTIANT vuLTSWLIas a6

unii 10: Ansianns

Houaszuy IT AsuRawaunisdfuldeiu NAS varaaiavasanunsaldulaunasieg (1zau taldounsaivauniidauasinaad)

Tdforgsnasfifinsdanis wagduouaieg (vau 1dalddeu Wake on LAN) waagasddvidinuaias (1adu &5196418 wiadfindinnaina)

vugisWasuail deazahalitula’ldinasdivuasmuuigsnnasionuaaginiiaudunasvinlvinisinaisdnadu

UULALUASALLUTINGUE AatdNNsansIadaudayalunwsun (1tu garuznsfansawazaislinuiuidaiiudaya)

wadtgsnasifinginnis Widnddguassuudugldvianguiidinue fadaasdiu DSM uazunatna vinasalinauulgswiasiiinnsinnis

uagduq dnunn

TunsBauiiznsimuuanisaeaitiedzad TdsagunauidldaralsCentral Management System

n Central Management System

B overview

B server

g Group

& Policy

B Task

= Log

Monitoring & Update
2 DSM Update
B storage
Service

25 Package

Server

1 server

Connection Count
Connected 1

Unavailable Q

Volume

° Healthy

Status Count
Usage over 90% aQ
Usage at 80-90% 1]

Usage under 80% Q

DSM Update

Drive

All Servers

Up-to-date

All servers are up-to-date.

Healthy

All drives are working properly.

10.7 Active Insight

Synology Active Insight tiluisnaisuuaandiiliinnsasiagavssuuuuuizaalniagivsu Synology NAS uasaa doazthalunistingesnm NAS

UavAaLkIuLENTealUd:

* AN5AAFAUARANG: UINTHITATAIRaUI UMW Use&nEarw vu Hyper Backup

wagAanssunsadiatinlduas Synology NAS wavaa Tagazuany NAS Aldsuasuuugugadivsuuaasiuaingd/dadss@nanin

waligaisusawanuazauinlnfiaanannaigeadieliamadaldatanais

o AsAansuuusIugu: Active Insight Tviaawsiudiayauae Synology NAS

isnuanavaaktunasiaiutazialiiafataaawiy dvazhaaatisnlvanuasyaainsaiu IT uavaa tiasanawianlidasenagau

Synology NAS usasta3ad wazaiunsagnaadiig'le lusiunlusruduaiiaounatéien

o msuAtaninsaauad: Waiaanuiadnfizasssuudiu Active Insight
azdunsuAdifaunvaiua waskiumsuadtfautuuntlutaliiada wiandudwuzinlunsudludegyriadrvazidan

nsvinenduaauiiliazaanardasldlunsmaiuazasvgnisaifiiailné
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gunsacialdoruudnns Synology Active Insight Tuwwaina Active Insight Tuénla

* WINAAYNNsIFEUFITNTAAGY Active Insight Tusagunaruil

* WIAGavNTEaUFIEN5 91U Active Insight Tdsagunauil

10.8 n1sadiaszuu

AaEIUNsasLdn DSM udArGuduantsenuldlunmemiuau > dillinauazddu > Sidascuu

dayaflduaznisiivuaaiuadssuuivnuaazgnal wag DSM agduadunisdemiBusu wndasnsidauiiAenAuianisside DSM aavan
Tisagunaruil

J Control Panel

?2 — B8 X
“ Q DSM Update Configuration Backup System Reset
© 1nfo center Factory Reset
ﬂ Login Portal You can restore your Synology NAS to its original manufacturer settings. All user data stored on the drives will

be erased and the entire system will be restored to default settings.

Y% Regional Options

B, Notification .
Reset Option

¥ Hardware & Power Keep admin password unchanged
B External Devices

1} Update & Restore

~ Services

..D Synology Account

] Application Privileges
Indexing Service

#* Task Scheduler

Reset Apply
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/
uni 11: Productivity

11.1 Synology Office

Synology Office (unaiadasiiafiznalvivinoiusiudunuudunasuaainlunuuiEaalni éia Synology Document, Spreadsheet uay
Slides aauazaunsaldiazavfiaudluiiadgsne wily wasuasnaunazaudauadaa agannlwduisunalasunisiuinaaulay
Fsnusadindeldnafiuaznanaidiaalnsalaneg sufvaaniieas fafa uaswiude

grunsadnilasianansardsyuasaailu Synology Office ‘léishanistdinisidinswalwa uanaindl wWiafiadv Synology Chat uu Synology NAS
ww3avlien Ay azhalivinnunudunuuiufivazduinasianinladiadaradn

TunsBauiianisiauduldeiu Synology Office Tusagunadtuil

AULNNLAN
¢ dugusaiinnlWddssitanteuniiv Synology Office ‘16iiing
* duaziin2in'lWduu Synology NAS untiv Synology Office 16iatine'ls
¢ 1l§ndu Synology Chat

11.2 Note Station

'Y

Note Station ifluvalwdpduiAuiiufinfizralvinauin g Y015 wasuusiuindeudianivasnald S usunniuiininaniu
ALREIANTALRNDIALTENA LY LU Audda1eds wiansiundas laat1vdnaane uanannfinafasnunsaliuiinidaniu/
anAnigau6ae Synology Web Clipper uutusitaias Chrome aadaanle Iaasiiuiinuadnaiadnadnaaiadiansiangualanin
wiadanmnamilusyaiiuinudatuing

Note Station wiaulitorululSuiusiaas gRdswmadiial wazlusduuunasuaiiiada Tunnsiaauidan1sinnns Note Station

ALEINNTagTIuNalIUTl

ANUANLARY

o duazinuilszansniwaas Productivity shudalu Note Station 1eatine'ls

63



https://www.synology.com/knowledgebase/DSM/help/Spreadsheet/office_desc?version=7
https://www.synology.com/knowledgebase/DSM/tutorial/Collaboration/What_types_of_files_can_I_import_into_Synology_Office
https://www.synology.com/knowledgebase/DSM/tutorial/Collaboration/How_do_I_import_files_on_my_Synology_NAS_into_Synology_Office
https://www.synology.com/knowledgebase/DSM/help/Spreadsheet/office_chat?version=7
https://www.synology.com/knowledgebase/DSM/help/NoteStation/note_station_managing_notes?version=7
https://www.synology.com/knowledgebase/DSM/tutorial/Collaboration/How_to_enhance_personal_productivity_with_Note_Station

unii 11: Productivity

11.3 Synology Chat

Synology Chat (flunan1ssusediannuuuuiuiiausadadelaisidianis®assuuusdrudinaslugauivinoeu
AaNNTagIiam LA WsiRdamuRaauTudIuA? WiadgIuBULURRINSLATRUNUNAGN

Turaulaanisquaszuuuay Synology Chat fguaszutazausadnnisasdeAmintuLua doa1vnisautiiani uazgianned; wasialiu
Synology Chat TifliaasfAinarnraraiaznafingdse&naan saudivnistdnnyadianinu dausa nsAiviuanaidedianiny nswavisiay
LAZLANUAN .

usnsiignunsanulInTINAY Synology Office Synology Drive wag Synology Calendar tiialfindss@nsainnsvinousnudulugaiuivinnu
Aatady §lidsunsadediannu gnisaunun wiadedtWataaslddeuzuiua Chat se1dnanistdoiu Synology Office Taalidiaddduntinge

Synology Chat wiauldeiulutimuniaas gnddweadviad uaslugduuurasuailiiafa dusudayafiudniaduizasiadinazinnis
Synology Chat Server Tdsagunaiunialé Synology Chat Server

11.4 Synology Calendar

@38 Synology Calendar assanunsadurdfusgiudinasuasdugdu aaarunsadsivianssunasudlasnaasidan SrudeA1asung ad &aui
wazATHAYLfiau syufouusuaz TayLdauau

fifdannsiansdiuge Ly AnsaaAanssudn Astiuduashanssy msuunlWadlddvAanssy asuAlasadadifisuzy nMsgduszninlfnu
wagnsdvaanlinu uananndl wiadiade Synology Calendar uu Synology NAS wa3asiiiensiu Synology MailPlus diayaagdemsenineuiniesingg
16

Tuns3auiianiséiadv Synology Calendar 1iusagunariuil

ANULANLAN

o Fuaiasclinuiu WebDAV Server ‘l6atinve'ls

11.5 Synology Contacts

@28 Synology Contacts aauazausaasvnaiafnsa asvihadduiifianuduanizuaealiialiszyléada
waghAsaNaAagAusuinuavasdnsuavqnal SyaatnauauaAlzudufa sradatacsauasiin Afigldionualussuuiieyduasnau
(Hldaaluazay §14Tamu w3akld LDAP) wialviaaludasvindiaauias

uanantiu Synology Contacts fasnunsavinutindduldsuasusiudrunsianisnadafiasadiniu Synology MailPlus Wiafiagvuu Synology
NAS ta3avtfiendu Taasnusatusninfsudwafiagldlanatauddediuauu Synology MailPlus

TunsBauiiznsianisnadafiasadia Synology Contacts Tusagunadtuil

UL

o duazininsudiadinsiaann CardDAV Server ‘liléiv Synology Contacts ‘l6atineg'ls

o Juazrdivd Synology Contacts ‘liléivailnsaifiadiarinu CardDAV aatinv'ls
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11.6 Synology MailPlus

@281 Synology MailPlus aauanunsasunazianisusnisduaiduiinuavaraidusdiud'leuu Synology NAS 2@ Tilsunsu MailPlus
Usznausragasunatna: Synology MailPlus Server wag Synology MailPlus

Synology MailPlus Server

v o o

Synology MailPlus Server iluaauTaanisguassuuinauaiusadanisuazanadgaudswnasdwalanuusiudgud Aiaasudniicaoi:

o i@3aviianissnaulaaadaiiviainuana: savfuieiasiiacaldfiviaLilvdwasulunazdmafdudoiinunlunsaaanung
wiatialnilavanudusdrudruasdiua: DNSBL (fTeydidrannszuugalaiuu), nsaunu'l’a, asdndudiua, nsesadzaudianuuuu SPF/
DKIM/DMARC wag MCP (n1sdnilagiiiavnuastianiiu)

o ANsIaNIsuaAaTatu: MailPlus Server gunsasassuraraiaiule aadunsairuaniIsavatAmdasfuuiuurly, BCC dnTuilé,
M3IARNTIHNY wagnsUfidsanusurad i nsunaaziamy dannduinasiwaiiien

« MailPlus high-availability: Synology NAS s&avia3avanunsadgiivnaaiaas MailPlus High-Availability
AagannsugazuzinzasuinisananuiadnfvialanasTuasvatdswnasiviidaliagfige asfinnsdelasludiuugasnmotialvidulain

s

dayadwaazdanndasAuluisaasdsvinas Juidunisilasdudayagaauazaniaiugavinoiuuatdsniiag

Synology MailPlus

o

Synology MailPlus wulaatausddwaaaulaisswailsslaminivinoululusiaasaaafiiouisviua Aiaasudniiei:

e ANsWUINsUA A U warsradadaea: ia Synology MailPlus, Synology Calendar wag Synology Contacts 5uuu Synology NAS
wwFadiendu aganusadeddayadnunuinisiiceAuls darattvizdu sansaafiandwalidufanssuilfAulu Synology Calendar 16

o

wag Synology Contacts aunsalvisnasiafiasadviugsunusingaluicle
o AFavAAUNNATINAS: drusandinaavIannadIudIAugldnalusaduiiiagivnaavannunaudviunsiaaiuilsiaa

o dnsavawaiiniuuatas: SusadiaingiinsadlanarangiialdihaiduianisssyatnenaiiilaadaTuila
wiafheadwadidiivuallfonaasaanuaAiIvuadInsun1sInNITLUUTINAUE

o nuAAAAG A INAAGTULLBATE

va o

TunsFauiianisdeangsniiasdwasinu Synology MailPlus Server Tdsag unauil

ANULNNLAN
o 3uazlad Synology MailPlus Niidiiga uazidaan Synology NAS iituiunzanleatine'ls
o fuaztinadiwaann Microsoft Exchange unéiv Synology MailPlus Server 16ating'ls

o Juacasvaadiaas High-Availability 81115u Synology MailPlus Server 1aatine'ls

fuaznsrasau Synology MailPlus uu Mozilla Thunderbird waz Microsoft Outlook 1sating'ls

Wl uaeiuliidnslaivau Synology MailPlus suaiuisavinarls'laiing
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11.7 Web Station

c Web Station ?2 — @A X

8 status General

Default server status: MNormal
D‘_] Web Service Portal
Personal website status:  Disabled
{I> Script Language Settings
Web service portal status: Mormal
m Error Page Settings
Back-end Packages

MName Status Management
Nginx MNormal -
Apache HTTP Server 2.2 Normal @
Apache HTTP Server 2.4 Not Installed [
PHP 7.3 Normal |y

Service Packages

Name Status Management
WordPress Normal [
MediaWiki Not Installed [
phpMyAdmin Not Installed @

Web Station 2halvinalaasdiiulasiuu Synology NAS 16 6aan13sasdu PHP, MySQL, Nginx, Apache HTTP
Server wasinaAlNALaIwdENauAnaInvata aadusadansydiniuiiduiefaudadayauazlauifin
fsumuaaINITRIUMIUTAAINGDINTNIVETAUDIAL

Araasealdfizdralinisdanisiuladbangunazdiiaais:
o nsTadsiluscuu Virtualization: aauaunsalasgsvanatiulaed dousaziulaeiazd URL Alaidnau

o Hulasidiuyana: Aaausadinuatiuwasiadasyiiduglidnaluedas §ldlawwu wazgli LDAP 16
doazhatiwinnlaadiuladuasnuias’le

o N5l diiAuuaiauladdrususninznisladviu PHP waruinudasdiadanain

drusudiayariuiu Tusagunanuaralé Web Station

ANULNULAN
o Juariasctiulaisiuu Synology NAS ‘laatine'ls
o JuastivAIdnsnisaindvdrunsuinataasiilaidrusunisiassitiulaisiacine'ls
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wadwdndudadfifiauas DSM halinnauianisainais 3Ianuianiisla wastwdawduduidasiwadliaiiezngaaia nafi waznnnan
TuynfiaguiufefiaasarAyuvacing Walvinawdawduduiiianiainuduisuy Synology NAS 2agaan

12.1 Synology Photos

Synology Photos LAususinuasuaasaIwarauaziflafiiufinuu Synology NAS
Maddannsianisifianguiasnisdeainsuasatnvasidan §ldaunsalsunisinnisanaratvivinduanuravuasnuiad’lé

ugazwiiuuag Synology Photos azuaaviltaasadeyatinonile:

o awana WalRglddan1saiwarauazifladmiatlaeasla gldsusaidaniiagviruauariwvluiuidivuaana
wiatdaWuiiineiitaisuAu wavtiydduunvineusindu

PV o o

o daiiu aglusyuy Virtualzation wasthalvglidasvraatanduainaiasivg TaalildAuidaiAudayarfiniiy

o ASuASATLAAITIENTARTNTILYS AU THuazwus AU EY

& SynologyPhotos Photos Albums Sharing

All Photos > Trip to JP

All Photos

> 0-customized

> 2019-6 Dragen Boat Fest
> 20208 Mt. Jade

> DCIM

> Finding Nemo
IMG_1940.jg

> MobileBackup

> PhotoLibrary

» PhotoRequest

~ Trip to JP

IMG_2417 jpg IMG_2419.jog IMG_2305.jpg IMG_2107 jpg

IM& 9046.in0 IMG 2005 ina IMG 1062 ina IMG 1006 ina IMG 1870 ina IMG 1588 ina
22 items

walwdndufiafiawsanlderuuy iOS way Android Taaad a1 niunIsi3ang NMsdanmnany waga1sarsastiayadidnaans
AaLdvsnusatauwsanaelddendinaadug wWiu AirPlay 3a Google Chromecast 16

wingansBaugANANAEAuA1sTde1u Synology Photos uutiutusiiiaas Tusaquunaruil windasnisdauiiinduiaddu Synology
Photos wuufiadia Tusag unauil
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12.2 Video Station

Fanmsmaatanduiflanasaaeie Video Station Aan1sanauns s1an1sid wialauddlauu Synology NAS uavaal
wazaaanlddvalnsalfiviarnviare rudveauiiiieas, DMA fiaseaiuunassiu DLNA/UPNP, ailasal AirPlay uazainsaifiadia

Tun1s3auiiddnns Video Station TUsaqunaunalé Video Station

ANULANLAN

o FuazananIf1aatinvsrusurinu Video Station/DS video ‘1aating'ls

« Synology NAS sav3unissanauifila 4K visa'li

12.3 Audio Station

Nugudaaatandutwaszadnaliluaaiie ¢6ra Audio Station Aarazanuisaidindoiwasuu Synology NAS
TealdiSulusiaswiaailnsalfiadia wiaaesnlidvailnsalfvarnuaaiiaiau

o

drusudiayariudutiadduigdnnns Audio Station Tusagunalnuaalé Audio Station

ATULANLAN

o 3uaziilat2ivnu Audio Station skill uu Amazon Alexa ‘laating'ls

12.4 Media Server

tl@au Synology NAS savaalviiidud@swnasiiadiidia éra Media Server aatazanunsaaasuifiandadfiiiiaann Synology NAS 'lalds DMA
7insvauuansgIu DLNA/UPNP (1adu ssuudiaa3la Aaid wiamaulaanisiduinu) diansiiausaailnsalivarfiduiesadnaaalutinuuasaat
ALAZEINNTAMNEE WILWAY wazaifla'ldlaahidasfadvialwdintunialiadnsalifininiag

fusudiayariudiu Tusagunanuarala Media Server

aULANNLAN

o azinAatnanldAuiardadniitiafiiaiduuu Synology NAS 6ha DMA finssanuunnsgie DLNA/UPNP ‘ldatine'ls

68



https://kb.synology.com/DSM/help/VideoStation/VideoStation_desc?version=7
https://www.synology.com/knowledgebase/DSM/tutorial/Multimedia/How_do_I_stream_videos_smoothly_via_Video_Station_DS_video
https://www.synology.com/knowledgebase/DSM/tutorial/Multimedia/Does_my_Synology_NAS_support_streaming_4k_videos
https://www.synology.com/knowledgebase/DSM/help/AudioStation/AudioStation2_desc?version=7
https://www.synology.com/knowledgebase/DSM/tutorial/Multimedia/How_to_enable_Audio_Station_skill_on_Amazon_Alexa
https://www.synology.com/knowledgebase/DSM/help/MediaServer/application_mediaserver_desc?version=7
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12.5 usn1siaavnaAail

Jll control Panel 72 — B x

A Q Sea A Media Indexing

Bl lerminal & SNMP
Media Indexing can automatically scan multimedia files such s photos, music, and videos stored on your DiskStation, and index them for multimedia applications.

~ System Applications: Video Station

@ info center status Indexing media files
Indexed Folder

& Login Portal

Note: Image files under the shared folder */photo” will be automatically indexed after the Shared Space of Synology Photos is enabled
¥ Regional Options

~ Conversion Settings
B, Notification

The converted thumbnails for photo and videos will optimize browsing experience on different devices

© Hardware & Power
Thumbnail quality: Normal Quality -

' )
External Devices Enable conversion by schedule

1} Update & Restore Frequency.

Start Time:
A Services

End Time:
&g Synology Account
& Application Privileges

3 Indexing Service

% Task Scheduler

oo

urnMsInvindudasliidlunisannunazvinduidlwaddadiiaaninawasinldsiuduiissylu File Station Taadalud wavindutina)
TWdwmariiazidindelaann DMA aasaanazazuaaslunwatnadadfiifeasineg s3uiv Synology Photos, Video Station, Audio Station, Media
Server wag iTunes Server

o

amuAFusu TWdlniluTwatnasainana mas waialia aglasunsvinduiiaadanTulid vnaadasnlsas v TWalaasivingadl
TildAnnsaruaun > usn1siavingadil Auinil aaasaunsaudlalazauTwalnasivingad doarnannaniunwaiauayifla
WIadnn1sAsAvAINIswlREI LG 1a

drusudiayariuduideduuinnsievinautl Tusagunaluil

NUULUR:

o hignusatintlalnasildsiuduiuniannidsinasszaslnaidulnainasiivinauii'le

o pardusaLiNlaguga 100 IWatnasAvindutiuu Synology NAS uasaat

12.6 Advanced Media Extensions

L@BuLnwaLnamalssgunsalnstu T WaAadudmsuunegluuy éra Advanced Media Extensions wwatnaginge tzu Audio Station,
Surveillance Station, Synology Photos uag Video Station anafiauaunsalunisgaisidinsi@ifladssdnsaings (HEVC) uasWa'lwa
Advanced Audio Coding (AAC) #LAuatiuu Synology NAS

dusunaazidaaiudniiadfiu Advanced Media Extensions 1udsagaayadnnwizaavaianeinls
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U 13: sguu Surveillance

Surveillance Station Aalagfudiumnudaaadaszauiiaanwiigiunsalsulimunsauduanudasnisuacgldnnau
duteasiaiufidaaunazaisliunudulddualnsalfivarnvaiahalinaugiauuusauasasiuiinlansandu Funisudviauriud
Tdtouseuy Surveillance Tuaganusingg uasvin&esineg ladaununa uanainfl Surveillance Station vasdudiadaluia DS cam
fawsanlduriialiaadnnisanulaaadelalussriitofiunig

13.1 dv@anaas IP

Surveillance Station shusaldeiusindundas IP lédunnnin 7,900 su srudvailnsal PTZ, Azane, alnsalviaraiaud
Lazgunitardue Watiunday aadusatdanannitnsAaunwunanada ldandvuacdiaauLansadn’annIsaIAIuaINAaI st

wsalhddununtiaaldsianis xisx wialWdnisiiviuaat unsatiuindiflaamuiinuanisuianiainaslnanisasaunaasal
tialvfiviaenistiufinifidavinduildfuidadudayavasne

U IP Camera

Add Delete Edit ~ Enable = Import -~ FAQ g C arch
Filter by Status ~

All Status
Normal
upied
[Loca X Disconnected
Disabled
Lo Deleted

[Loca
Others

upied

Warehouse entrance

13.2 dutinnsasiasiau

dutinisasraday tluduipasivauuunuguaddiusunisiuanidlaiinuudauazfiuin’ll tiavainuarvmamsiiadsuustdiiagg

wazadauldguga 100 dav aadnusaldviundasuarnininasalnsal I/0 Taaese Aurmuasidunstiuiinidasnisdralnilad
LazasAdaULNINstiauiafinaunsiadaulmifialnfviviua
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nology_HQ

9F Lobby F Hallway.

Mation Detection

8 Lounge.

OF Lounge A side: Warchouse entrance

Digital mnput
Digital Output

Digita Taput

9F Lobby
Layout

13.3 asiiunntazn1stau

o

wadwdndunisiuiinfadfideaaiaiuisaduminisiiufinuasndasionua'léd aagunsatdunsiuin esagaviinusaiduinli

ca x

wagldfinsasfadurinanisaifidadnisle Waaulvan aadeaunsassydisnatwasifinaladirlése

BB Recording

T Bookmarks
9 Export Play  Download Delete -
Filter by Server -

B Mount F‘ 10F Left - Recording (8 MB)
Today 14:00 . All Servers

B storage Local Host

N Advanced o [Local Ho SynologyHQ_6

: Motion

Marketing LAB -

8F Lounge - R
Today

Warehouse entrance -
Today 13 9 | Even

RN of 1 ounae- side - Rec

13.4 Waasn153nn1s1iasaua]

HauasTuuaIasauenansInnIstlunnniindas IP uagasiuiin'lé daeroiaiu:

o ngnsefiunsazldouyaedduuassyuy Surveillance Taadalwifionunginiinua’ld wadu

NTAIAIAINRUANITRINTUNITANAATLLIAUDINADY
o TusIWaa@ngagliidnsnnsldenu Surveillance Station fiuans1vdu TaauwtvdufIan1sAsguassuy Las&nagUN
o danlWduavszuuazlvinistiuinanssuuag Surveillance Station tansduuy Tuaaziidaninduasnansalazuaandngn1salfinsIadu

PV

o FusaiuuaniIshIdtiautagiagenisiivifianlddyaainsdrumnulaaafaiud
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13.5 sruun1sIan1suuusING UL

sruuNTIANSLUUTINAUE (CMS) 1ad Surveillance Station whalviaaTaasdszuu Surveillance lauanalafsitasiaiaigisuiias
aagunsadliaatdsnasscaslna danisualnatatiu guasamuaundaguarnstiuiin wagiinaalnsaivivivszuulaiaaldwasiaiien
usnsaTanasdaTulifiuaznisdisasiayadalwitiznalvissuu Surveillance fiuidlalivaazin

g CMs

= Recording Server Add Delete Edit Enable ~ Lock - Update ~ Advanced ~

Filter by Status ~
FE] Failover Server E  SYsoeme: tvieinsi - Trer oy Staths
172.21.3.237:5000 = / All Status
£} Failover Setting Normal
E] SynologyHQ_6 [VirtualDSM] -
172.21

Migration Disabled
Disconnected
3
% adwncad Failed Over
Incompatible

Others

" =

Application System Notification  Action Rule
Center

L

o m K @

Smart Time Snapshot Client Home Mode
Lapse Management
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« siaAruualunisliiusnns Synology Package Center
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