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You can create different notification rules for different system events. Each rule can be applied to multiple delivery channels, such as
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~ Warning
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Push Service: Chrome, Chrome, Chrome
® External Access .
~ Critical
> Network This rule has not been applied to any delivery channels.
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@ security

B Terminal & SNMP

A System
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Security risks were found that need your attention.
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Perform essential checks to protect your DSM against common cyber threats. View the checklist of
security rules to scan.

For work and business

Perform comprehensive checks to meet security compliance requirements for organizations. View the
checklist of security rules to scan.

Custom

Define which checks you would like to perform.

Scan Schedule

v’ Enable regular scan schedule

Run on the following Wednesday -
days:
Run task: 01 - 03 -
Reset Apply
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~ System

o Info Center

|ﬂ Login Portal

2% Regional Options
B, Notification

1} Update & Restore

A Services

DoS 34 0]

Security Account Firewall Protection Certificate Advanced

~ Account Protection
Enable this option to protect your accounts from attacks by untrusted clients.

+| Enable Account Protection

Untrusted clients

Account protection will be triggered if an untrusted client fails to sign in too many times within a
predefined period of time.

Login attempts: 5
Within (minutes): 1
Account protection will be cancelled after a predefined period of time.

Cancel account protection (minutes 20
later):

Manage Protected Accounts
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Security Account Firewall Protection Certificate Advanced

Enable block expiration

When block expiration is enabled, blocked IP addresses will be unblocked after the number of days entered

below.

Create and manage an allow list to add IP addresses that you trust, or a block list to prevent certain IP

addresses from signing in.

Allow/Block List

~ Denial-of-Service (DoS) Protection
Network Interface: LAN 1 v

Denial-of-service {(DoS) protection helps to prevent malicious attacks over the Internet.

+' Enable DoS protection
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S
~ Synelogy offers DSM updates when new features are available or security issues and bugs are fixed to improve
. Network system performance and stability.
o Security Manual DSM Update X
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Please select the .pat file from your local computer.
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Synology offers DSM updates when new features are available or security issues and bugs are fixed to improve
o Info Center - - S

Update Settings X
B Login Portal
i . Select how to proceed when there is new DSM update available
E% Regional Options
® Automatically install important updates that fixed critical security issues and
B notification bugs (Recommendead)
t‘ Update & Restore Automatically install the latest update

Motify me and let me decide whether to install the new update

~ Services
Check schedule: -
&e Synology Account
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% Application Privileges Mote: More notification settings can be edited at Notification.

A indexing service
Cancel

' Task Scheduler
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https://kb.synology.com/DSM/help/ActiveInsight/activeinsight?version=7
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https://kb.synology.com/DSM/tutorial/Active_Insight_web_portal
https://kb.synology.com/DSM/help/DSM/AdminCenter/system_restoredefaults?version=7
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https://kb.synology.com/DSM/help/Chat/chat_desc?version=7
https://kb.synology.com/DSM/tutorial/Quick_Start_Synology_Chat_admin
https://kb.synology.com/DSM/tutorial/Quick_Start_Synology_Chat_users
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https://kb.synology.com/DSM/tutorial/How_to_set_up_MailPlus_Server_on_your_Synology_NAS
https://kb.synology.com/DSM/tutorial/How_to_best_deploy_Synology_MailPlus_and_select_a_suitable_Synology_NAS
https://kb.synology.com/DSM/tutorial/Quick_Start_MailPlus_admin
https://kb.synology.com/DSM/tutorial/Quick_Start_MailPlus_users
https://kb.synology.com/DSM/tutorial/Frequently_asked_questions_about_Synology_MailPlus
https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=Synology_MailPlus
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https://kb.synology.com/DSM/help/WebStation/application_webserv_desc?version=7
https://kb.synology.com/DSM/tutorial/How_to_host_a_website_on_Synology_NAS
https://kb.synology.com/DSM/tutorial/What_should_I_set_permissions_to_folders_for_websites
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https://kb.synology.com/DSM/help/SynologyPhotos/photos_desc?version=7
https://kb.synology.com/DSM/help/SynologyPhotos/iPhone?version=7
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https://kb.synology.com/DSM/tutorial/Quick_Start_Synology_Photos
https://kb.synology.com/DSM/help/VideoStation/VideoStation_desc?version=7
https://kb.synology.com/DSM/tutorial/How_do_I_stream_videos_smoothly_via_Video_Station_DS_video
https://kb.synology.com/DSM/tutorial/Does_my_Synology_NAS_support_streaming_4k_videos
https://kb.synology.com/DSM/help/AudioStation/AudioStation2_desc?version=7
https://kb.synology.com/DSM/help/MediaServer/application_mediaserver_desc?version=7
https://kb.synology.com/DSM/tutorial/How_to_enjoy_multimedia_contents_stored_on_Synology_NAS_with_DLNA_UPnP_compliant_DMAs
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https://kb.synology.com/DSM/help/DSM/AdminCenter/application_mediaindexservice_general?version=7
https://www.synology.com/dsm/7.1/software_spec/advanced_media_extensions
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https://kb.synology.com/search?services%5B%5D=Surveillance_Station&tags%5B%5D=Quick_Start
https://kb.synology.com/search?sources%5B%5D=user_guide&sources%5B%5D=white_paper&sources%5B%5D=developer_guide&services%5B%5D=Surveillance_Station
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https://c2.synology.com/surveillance/overview

